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Spectralink IP-DECT Server 200/400/6500 Installation and Configuration Guide

This guide is intended for qualified technicians who will install, configure and maintain the Spectralink
IP-DECT Server 200/400/6500 solution. To qualify to install the Spectralink IP-DECT Server
400/6500 solution, you must have successfully completed the Spectralink IP-DECT Server
400/6500 technical training. The guide provides all the necessary information for successful install-
ation and maintenance of the wireless solutions.

This includes the installation and configuration of:
o Spectralink IP-DECT Server 200/400/6500
« Spectralink DECT Media Resource (only Spectralink IP-DECT Server 6500)

« Spectralink IP-DECT Base Station (only Spectralink IP-DECT Server 400/6500)
« Spectralink DECT Repeater

The guide also provides you with information about:

« Web based Administration Page of the Spectralink IP-DECT Server 200/400/6500, Spec-
tralink DECT Media Resource, and Spectralink IP-DECT Base Station.

Important Information Before You Begin

This guide assumes the following:

« that users have a working knowledge of the call handler’s operations

« that the call handler is installed, initialized and is working correctly

« that you have a working knowledge of deployment in general

« that a site survey has been conducted and that the installer has access to these plans

Note:

The site survey should determine the number of handsets, base stations and repeaters
are needed and where to place them. The site survery should also determine how many
RF channels are needed.

14215700-1G, Edition 9.0 10
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Spectralink IP-DECT Server 200/400/6500 Installation and Configuration Guide

Related Documentation

All Spectralink documents are available at http://support.spectralink.com/products.

Safety and Handling information is available online at http://support.spectralink.com/products.

Regulatory information is available online at http://support.spectralink.com/products.

O T

Spectralink DECT Handset For more information about the handset, refer to the user
guide available online at http://sup-
port.spectralink.com/products.

Site Survey Function in Handset For more information about the site survey function in
handset, refer to the guide available online at http://sup-
port.spectralink.com/products.

Synchronization and Deployment For more information about synchronization and deploy-
ment, refer to the guide available online at http://sup-
port.spectralink.com/products.

Provisioning For more information about provisioning, refer to the
guide available online at http://sup-
port.spectralink.com/products.

Handset and Repeater Management For more information about handset and repeater man-

Tool agement using the Handset and Repeater Management
Tool, refer to the guide available online at http://sup-
port.spectralink.com/products.

Spectralink Technical Bulletins Available online at http://sup-
port.spectralink.com/products.

Release Notes Document that describes software changes, bug fixes,
outstanding issues, and hardware compatibility con-
siderations for new software releases. Available online
at http://support.spectralink.com/products.

Spectralink DECT Training material In order to gain access to the Spectralink training mater-
ial, you must attend training and become Spectralink Cer-
tified Specialist.

Please visit http://-
partneraccess.spectralink.com/training/classroom-train-
ing for more information and registration.

14215700-1G, Edition 9.0 11
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Spectralink IP-DECT Server 200/400/6500 Installation and Configuration Guide

Terminology and Acronyms

The table below refers to common terms and acronyms that are related to the Spectralink IP-DECT

solutions.

AC
ARI

CLI
CUCM
dB
DECT

Deployment

DHCP
DNS
e.i.r.p.

Erlang

GAP

Handover

HWPCS
IGMPv3

IPEI

WU

14215700-1G, Edition 9.0
October 2018, Original document

Authentication Code

Access Rights Identity - Wireless identity of the Spectralink
IP-DECT/DECT Server.

Command Line Interface

Cisco Unified Communications Manager
Decibels (deciBells)

Digital Enhanced Cordless Telecommunications

The act of locating the mounting location and installing base
stations and repeaters. System performance is dependant
on the deployment made - and, therefore, the survey per-
formed.

Dynamic Host Configuration Protocol
Domain Name System
Equivalent Isotropic Radiated Power

The erlang is a dimensionless unit that is used in telephony
as a measure of offered load or carried load on service-
providing elements such as telephone circuits or telephone
switching equipment.

Generic Access Profile

A process initiated by the handset in which the speech chan-
nel carrying an active conversation is passed from one base
station to another.

Hardware Product Change Status - Hardware edition
Internet Group Management Protocol version 3
Internet Protocol

International Portable Equipment Identity - Serial number
of the handset

Inter Working Unit

12
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LAN

LAN synchronization
LED

Li-ion

MAC

MTU
MWI
Ni-MH
NIC
NTP
PBX
PCS
PoE
PP
PTP

Q Value

RF

RFP

RPN

RSSI

RSSI Value

RTP
SfB
SIP

14215700-1G, Edition 9.0
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Local Area Network

Method for synchronizing IP base stations over LAN
Light Emitting Diode

Lithium-ion

Media Access Control - hardware address of a device con-
nected to a network

Maximum Translation Unit

Message Waiting Indication

Nickel -Metal Hydride

Network Interface Card

Network Time Protocol

Private Branch eXchange

Product Change Status (Edition)
Power over Ethernet

Portable Parts - wireless handset
Precision Time Protocol (IEEE-1588v2)

Signal Quality Factor value. An expression of the bit failure
rate in the communication between the handset and a base
station. The value has a max. of 64, equal to no bit errors
measured.

Radio Frequency

Radio Fixed Part - base station

Radio Part Number - base station number
Received Signal Strength Indicator

Radio Signal Strength Indication value. A relative expres-
sion for the signal strength of a base station as measured
by the handset at a given location.

Real-time Transport Protocol
Skype for Business

Session Initiated Protocol

13
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Site survey

Spectralink IP-DECT Server

Speech channel

SRTP
SUOTA
SWPCS
Synchronization Over the Air (OTA)
TFTP
TLS

TTL
UDP
UPNnP
VolP
WLAN
WRFP

14215700-1G, Edition 9.0
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A site survey comprises the act of locating the best places
for base stations by measuring RSSI levels with DECT
handsets. Complete survey consists of measuring with mul-
tiple base stations, combining RSSI and Q value reading in
real surroundings.

Spectralink IP-DECT Server 200/400/6500

A speech channel is used to carry communication between
the handset and the base station or repeater.

Secure Real-time Transport Protocol

Software Update Over The Air

Software Product Change Status - Software edition
Method for synchronizing IP base stations over Air (radio)
Trivial File Transfer Protocol

Transport Layer Security

Time To Live

User Datagram Protocol

Universal Plug and Play

Voice over Internet Protocol

Wireless Local Area Network

Wireless Radio Fixed Part - Wireless Repeater

14
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DECT stands for Digital Enhanced Cordless Telecommunications.

DECT is the standard for short-range cordless communications developed by the European Tele-
communications Standards Institute (ETSI): ETSI EN 300 175-1.

DECT is used in all countries in Europe and in most of Asia, Australia, South-America and North
America.

DECT is alow power technology and can be used in radio sensitive environments. Both handsets
and base stations have an average power output of 10mW, but can deliver a burst power output of
250mW.

Note:
The entire Spectralink 7000 Portfolio is built on DECT technology.

DECT Frequency Bands
The following frequency bands are dedicated to DECT:

« EMEA, Australia & New Zealand: 1G8: 1880 — 1900 MHz
o South America: 1G9: 1910 —-1930 MHz
o USA & Canada: 1G9: 1920 - 1930 MHz (DECT 6.0)

Note:

Because DECT has its own dedicated frequency band, it is not subject to interference
from other radio transmitters such as GSM phones, Bluetooth, microwave ovens and
widely used Wi-Fi equipment.

14215700-1G, Edition 9.0 15
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Spectralink IP-DECT Server Solution

Types of Servers
Following types of servers are available:

o Specitralink IP-DECT Server 200
o Spectralink IP-DECT Server 400
o Spectralink IP-DECT Server 6500

Note:
Besides the Spectralink IP-DECT Server solutions, a Spectralink DECT Server solution
is also available. The Spectralink DECT Server solution is out of the scope of this Install-
ation and Configuration Guide but will be mentioned in "Spectralink Server Solution Over-
view and Comparison" on page 26.

Description - Spectralink IP-DECT Server 200

The Spectralink IP-DECT Server 200 is a single cell system (one built-in base station in the server)
supporting SIP lines only.

The Spectralink IP-DECT Server 200 is designed with connector for External Antenna.

Up to 3 additional Spectralink DECT Repeaters can be added to the Spectralink IP-DECT Server
200.

The Spectralink IP-DECT Server 200 supports up to 12 registered handsets and 6 simultaneous
calls.

The DECT radius of coverage is up to 600 meters/2000 feet with a handset in free sight.

The DECT radius of coverage can vary significantly if obstacles block the signal, for example in build-
ings with many rooms, hallways, walls and floors. The radius coverage is typically around 30
meters/100 feet in office environments. Coverage should always be verified to ensure optimal loc-
ation of the Spectralink IP-DECT Server 200 before it is permanently installed.

14215700-1G, Edition 9.0 16
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Description - Spectralink IP-DECT Server 400

J

The Spectralink IP-DECT Server 400 is in its basic edition a single cell system (one built-in base sta-
tion in the server) supporting SIP lines only.

The Spectralink IP-DECT Server 400 is designed with connector for External Antenna.

Additional Spectralink IP-DECT Base Stations can be added to the Spectralink IP-DECT Server
400 to enable multicell functionality and to expand the covered area.

Note:

A license is required to enable the multicell function. For more information, see "Licenses
for Spectralink IP-DECT Server 400/6500" on page 40.

All Spectralink IP-DECT Base Station models can be used. Up to 3 additional Spectralink IP-DECT
Base Stations can be added to the Spectralink IP-DECT Server 400 system and up to 3 additional
Spectralink DECT Repeaters can be added to each Spectralink IP-DECT Base Station.This results
in up to 12 Spectralink DECT Repeaters if all Spectralink IP-DECT Base Stations are registered.

The Spectralink IP-DECT Server 400 without any licenses supports up to 12 registered handsets
and 6 simultaneous calls.

The DECT radius of coverage is up to 600 meters/2000 feet with a handset in free sight.

14215700-1G, Edition 9.0 17
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Description - Spectralink IP-DECT Server 6500

The Spectralink IP-DECT Server 6500 controls the wireless infrastructure. It manages Spectralink
DECT Media Resources, Spectralink IP-DECT Base Stations and the IP interface to the call hand-
ler.

The communication protocol between the Spectralink IP-DECT Server 6500 and the call handler is
a SIP line interface.

A Spectralink IP-DECT Server 6500 is installed directly on the LAN and must be managed as part of
the corporate network.

The Spectralink IP-DECT Server 6500 is a multi cell solution in a 19” cabinet. It is shipped from the
factory as an Spectralink IP-DECT Server 6500 with one Ethernet port and 32 on-board speech
channels, which allows for up to 32 full duplex simultaneous media streams (RTP streams) depend-
ing on the codec being used. There is no radio part in the Spectralink IP-DECT Server 6500. This
means that at least one Spectralink IP-DECT Base Station must be part of the Spectralink IP-DECT
Server 6500 solution.

Note:
The Spectralink IP-DECT Server 6500 is extremely scalable and is very easy to scale in
order to meet customer demands. If it is upgraded to its full potential via licenses, it sup-
ports up to 4096 registered handsets and with a maximum of 32 Spectralink
DECT Media Resources, it supports up to 1024 simultaneous calls. For more inform-
ation, see "Licenses for Spectralink IP-DECT Server 400/6500" on page 40.
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Other Solution Components

In addition to the Spectralink IP-DECT Server, a Spectralink IP-DECT Server configuration can
include a number of the following components:

o Spectralink DECT Media Resources (only Spectralink IP-DECT Server 6500)

o Spectralink IP-DECT Base Stations (only Spectralink IP-DECT Server 400/6500)
« Spectralink DECT Repeaters

o Spectralink External Antennas (only Spectralink IP-DECT Server 200/400 and Spectralink
IP-DECT Base Station

To handle the calls in the solution a call handler (IP-PBX SIP) is used.

E Note:
. For more information about system compatibility, see "Product Compatibility" on
page 228.

For configuration overview, see "Total Configuration Overview" on page 27.
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Description - Spectralink DECT Media Resource

The Spectralink DECT Media Resource is a print board that is placed within the same rack next to
the Spectralink IP-DECT Server 6500 board. Up to 2 Spectralink DECT Media Resources can be
placed in the same rack that houses the Spectralink IP-DECT Server 6500 board.

The Spectralink DECT Media Resource performs media conversion between the call handler and
the Spectralink IP-DECT Server 6500 and is the media termination point for incoming and outgoing
calls. Each Spectralink IP-DECT Server 6500 contains one built in media resource. The Spectralink
IP-DECT Server 6500 can support a total of 32 Spectralink DECT Media Resources.

Each Spectralink DECT Media Resource adds 32 voice channels. The maximum number of sim-
ultaneous calls for a fully loaded system is 1024 calls at the same time. Depending on codec choice,
the number of voice channels per Media Resource card can vary from 12 - 32.

G.726 allows for 32 duplex speech channels as this codec requires no processing and is routed dir-
ectly to the Spectralink IP-DECT Base Station. Other codecs such as G.711 or G.729 must be con-
verted to G.726 before routed further on to the Spectralink IP-DECT Base Station and this affects
the total number of available speech channels on the Spectralink DECT Media Resource, lowering
the number of speech channels down to 12 if all calls utilize the G.729 codec.

The Spectralink DECT Media Resource connects directly with the LAN and must operate in con-
junction with the Spectralink IP-DECT Server 6500. If using clusters, the Spectralink DECT Media
Resources can be placed at different locations.

The Spectralink DECT Media Resource contains no radio parts. It ships from the factory configured
for DHCP. Should it enter an unrecoverable state, it can be reset to factory default settings when the
reset button is pressed and held for more than 5 seconds.
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Description - Spectralink IP-DECT Base Station

Al

The Spectralink IP-DECT Base Station is to be used with both Spectralink IP-DECT Server
400/6500 and Spectralink DECT Server 2500/8000.

The Spectralink IP-DECT Base Station is designed with two internal antennas and supports
antenna diversity.

The Spectralink IP-DECT Base Station is designed with connector for External Antenna.

The Spectralink IP-DECT Base Station is also able to carry out a handover between the RF chan-
nels under the same Spectralink IP-DECT Base Station, and handles up to 12 (depending on syn-
chronization configuration) DECT speech channels simultaneously.

The Spectralink IP-DECT Base Station is able to frame synchronize with other Spectralink IP-DECT
Base Stations under the same Spectralink IP-DECT/DECT Server

The Spectralink IP-DECT Base Station can be powered over ethernet (PoE/802.3af) or by a sep-
arate power supply (available separately).

The DECT radius of coverage is up to 600 meters/2000 feet with a handset in free sight.
Description - Spectralink DECT Repeater

4

The Spectralink DECT Repeater is a building block to be used to extend the coverage area in a wire-
less Spectralink DECT solution. The repeater does not increase the number of traffic channels, how-
ever, it provides a larger physical spreading of the traffic channels and thereby increases the
coverage area established with the Spectralink IP-DECT/DECT Base Stations/Spectralink IP-
DECT Servers 200/400.
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Note:

Both the Spectralink IP-DECT Server 200 and Spectralink IP-DECT Server 400 are
Spectralink IP-DECT Servers with a built-in Spectralink IP-DECT Base Station.

The repeaters are mainly used in areas with limited traffic. The Spectralink DECT Repeater is avail-
able with either 2 or 4 voice channels. It is wireless and does not need physical connection to the
Spectralink IP-DECT/DECT Server, making it very easy to install. The repeaters can be supplied
with an external antenna making it possible to create radio coverage in a remote area without cabling
to the rest of the installation.

The base station/server 200/400 can support up to 3 repeaters.
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Description - External Antenna

Spectralink IP-DECT Base Stations, Spectralink IP-DECT Server 200/400 and Spectralink DECT
Repeaters can be equipped with an external antenna using a specially designed connection cable
between the external antenna and the host.

The external antenna is highly directional and used with Spectralink IP-DECT Base Stations or the
Spectralink IP-DECT Server 200/400 for added coverage in complex environments or to link up with
remote areas. External antennas can also be used with Spectralink DECT Repeaters to link up with
remote areas where wiring between the server and base station is difficult or impossible.

Note:

When used with a Spectralink IP-DECT Server 200/400 or Spectralink IP-DECT Base
Station, the external antenna always use the same channel as the host and provides full
coverage for handsets.

<.

When used with a Spectralink DECT Repeater, the external antenna always use a chan-
nel different from the host and only provides a link to the main coverage area — no speech
coverage.

The range of the host (on base station and server) is reduced when the external antenna
is connected.

For more information about using the external antenna to add coverage in complex environments or
to link up with remote areas, see "Using the Spectralink IP-DECT Server 200/400 and Spectralink
IP-DECT Base Station With External Antenna" on page 80.

For more information about using the repeater with external antenna, see "Using the Spectralink
DECT Repeater With External Antenna" on page 78.
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System Capacity Overview

Below you will find an overview of the system capacity of the Spectralink IP-DECT Server:

System Capacity - Servers

Description Server 200 Server 400 Server 6500
IP-DECT Servers 1 1 2*
Media Resources N/A N/A 32
Protocol supported SIP SIP SIP
Max number of simultaneous SIP | 6 Upto12** 1024 **
calls Up to 12 per Radio
Base Station
32 per Media
Resource
Codecs supported G.711a, G.711u, G.711a, G.711u, G.711a, G.711u,
G.726,G.729 G.726, G.729 G.726,G.729
Max number of subscribed 12 30 ** 4096 **
DECT handsets
Max number of IP-DECT Base N/A 3 1024
Stations
Repeaters per base station 0 3 3
\Repeaters per server 3 3 0
*) Two Spectralink IP-DECT Servers 6500 for redundancy. License required.
**) License required.
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System Capacity - Media Resources

Item IP-DECT Server 6500 - Maximum Quantity

Media Resources 32
Protocol supported SIP
Simultaneous calls 32 (depending on used codec)*
\Codecs supported G.711a, G.711u, G.726, G.729 )

*) The available number of channels on a media resource depends on the codec type of the active
calls. Calls utilizing the G.726 codec uses approximately 2% of the available resources, calls utilizing
the G.711 codec uses approximately 3%, and calls utilizing the G.729 codec uses approximately 8%.
E.g.: With 5 active G.729 calls and 10 active G.711 calls, the total resource utilization will be approx-
imately 70%.

Recommendations

If configuring a system with Spectralink DECT Media Resources, it is recommended to disable the
internal media resource of the Spectralink IP-DECT Server 6500 when:

« The system handles more than 20 calls.
« There are more than 500 users (200 users if using Lync/Skype for Business).

For more information, see "Configuring Media Resource Settings" on page 120.
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Spectralink Server Solution Overview and Comparison

Product Overview

WS (Wireless Server):
IP-DECT Server 6500 / 400*) / 200%)
DECT Server 8000 / 2500

L

RFP (Radio Fix Part):
IP-DECT base station and DECT base station **).
Radio devices controlled by the Server

IP-DECT base station

~ DECT base station
4 N !

i 1
Sync over air (1 ch) ]
N / g

or sync over LAN
Up to 1 speech channels

Sync via cable ~

e 4 or 8 speech channels

- -

DECT repeater works

for added coverage or to link remote locations

WRFP (Wireless Radio Fix Part): with all radio devices , .

DECT repeater. Autonomous radio device used ¢ /,‘

for added coverage Jordspeechinkctamcs WP

EA (External Antenna): ***) IPDECT basa sation and =TT 7T ~~.
Used with RFP, WRFP or IP-DECT Server 200/400 | ©*% O\ )

PP (Portable Part):
The Spectralink 7000 Portfolio Handsets

*) The Spectralink IP-DECT Server 200/400 has a built-in radio which acts like an Spectralink IP-

DECT Base Station with up to 12 speech channels.

**) Spectralink Digital DECT Base Stations are available in the following editions: RFP4 and RFP5

(4 speech channels) and RFP6 (4 or 8 speech channels).

***) The external antenna is highly directional and used with RFP6 Spectralink Digital DECT Base
Stations and Spectralink IP-DECT Base Stations or the Spectralink IP-DECT Server 200/400 for
added coverage in complex environments or to link up with remote areas. External antennas can
also be used with Spectralink DECT Repeaters to link up with remote areas where wiring between

the server and base station is difficult or impossible.

For a comparison of Spectralink Servers, and Spectralink Base Stations, see "Server Comparison
Matrix" on page 28 and "Base Station Comparison Matrix" on page 30.
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Spectralink Handset Portfolio Overview

7202 7212 7502 7522 7532 7622 7642 7722 7742

To:
a

|
|

For more information about the handsets, see the relevant Handset User Guides.

Total Configuration Overview

Butterfly

Server _ - Analog
Redundant

Server Analog
Media

Resource

Base stations

Repeaters

External antennas

Handsets
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Server Comparison Matrix

The illustration below shows a Spectralink 7000 Portfolio Infrastructure/Spectralink Server com-

parison matrix.

Server 200
VolP

Market

PBX Integration

Simultaneous
calls

DECT base
stations

IP-DECT
base stations

Repeaters
Ext. antenna

***)

Handsets
(subscriptions)

Server 200 400
VolP VolP

Increased
functionality
with license
based features

Skype for Business
support

Cisco support
Security (SRTP/TLS)
Redundancy
Handset sharing

G.726, G.729, G.711

a-law & u-law

SUOTA *)
All handsets

*)4 channel/8 channel Spectralink Digital DECT Base Station.

SOHO

IP (SIP)

6

Itself **)

v

400
VoIP

Small
Business

IP (SIP)

Up to 12

Itself **)
+3

30

v

Medium to
large business

IP (SIP)

1024

1024

3 per
base station
v

4096

6500
VolP

v

2500
Analog

SMB

Analog

32

16/8 *)

1024
3 per
base station

v

32

2500
Analog

v

SMB
IP (SIP)

32

16/8 *)

1024
3 per
base station

v

150

8000 :
Analog

Medium to
large business

Analog

1008

504/252 *)

1024
3 per
base station

v

1008

Medium to
large business

IP (SIP)

1024

512/256 *)

1024
3 per
base station

v

4096

2500 8000 8000
VolP Analog VolP

v

v

v

**) The Spectralink IP-DECT Server 200/400 has a built-in radio which acts like an Spectralink IP-

DECT Base Station with up to 12 speech channels.
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***) External antenna can only be used with Spectralink IP-DECT Server 200/400, RFP 6 Spec-

tralink Digital DECT Base Stations, Spectralink IP-DECT Base Stations and Spectralink DECT
Repeaters.
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Base Station Comparison Matrix

The illustration below shows a Spectralink Base Station comparison matrix. In the comparison mat-
rix you see the currently most used Spectralink base stations and the difference between them.

Only the Spectralink IP-DECT Base Station and the RFP6 Spectralink Digital DECT Base Station
are in production. All other base stations seen here are no longer in production, but are still widely
used in the field.

E Note
. The Spectralink Digital DECT Base Stations are not relevant to the Spectralink IP-DECT
Servers.

- e de

B KIRK IP base IP-DECT DECT base DECT base DECT base
ase station station 12 base station | station (RFP4) station (RFP5) station (RFPé6)
RJ45

Connector type RJ45 RJ11

10/100Mb RJ45 PoE *) Vv v

Separate Power N

Tx power 100/250 mW =~ 100/250 mW 100/250 mW 100/250 mW 100/250 mW

128Kb ISDN directly Vv v Vv )

wired phantom power

Cable type UTP CATS UTP CATS UTP CATS UTP CAT5 UTP CATS

Cable length 100m/328ft 100m/328ft 2 km (1,2 mi) 2 km (1,2 mi) 2 km (1,2 mi)

IP-DECT Server support Vv v

(6500 / 400)

DECT Server support Vv N Vv v Vv

(8000 / 2500)

Time slot structure Full slot Full slot Single slot Single slot Single/full slot
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B KIRK base IP-DECT DECT base DECT base DECT base
ase station station 12 | base station station (RFP4) station (RFP5) station (RFP6)
v Vv

Use with repeaters

Ext. Antenna support Vv v

Speech channels 11 11 4 4 4or8%)

Synchronization Over the | Over the air Via cable Via cable Via cable

air

LAN synchronization v

Administration Browser Browser via Browser via Browser via Browser via
via Server Server or Server Server Server
or directly directly

Codec G.726 G.726 G.726 G.726 G.726

Mounting Vertically N/A Vertically Vertically N/A

Note
Itis possible to use LAN synchronization for Spectralink IP-DECT Base Station instead
of Radio synchronization (Over The Air). This requires installation of a LAN Syn-
chronization License. For more information, see "LAN Based Synchronization (License
Required)" on page 136.
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Configuration Overview - Spectralink IP-DECT Server
200

The Spectralink IP-DECT Server 200 is typically configured as illustrated below:

IP-PBX Ethernet App Server

Server Meeting
Repeaters -
External antennas Fire

Man down —

Cardiac

Alarm

Handsets

Handset

in/o

8% |3

The Spectralink IP-DECT Server 200 connects with Ethernet as well as the IP-PBX and 3rd party
application server.

Optional wireless repeaters can be used to extend the coverage of the Spectralink IP-DECT Server
200. External directional antennas are also optional and can be used with the Spectralink IP-DECT
Server 200 in physically complex environments which are challenging to cover with the built-in base
station or repeaters.

External antennas can also be used to create long distance coverage to bridge two locations belong-
ing to the same DECT system. Spectralink DECT Repeaters can make use of external antennas as
well and create a link from a remote location to the main coverage area. There is no speech cov-
erage in the linking area which is symbolized by the light blue color.

All Spectralink 7000 Handsets are supported. The Spectralink IP-DECT Server 200 itself connects
with the LAN via the ethernet interface, and an optional 3rd party application can communicate over
LAN with the Spectralink IP-DECT Server 200.
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Configuration Overview - Spectralink IP-DECT Server
400

The Spectralink IP-DECT Server 400 is typically configured as illustrated below:

IP-PBX Ethernet App Server

Emergency

Server Alecting

IP base stations
S Fi

Repeaters

External antennas

Cardiac
Alarm

Handsets

The Spectralink IP-DECT Server 400 connects with Ethernet as well as the IP-PBX and 3rd party
application server. The optional Spectralink IP-DECT Base Stations are controlled by the Spec-
tralink IP-DECT Server 400.

Optional wireless repeaters can be used to extend the coverage of the Spectralink IP-DECT Base
Stations or the Spectralink IP-DECT Server 400 itself. External directional antennas are also
optional and can be used with Spectralink IP-DECT Base Stations or the Spectralink IP-DECT
Server 400 itself in physically complex environments which are challenging to cover with base sta-
tions or repeaters.

External antennas can also be used to create long distance coverage to bridge two locations belong-
ing to the same DECT system. Spectralink DECT Repeaters can make use of external antennas as
well and create a link from a remote location to the main coverage area. There is no speech cov-
erage in the linking area which is symbolized by the light blue color.

All Spectralink 7000 Handsets are supported.
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Configuration Overview - Spectralink IP-DECT Server
6500

The Spectralink IP-DECT Server 6500 is typically configured as illustrated below:

IP-PBX Ethernet App Server

Server

Emergency
Redundant
Server .
Meeting
Media
Resource

IP base stations
Fi

Repeaters —

External antennas
Cardiac

Alarm

Handsets

The Spectralink IP-DECT Base Stations connect with the Ethernet as well as the IP-PBX and 3rd
party application server. The Spectralink IP-DECT Base Stations are controlled by the Spectralink
IP-DECT Server 6500.

Optional wireless Spectralink DECT Repeaters can be used to extend the coverage of the Spec-
tralink IP-DECT Base Stations. External antennas are also optional and can be used with Spec-
tralink IP-DECT Base Stations in physically complex environments which are challenging to cover
with base stations or repeaters.

External antennas can also be used to create long distance coverage to bridge two locations belong-
ing to the same DECT system. Spectralink DECT Repeaters can make use of external antennas as
well and create a link from a remote location to the main coverage area. There is no speech cov-
erage in the linking area which is symbolized by the light blue color.

All Spectralink 7000 Handsets are supported. The Spectralink IP-DECT Server 6500 itself connects
with the LAN via the ethernet interface and an optional 3rd party application can communicate over
LAN with the Spectralink IP-DECT Server 6500.

An optional Spectralink DECT Media Resource and Redundancy Spectralink IP-DECT Server 6500
can be added to the network in order to increase speech resources or share system load and max-
imize uptime.
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Communication Ports - Spectralink IP-DECT Server

200

The Spectralink IP-DECT Server utilizes a number of different protocols and ports on the network

(see illustration below).

These ports MUST not be blocked by firewalls or other network equipment.

Example of protocols and ports for a Spectralink IP-DECT Server 200:

el pom

UDP X

N

IP-DECT Server 200

TCP 56002 TCP X
< >~

*) Default configurable

TLS 5061 TLS X
TCP 5060 TCP X Control
UDP 5060 Tl
u UDP 5060 */** TP 56001 TCP X N
SIP Call Control Conltrol
i . | UDP UDP
UDP 58000 - 59000 5 | 57000- 56000 -
G.711/G.726/(G.729) (S)RTP Media 57999 56999
< ~

" G.726 S)RTP Media

**) If SIP per port registration is checked = 5060 + X (Number of SIP Registrations)

Spectralink IP-DECT Server 200 system can utilize the following protocols:HTTP/HTTPS,
FTP/TFTP, UPnP, MSF (TCP port 56003), syslog (UDP port 514), NTP, LDAP and SNMP.

@ Tip:
Use the communication port illustration as a reference when configuring your network for
a Spectralink IP-DECT Server 200 solution.
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Communication Ports - Spectralink IP-DECT Server
400/6500

The Spectralink IP-DECT Server utilizes a number of different protocols and ports on the network
(see illustration below).

These ports MUST not be blocked by firewalls or other network equipment.

Example of protocols and ports for a Spectralink IP-DECT Server 6500:

IP-DECT Server 6500

S .
IP-PBX w Media Resource

LS 5061 TS x TCP 56002  TCPX f f
TCP 5060 TCP X Control >
UDP 5060 UDP 5060 */*" | _ Tcp 56001 TCP X
SIP Call Control Conftrol
TCP 56001 TCP X
Conftrol
UDP X _ - ubDP UDP
UDP 58000 - 59000% | o0 56000 -
G.711/G.726/(G.729) (S)IRTP Media 57999 56999
" G.726 S)RTP Media
uppP upbP
57000 - 56000 -
57999 56999
G.726 (S)RTP|Media
- .
) Default configurable

**) If SIP per port registration is checked = 5060 + X (Number of SIP Registrations)

Spectralink IP-DECT Server 6500 system can utilize the following protocols:HTTP/HTTPS,
FTP/TFTP, UPnP, MSF (TCP port 56003), syslog (UDP port514), NTP, LDAP and SNMP.
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Example of protocols and ports for a Spectralink IP-DECT Server 400:

UDP X

IP-DECT Server 400

Server Media Resource

N

TLS 5061 1S x TCP 56002  TCPX
TCP 5060 TCP X Control
UDP 5060 UDP 5060 */** | t1cp 56001 TCP X
SIP Call Control T Conl|trol
_TCP 56001 TCP X
Conftrol
: « | UuDP uDP
UDP 58000 - 59000* | -0 56000 -
G.711/G.726/(G.729) (S)RTP Media 57999 56999
G.726 S)RTP Media
uDP ubP
57000 - 56000 -
57999 56999
< >

*) Default configurable

G.726 (S)RTP

Media

**) If SIP per port registration is checked = 5060 + X (Number of SIP Registrations)

Spectralink IP-DECT Server 400 system can utilize the following protocols:HTTP/HTTPS,
FTP/TFTP, UPnP, MSF (TCP port 56003), syslog (UDP port514), NTP, LDAP and SNMP.

Tip:

a Spectralink IP-DECT Server 400/6500 solution.
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Service Codes - Spectralink IP-DECT Server

Itis possible to access the Spectralink IP-DECT Server in operation using a handset.

Use any handset and enter ***999* followed by a 2-digit code for the information you wish to
retrieve, and then press off-hook.

Access basic information such as:

o |IP address - enter ***999*00

« MAC addres - enter ***999*01
« Server firmware ***999*02

E Note:

. If UPnP is enabled, all Spectralink IP-DECT Servers can be identified on the network by
their serial number. For more information, see "Discovering the Spectralink IP-DECT
Components via UPnP" on page 89.

The serial number can be found on the label on every Spectralink IP-DECT Server. For
more information, see "ldentifying ARI on Spectralink IP-DECT Server" on page 50.

14215700-1G, Edition 9.0 38
October 2018, Original document



Spectralink IP-DECT Server 200/400/6500 Installation and Configuration Guide

Licenses

Licenses can be purchased to enable additional features on the Spectralink IP-DECT Server
200/400/6500. Some of the licenses are specific to the servers, some are common.

In the following you will find information about:

« Licenses for Spectralink IP-DECT Server 200

« Licenses for Spectralink IP-DECT Server 400/6500

For more information about obtaining and loading licenses, see "Ordering Licenses" on page 45 and

"Loading Licenses" on page 45.

Licenses for Spectralink IP-DECT Server 200

Licenses

Lync/SfB + Security (TLS, SRTP) |
IP-DECT Server 200

(14075511)

Description

Allows for integration with Microsoft
Skype for Business and additional
features.

Includes Software Security Package
(TLS + SRTP).

Server 200

Security (TLS, SRTP) | IP-DECT
Server 200

(14075281)

Enables SRTP (Secure Real-time
Transport Protocol) and TLS.

Software Assurance 1 Year 12 Users
| IP-DECT Server 200

(14232800)

N

Allows for server and handset firm-
ware update.

Note: Required from Q4-2018 to be
able to update firmware.
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Licenses for Spectralink IP-DECT Server 400/6500

Licenses Description Server 400 Server 6500
12 Channels + 30 Users | IP- Allows for up to 30 users and
DECT Server 400 up to 6 speech channels.
(14075500) Increases the number of chan-
nels enabled from 6 to 12.
12 Channels + 30 Users + Multi-| Allows:
cell | IP-DECT Server 400 Up to 30 users.
(14075560) Up to 3 additional base sta- }
tions.
Increases the number of chan-
nels enabled from 6 to 12.
Lync/SfB +Security (TLS, Allows for up to 12 users and 6
SRTP)| IP-DECT Server 400 | speech channels.
(14075510) Includes Software Security
Package (TLS + SRTP).
12 Channels + 30 Users + Lyn- | Allows:
c/STB + Security (TLS, SRTP) | Up to 30 users.
IP-DECT Server 400
Increases the number of chan- i
(14075540) nels enabled from 6 to 12.
Includes Software Security
Package (TLS + SRTP).
12 Channels + 30 Users + Lyn- | Allows:
c/STB + Security (TLS, SRTP) Up to 30
+ Multicell | IP-DECT Server plo s users.
400 Up to 3 additional base sta-
tions.
(14075550) -
Increases the number of chan-
nels enabled from 6 to 12.
Includes Software Security
L Package (TLS + SRTP).
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Licenses

Multicell | IP-DECT Server 400
(14075520)

Description

Allows:
Up to 12 users.

Up to 3 additional base sta-
tions.

Increases the number of chan-
nels enabled from 6 to 12.

Server 400

Server 6500

LAN Sync | IP-DECT Server
400

(14075600)

Allows base stations to be syn-
chronized over LAN.

Cisco Unified CM (Advanced
Features) | IP-DECT Server
400

(14075490)

Allows for tighter integration
with the Cisco Unified Com-
munications Manager and addi-
tional features.

Lync/SfB +Security (TLS,
SRTP)| IP-DECT Server
6000/6500

(14075270)

Allows for integration with
Microsoft Skype for Business
and additional features.

Includes Software Security
Package (TLS + SRTP).

LAN Sync | IP-DECT Server
6500

(14075610)

Allows base stations to be syn-
chronized over LAN.

Security (TLS, SRTP) | IP-
DECT/DECT Servers
400/6000/6500/2500/8000

(14075280)

Enables SRTP (Secure Real-
time Transport Protocol) and
TLS.

Handset Sharing License | IP-
DECT/DECT Servers
400/6500/2500/8000

(14075460)

Allows handsets to be shared
among numbers and vice
versa.

Frequency Swap | IP-
DECT/DECT Servers
400/6500/2500/8000

(14075620)

Allows the active radio fre-
quency to be changed in
accordance to geographical
locations.
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Licenses

Cisco Unified CM (Advanced
Features) | IP-DECT Server
6500

(14075495)

Description

Allows for tighter integration
with the Cisco Unified Com-
munications Manager and addi-
tional features.

Server 400

Server 6500

Automatic Alarm Call | IP-
DECT/DECT Servers
300/400/2500/6000/6500/8000

(14075450)

Allows the use of alarm key,
with tear-off and/or motion
sensors.

The Automatic Alarm Call
license can trigger an alarm.
There are 4 alarm triggers
available depending on the
type of Spectralink DECT
Handset being used:

« mandown
« running

o tear-off

« alarm button

Redundancy Backup | IP-
DECT Server 6000/6500

(14075260)

Allows adding a backup server
to a system.

Redundancy Master | IP-DECT
Server 6000/6500

(14075250)

Allows adding a backup server
to a system.

30 Users | IP-DECT Server
6000/6500

(14075200)

Allows for up to 30 users.

150 Users | IP-DECT Server
6000/6500

(14075210)

Allows for up to 150 users.

500 Users | IP-DECT Server
6000/6500

(14075220)

Allows for up to 500 users.

1500 Users | IP-DECT Server
6000/6500

(14075230)

Allows for up to 1500 users.
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Licenses Description Server 400 Server 6500
4096 Users | IP-DECT Server | Allows for up to 4096 users.
6000/6500 -
(14075240)
Lync/SfB +Security (TLS, Allows for integration with
SRTP)| IP-DECT Server Microsoft Skype for Business
6000/6500 and additional features. -
(14075270) Includes Software Security
Package (TLS + SRTP).
Enhanced Provisioning Inter- | Allows for provisioning of firm-
face | IP-DECT Server 400 ware for:
(14075701) « IP-DECT base stations )
« Handsets
Enhanced Provisioning Inter- Allows for provisioning of firm-
face | IP-DECT Server 6500 ware for:
(14075200) « IP-DECT base stations -
« Mediaresources
« Handsets
Additional repeaters (up to 6 Allows for use of up to 6 addi-
repeaters) | IP-DECT Server tional repeaters.
400 )
(14075570)
Software Assurance 1 Year 12 | Allows for server and handset
Users | IP-DECT Server 400 firmware update.
(14232802) Note: Required from Q4-2018
to be able to update firmware.
Software Assurance 1 Year 30 | Allows for server and handset
Users | IP-DECT Server 400 firmware update.
(14232804) Note: Required from Q4-2018
to be able to update firmware.
Software Assurance 1 Year 30 | Allows for server and handset
Users | IP-DECT Server 6500 | firmware update.
(14232806) Note: Required from Q4-2018
L to be able to update firmware.
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Licenses Description Server 400 Server 6500
Software Assurance 1 Year Allows for server and handset
150 Users | IP-DECT Server firmware update.
6500 Note: Required from Q4-2018
(14232808) to be able to update firmware.
Software Assurance 1 Year Allows for server and handset
500 Users | IP-DECT Server firmware update.
6500 Note: Required from Q4-2018
(14232810) to be able to update firmware.
Software Assurance 1 Year Allows for server and handset
1500 Users | IP-DECT Server | firmware update.
6500 Note: Required from Q4-2018
(14232812) to be able to update firmware.
Software Assurance 1 Year Allows for server and handset
MAX Users | IP-DECT Server | firmware update.
6500 Note: Required from Q4-2018
\(14232814) to be able to update firmware.
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Ordering Licenses

1. Send your Purchase Order (PO) including the software part number and the number of
licenses needed to Spectralink Order Management via (EMEA and APAC) emeaom@spec-
tralink.com or (NALA) nalaom@spectralink.com .

2. When your order is processed, Order Management will send you an email including an
Authentication Product Key for your software license.

3. Toactivate your software license, use the License Key Generator available at http://sup-
port.spectralink.com/keycode .

S peCt ra ll N k $ | support PRODUCT RESOURCES RiMAs

Spectralink License Key Generator

LICENSE KEY GENERATOR

Fiekds wath an asterisk are required

E Note:
. Once a software license is generated, this is locked to the specified ARI code, and cannot
be changed.

Loading Licenses

1. Click Administration, and then click License.

2. Copy the provided license key from your email, paste it in the License field, and then click
Load.

3. Reboot the server to activate the license.
Loaded licenses can be seen on the web based Administration Page > Administration > Licenses
> Loaded licenses.

For information about deleting a license and retrieving a license being deleted by mistake, see "Delet-
ing Licenses" on page 178.
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Installation Requirements

Safety and Handling information is available online at http://support.spectralink.com/products.

All Spectralink documents are available at http://support.spectralink.com/products.

Requirements for Spectralink IP-DECT Server 200/400

The Spectralink IP-DECT Server 200/400 is a combined Spectralink IP-DECT Base Station and
server.

For more information about requirements, see "Requirements for Spectralink IP-DECT Base Sta-
tion and Spectralink DECT Repeater" on the next page.

Requirements for Spectralink IP-DECT Server 6500
and Spectralink DECT Media Resource

Environmental Requirements

The installation area must:

« be clean, free of traffic and excess dust, dry, and well ventilated
« be within the temperature ranges of 10°C and 40°C/50°F and 104°F
« be between 20% and 80% non-condensing relative humidity

E Note:

. The installation area must be of sufficient height from the floor to prevent water damage.
1U rack space in a 19" cabinet or respective space on the wall when mounting the Spec-
tralink IP-DECT Server 6500 in vertical position on a wall.

For more information about installing the Spectralink IP-DECT Server and Spectralink DECT Media
Resource, see "Installing the Spectralink IP-DECT Server 6500 and Spectralink DECT Media
Resource" on page 57.
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Requirements for Spectralink IP-DECT Base Station
and Spectralink DECT Repeater

E Note:

. The Spectralink IP-DECT Server 200/400 is a combined Spectralink IP-DECT Base Sta-
tion and server. Therefore, the below mentioned requirements also apply to the Spec-
tralink IP-DECT Server 200/400.

Environmental Requirements

« Do notinstall a device near metal objects and steel constructions.

« Do not position devices in ducts, plenums or hollow spaces used to transport environmentalair
except where the duct, plenum or hollow space is created by a suspended ceiling having lay-in
panels.

« Do not position devices behind furniture.
« Theinstallation area must be clean, free of traffic and excess dust, dry, and well ventilated.

« The installation area must be within the temperature ranges of 10°C and 40°C/50°F and
104°F.

« The installation area must be between 20% and 80% non-condensing relative humidity.
» Forbest RF coverage, the device must be mounted vertically on walls.

Power Requirements
The Spectralink IP-DECT Base Station uses:

o Power over Ethernet (PoE 802.3af).
« Maximum power supply consumption is 3.0W (IEEE 802.3af class 1 device).

Use a standard PoE adapter or a PoE-enabled port on a switch adhering to PoE 802.3af when con-
necting the base station to a PoE power source.

Use an 8V-DC power supply when using a port without PoE.

For more information about installing the Spectralink IP-DECT Base Station and Spectralink DECT
Repeater, see "Installing the Spectralink IP-DECT Base Station" on page 64 and "Installing the
Spectralink DECT Repeater" on page 70.

E Note:
. For more information about installing the Spectralink IP-DECT Server 200, see
"Installing the Spectralink IP-DECT Server 200" on page 51.

For more information about installing the Spectralink IP-DECT Server 400, see
“Installing the Spectralink IP-DECT Server 400" on page 56 and "Installing the Spec-
tralink IP-DECT Base Station" on page 64.
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Requirements for Spectralink DECT Handset

For more information about the handset, refer to the user guide available online at http://sup-
port.spectralink.com/products.

Requirements for Spectralink Maintenance Software

Software Requirements
The following is required to run the handset and repeater installation and maintenance tools.

o OS: Windows 7 or newer
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Note:

Ensure that a site survey and deployment have been conducted and that the installer has
access to these plans before proceeding any further. For more information about deploy-
ment, see the Synchronization and Deployment Guide for the Spectralink IP-DECT
Server 400/6500 or the IP-DECT Server 200 Deployment and Installation Configuration
Guide depending on your installation.

Before you start the installation, you need to find the following information and perform the following

tasks:

ARI for the Spectralink IP-DECT Server (see label on the rear of the server unit)

For more information, see "Identifying ARI on Spectralink IP-DECT Server" on the next page.
Serial numbers for handsets.

For more information, see "ldentifying IPEI on Spectralink Handset" on the next page.

AC (Authentication Codes)

The AC is a customer-defined optional subscription pin code of a maximum of eight digits for
the individual handset. The AC can be used when connecting the handset to the server.

Repeaters:

Mark each repeater with the number of the related base station (or Spectralink IP-DECT
Server 200/400). This way you can easily configure the system on site.

Handsets:

To use the handsets, you must first install the radio infrastructure, e.g. base stations and
repeaters to transmit and receive radio signals to and from the handsets. There are no direct
connections between the handset and the system.

Charging battery

When charging the handset battery for the first time, leave the handset in the charger for 14 -
16 hours to ensure that the battery is fully charged and the handset ready for use. For more
information about the handset, refer to the user guide available online at http://sup-
port.spectralink.com/products.
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All Spectralink DECT Handsets and all Spectralink IP-DECT Servers have unique identification num-
bers.

This is needed in order for:

« The handsets to know which Spectralink IP-DECT Server installation they belong to.
o The Spectralink IP-DECT Server to know which handsets that are subscribed to it.

A handset uses an International Portable Equipment Identifier, also called IPEI number, for handset
identification and subscription to a Spectralink IP-DECT Server.

A Spectralink IP-DECT Server uses an Access Right Identity number, also called ARI number, for
server identification.

When an IPEI number of a handset is linked to a Spectralink IP-DECT Server, the handset is sub-
scribed. There is arecord in the Spectralink IP-DECT Server holding information about all the hand-
sets being subscribed to it. This record is subdivided in to User profiles, often referred to as just a
User. Each User must hold information about extension number, the handset’s IPEI number, and its
registration credentials for the PBX. This information is used to link the subscribed handset to the
PBX which is the same as a line registration. A Users profile holds subscription data and registration
data. For more information, see "Registering Users and Subscribing Spectralink DECT Handsets"
on page 145.

Identifying IPEIl on Spectralink Handset

You can identify the unique IPEI number on a handset in two ways:

« Fromthe handset: Menu > Status > General
» From label by removing the battery cover and battery

For more information about the handset, refer to the user guide available online at http://sup-
port.spectralink.com/products.

Identifying ARI on Spectralink IP-DECT Server

You can identify the unique ARI number on the server in the following ways:

o Spectralink IP-DECT Server 6500: See label on the bottom of the server.
o Spectralink IP-DECT Server 200/400: See label on the rear side of the server.

« Spectralink IP-DECT Server 200/400/6500: From the web based Administration Page >
Status > Wireless Server.
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Installing the Spectralink IP-DECT Server
200

Below you will find information about installing the server.

Note:
Before you install the equipment, ensure that a site planner defines the location of the
server.

Before you begin the installation, determine the position of the server for best coverage.
The average coverage within buildings is 75 meters/245 feet.

The coverage depends on the construction of the building, architecture, and the choice of
building materials.

Power Requirements for the Spectralink IP-DECT
Server 200

o Power over Ethernet (PoE 802.3af).
o Maximum power supply consumption is 3.0W (IEEE 802.3af class 1 device).

Use a standard PoE adapter or a PoE-enabled port on an ethernet switch adhering to PoE 802.3af
when connecting the Spectralink IP-DECT Server 200 to a PoE power source.

Use an 8V-DC power supply when using a port without PoE.
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Spectralink IP-DECT Server 200 Appearance and Com-
ponents

Below you will find a description of the Spectralink IP-DECT Server 200 appearance and com-
ponents:

Spectralink IP-DECT Server 200 - bottom Spectralink IP-DECT Server 200 - rear

1. Reset button 1. Holes for wall mounted screws
2. DC 2. Connection to LAN
3. LINK/Activity Indicator
\4. ETH port (power supply by PoE) )
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Spectralink IP-DECT Server 200 - front

1. LED

Spectralink IP-DECT Server 200 LED Indicators

Below you will find information about LED indicators on the server.

Front Cover

The server front cover has one indicator describing the server faults and failures. The indicator is off
when the server is not powered. The LED flashes when the server initializes. The indicator is on
when the server is operating.

LED Indicator Meaning

Steady green OK andidle.

Slow green flashing OK and active voice call.

Fast green flashing Busy (all channels are in use).
Steady red Reset/shutdown in progress.

Steady red for 5 seconds followed by Reset to factory settings.
fast red flashing

\Red flashing Error or rebooting
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LAN Port on Face Plate

LED Indicator Meaning
LINK Indicator - yellow Link layer software has established connection.
LLIN K Indicator - green flashing Activity J

Spectralink IP-DECT Server 200 Reset Button

You can restart or reset the Spectralink IP-DECT Server 200 by pressing the Reset button on the
bottom of face plate of the server.

The following table contains a description of the different actions that take place when pressing the
Reset button.

Press button Action

Short press (2to 5 sec.) System restarts when button is released.

Long press (5to 9sec.) untilfront LED | Resets the system to factory default settings (original IP
flashes red, then release button settings - DHCP) and restarts the system. Firmware ver-
sion is not affected.

Wall-Mount and Power on the Spectralink IP-DECT
Server 200

For best RF coverage, the Spectralink IP-DECT Server 200 must be mounted vertically on walls.

1. Mountthe Spectralink IP-DECT Server 200 on the wall using the anchors and screws accom-
panying the product.

E Note:
. When you place the Spectralink IP-DECT Server 200 on the screws, ensure that
the screws do not touch the printed circuit board.
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1. Holes for wall mounted screws
2. RJ45 port

2. Connectthe RJ45 plug to the ethernet connector at the bottom of the Spectralink IP-DECT
Server 200.

3. Afterinstalling the Spectralink IP-DECT Server 200 you need to power it up.
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Installing the Spectralink IP-DECT Server
400

The Spectralink IP-DECT Server 400 is a combined Spectralink IP-DECT Base Station and server.

For more information about appearance and components, Reset Button and mounting, see
"Installing the Spectralink IP-DECT Base Station" on page 64.

E Note:
. Before you install the equipment, ensure that a site planner defines the locations of the
server.
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Installing the Spectralink IP-DECT Server
6500 and Spectralink DECT Media

Resource

Below you will find information about the appearance and components of the:
o Spectralink IP-DECT Server 6500/Spectralink DECT Media Resource

The section also provides information about resetting the Spectralink IP-DECT Server/Spectralink
DECT Media Resource hardware using the Reset button.

E Note:

. The installation of a Spectralink DECT Media Resource with the Spectralink IP-DECT
Server 6500 is optional. Installation of a media resource will increase the number of sim-
ultaneous voice calls supported by a stand-alone server.

The Spectralink IP-DECT Server 6500 comes with one built-in media resource.

E Note:
. Before you install the equipment, ensure that a site planner defines the locations of the
Spectralink IP-DECT Server 6500 and Spectralink DECT Media Resources.

Server Appearance and Components

Below you will find a description of the Spectralink IP-DECT Server 6500 appearance and com-
ponents:

Power on
backside

0

Ethernet port
(optional MR)

Ethernet port
(optional MR)

Ethernet port
6500 Server

MR = Media Resource
Reset Reset Reset
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Server and Media Resource LED Indicators

Below you will find information about LED indicators on the Spectralink IP-DECT Server 6500 and
Spectralink DECT Media Resource.

Front Faceplate

The Spectralink IP-DECT Server 6500/Spectralink DECT Media Resource front cover has one indic-
ator describing the faults and failures of the device. The indicator is off when the Spectralink IP-
DECT Server 6500/Spectralink DECT Media Resource is not powered. The LED flashes when the
Spectralink IP-DECT Server 6500/Spectralink DECT Media Resource initializes. The indicator is on
when the Spectralink IP-DECT Server 6500/Spectralink DECT Media Resource is operating.

LED Indicator Meaning

Steady green OKandidle.

Slow green flashing OK and active voice call.

Fast green flashing Active, in operation with the maximum active connections (busy).

Slow red flashing Missing media resource or base station (if it is a media resource:
missing connection to Spectralink IP-DECT Server 6500).

Fast red flashing Error

Steady red Reset/shutdown in progress.

Steady red for 5 seconds fol- | Reset to factory settings.
Jowed by fast red flashing

Front LAN Port

LED Indicator Meaning

LINK Indicator - yellow Link layer software has established connection.
LActivity Indicator - green flashing Activity J
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Server and Media Resource Reset Button

You can restart or reset the Spectralink IP-DECT Server 6500/Spectralink DECT Media Resource
by pressing the Reset button on the front of the server/media resource.

Resetting or Restarting the Spectralink IP-DECT Server and Spectralink

DECT Media Resource

Below you will find information about Reset button actions that can take place when you press the

Reset button.

Press button

Action

Short press (2to 5 sec.)

System restarts when button is released.

Long press (5 to 9 sec.) until
front LED flashes red, then
release button

Resets the system to factory default settings (original IP settings
and empty user data base) and restarts the system. Firmware ver-
sion is not affected.

Mounting in a Rack

The Spectralink IP-DECT Server 6500/Spectralink DECT Media Resource is mountable in a rack.

Spectralink IP-DECT Server 6500
LA e

1. Mount the two wings with the screws. If you are mounting the Spectralink IP-DECT Server
6500 on a wall, twist the wings 90° degrees.

2. Mount the cabinetin the 19" rack or on the wall.

Note:

Screws and nuts/rawl plugs are not supplied.

3. Connectthe RJ45 ethernet plug to the front of the cabinet.
All Spectralink IP-DECT Server 6500s and Spectralink DECT Media Resources must be con-

nected to a switch port.

Installed Spectralink DECT Media Resources must have their own switchport.

4. Connectthe power on the back of the cabinet.
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Adding Aditional Spectralink DECT Media Resources

The Spectralink IP-DECT Server 6500 can be upgraded with up to two additional Spectralink

DECT Media Resources to increase speech capacity. Each Spectralink DECT Media Resource
provides 32 speech channels and is purchased seperately.

Below is an image of the Spectralink IP-DECT Server 6500 cabinet. The Spectralink IP-DECT
Server 6500 itself resides to the far left, which is standard, and the two optional Spectralink
DECT Media Resources reside in the middle and to the far right.

Optional
Media Resource with
32 speech channels

6500 Server with 32 Optional
on-board speech channels Media Resource

Note:

Itis possible to have cabinets with Spectralink DECT Media Resources only, but they can
only be used in conjunction with a Spectralink IP-DECT Server 6500.
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How to Add a Spectralink DECT Media Resource

1. Remove the top cover from the cabinet.

3. Cuta hole for the RJ45 network connector in the front foil of the cabinet.

4. Mount the media resource board in the cabinet with three screws.
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5. Prepare the media resource power connector.

6. Connectthe power cable to the media resource power connector.
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7. Close the cabinet again.
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Installing the Spectralink IP-DECT Base
Station

Below you will find information about installing the base station.

E Note:
. Before you install the equipment, ensure that a site planner defines the location of the
base stations.

Before you begin the installation, determine the position of the base station for best cov-
erage. The average coverage within buildings is 30 meters/100 feet.

The coverage depends on the construction of the building, architecture, and the choice of
building materials.

Power Requirements for the Base Station
The Spectralink IP-DECT Base Station uses:

o Power over Ethernet (PoE 802.3af).
« Maximum power supply consumption is 3.0W (IEEE 802.3af class 1 device).

Use a standard PoE adapter or a PoE-enabled port on a switch adhering to PoE 802.3af when con-
necting the base station to a PoE power source.

Use an 8V-DC power supply when using a port without PoE.
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Base Station Appearance and Components

Below you will find a description of the base station appearance and components:

Spectralink IP-DECT Base Station - rear

1. Holes for wall mounted screws
\2. Connection to LAN

IP-DECT Base Station - front

1. LED
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IP-DECT Base Station

Reset button

DC

LINK/Activity Indicator

ETH port (power supply by PoE)

Pob=
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Base Station LED Indicators

Below you will find information about LED indicators on the base station.

Front Cover

The base station front cover has one indicator describing the base station faults and failures. The
indicator is off when the base station is not powered. The LED flashes when the base station ini-
tializes. The indicator is on when the base station is operating.

LED Indicator Meaning

Steady green OK and idle.

Slow green flashing OK and active voice call.

Fast green flashing Busy (all channels are in use).

Slow red flashing No server connection.

Fast red flashing No sync over air possible, or sync master is not avail-

able, or other error.

Steady red Reset/shutdown in progress.

Steady red for 5 seconds followed by Reset to factory settings.
\fast red flashing

LAN Port on Face Plate

LED Indicator Meaning
LINK Indicator - yellow Link layer software has established connection.
LLIN K Indicator - green flashing Activity J

Base Station Reset Button
You can restart or reset the base station by pressing the Reset button on the bottom of face plate of
the base station.

The following table contains a description of the different actions that take place when pressing the
Reset button.

Press button

Short press (2to 5 sec.) System restarts when button is released.

Long press (5to 9sec.) until front LED | Resets the system to factory default settings (original IP
flashes red, then release button settings - DHCP) and restarts the system. Firmware ver-
sion is not affected.
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Mounting the Base Station

The base station is suitable for mounting indoors on a wall.

The base stations are designed to only be mounted on the wall at least 2,40 m (8ft) off the ground but
no higher than 6 m (20ft). The connectors can be pointed either up or down. The base stations
should not be flush mounted to the ceiling as it would affect signal propagation. If ceiling mounting is
a requirement, the base stations could be drop mounted from the ceiling in the same orientation (i.e.,
vertical) and height (no higher than 6 m (20ft) from ground as described for wall mounting. If mount-
ing base stations higher than 6 m (20ft) off the ground, coverage directly underneath the base station
will be impacted.

Wall Mounted (Vertical) Installation RF Coverage

For best RF coverage, the base station must be mounted vertically on walls. The antennas must
always be kept perpendicular to the floor.

Caution:

« The base station must not be installed at any angle other than vertical.

« Do not mount the base station on soft surfaced walls such as those covered with
canvas, metal or sponge-like materials.

How to Wall Mount the Spectralink IP-DECT Base Station
The base station must be mounted vertically on the wall for best coverage.
1. Use atwisted pair cable, cat. 5e or higher between the base station and the network switch.

2. Mount the base station onto the wall using the screws accompanying the base station.

Note:

When you place the base station on the screws, ensure that the screws do not
touch the printed circuit board.
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1. Holes for wall mounted screws
2. RJ45 port

3. Connectthe network cable to the RJ45 port.

4. Afterinstalling the base station you need to power it up. For more information, see "Power
Requirements for the Base Station" on page 64.
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This section describes the Spectralink DECT Repeater and how to unpack and install it. Installing
repeaters requires a software installation as well as a hardware installation.

Note:

Before you install the equipment, ensure that a site planner defines the location of the
repeaters.

The coverage depends on the construction of the building and the choice of building
materials.

The repeater does not add channels. It only adds additional coverage area.

For installations, the following items should be present in every box containing a Spectralink DECT
Repeater:

o Spectralink DECT Repeater
« Mounting template
« Two mounting screws and anchors
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Repeater Appearance and Components

Below you will find a description of the repeater appearance and components:

DECT Repeater - bottom DECT Repeater - rear

1.  RJ9port 1.  Holesfor wallmounted screws
2. External antenna connector

1. LED
- J
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Repeater LED Indicators

Below you will find information about LED indicators on the repeater.

Front Cover

LED Indicator Meaning

Indicator Off The repeater is not powered.
Flashing Repeater has been powered, sync has still not been
established.
Steady green The repeater is powered and sync is established.
\Short flash A handset connects or makes handover to the repeater. )

Site Installation Considerations

Before you begin the installation, determine the position of the repeater for best coverage. The cov-
erage depends on the construction of the building and the choice of building materials.

The repeater can be registered on the system under the following circumstances.

« When placed within the coverage area of a base station/server 200/400.
« When placed within the coverage area of an already-installed repeater.

« When placed outside the coverage area of a base station or repeater using an external
antenna.

Note:
The repeater does not add channels. It only adds additional coverage area.

Environmental Considerations

« Do notinstall a device near metal objects and steel constructions.

« Do not position devices in ducts, plenums or hollow spaces used to transport environmentalair
except where the duct, plenum or hollow space is created by a suspended ceiling having lay-in
panels.

« Do not position devices behind furniture.
« The installation area must be clean, free of traffic and excess dust, dry, and well ventilated.

« The installation area must be within the temperature ranges of 10°C and 40°C/50°F and
104°F.

« Theinstallation area must be between 20% and 80% non-condensing relative humidity.
« Forbest RF coverage, the device must be mounted vertically on walls.
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How to Wall Mount the Repeater

For best RF coverage, the device must be mounted vertically on walls.

Caution:

The repeater and external antenna is to be fixed-mounted on indoor permanent struc-
tures providing a separation distance of at least 20 cm/8 inches from all persons during
normal operation and must not be co-located or operating in conjunction with any other
antenna or repeater. The maximum radiated output power is 1W e.i.r.p.

1. Connect the power supply cable to the RJ9 port on the bottom of the repeater.

For repeaters with external antenna, connect the external antenna cable to the antenna con-
nector on the rear side of the repeater and in the same way on the external antenna.

2. Mount the repeater on the wall using the anchors and screws accompanying the product.

3. Afterinstalling the repeater you need to power it up. The power supply for the repeater is
9VDC, 350mA.
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Programming a Spectralink DECT Repeater with the
Repeater Programming Kit

Content of the Spectralink Repeater Programming Kit
The Repeater Programming Kit (Part no. 02509210) consists of:
« Splitter
» Programming tool with RJ-Connector
« USB cable

Set up of the Hardware for Repeater Programming

Itis recommended that you carry out the set up in the following order:

Unplug the repeater power supply and insert the splitter into the power socket of the repeater.
Connect the repeater power supply (small one - RJ9) to the splitter and the mains.

Wait until the LED flashes (starts with solid red - goes to flashing red after 3 sec.)

Connect the programming plug (RJ11) to the splitter.

Connect the USB cable to the programming tool.

© bk wbd -~

Download the Handset and Repeater Management Tool from http://support.spectralink.com/
and install it on your computer.

The repeater is now ready for programming via the Handset and Repeater Management Tool.
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Programming the Spectralink DECT Repeater with the Handset and Repeater Man-
agement Tool

The Handset and Repeater Management Tool is the tool you access from your desktop and use for
repeater programming, handset management and software download to the handset.

The Handset and Repeater Management Tool identifies the type of repeater, and with this software
it is possible to program the Spectralink DECT Repeater to connect to the Spectralink DECT Radio
Infrastructure solutions.

For more information about programming the repeater with the Handset and Repeater Management
Tool, refer to the Handset and Repeater Management Tool User Guide.

Note:

Before you start programming the repeater, ensure that the repeater is connected to the
computer and the mains.
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Numbering of Base Stations/Server 200/400 and Repeaters in a Normal Con-
figuration

Note:

Repeater and base station/server RPNs must not be the same. Also, in a situation
where common overlap is present between the actual units, a repeater cannot have an
RPN that is similar to that of a base station/server or another repeater. If this occurs, han-
dover between the different units is not possible.

First Repeater

« RPN of base station/server 200/400 + 64
« Base to synchronize on: RPN of base station/server

Second Repeater

« RPN of base station/server 200/400 + 128
« Base to synchronize on: RPN of base station/server

Third Repeater

« RPN of base station/server 200/400 + 192
« Base to synchronize on: RPN of base station/server

Below is an example of base station and repeater numbering in a normal configuration.
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P ~
2 ~

7’ N
D y 4 channels N
Speech 1 used \
B channel . !
\
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AT i . Sa I
\ s > ]
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channels \ : \ !
3 used /:I\_ o N’N Link chgn_ngl_ 7\’\- R
TR JIP-RFPO Fa T~
4 { g 4 | h N
A | link "~ . .- link : \
K 1 channel ; '\l\channel, 'y
\ ] \
/ -
! WRFP 128 " ‘l WRFP 192 \l
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I 1 used : [ 1 1used !
\ i 1 ]
\ \ ] ]
\ Sl ___+-" \ l
k. D b y Speech
\ Speech b 4 channel
B channel AN e
B o o C
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Numbering of Repeaters in a Repeater Daisy Chain Configuration

First Repeater in Chain

« RPN of base station/server 200/400 + 64
» Base to synchronize on: RPN of base station/server

Second Repeater in Chain

« RPN of base station/server 200/400 + 128
« Base to synchronize on: RPN of previous repeater

Third Repeater in Chain

« RPN base station/server 200/400 + 192
« Base to synchronize on: RPN of previous repeater

Below is an example of repeater numbering in a daisy chain configuration.

o J2N_ -SO%added “>.7" -50%added > -50%added -
- e ~_ coverage ¢ > coverage ,° N, Ccoverage N
/ o N e R ./ A A
/ / \ / \ s \ \
/ / \ / \ ! \ \

/ i \ / \ 1 \ \
[' 4 link v link : A link \ \
! IP-RFP O  channels WRFP 64  channels WRFP 128 channel WRFP 192 |
| 11 channels —s—> «~—s> e 4 channels
1 . . : .

' 3 used «—s> s> 2 available
\
A \ ' i Speech y y
\ \ R ;N channel ’ ’
\\ \\ 7 \ 7 \ ’ 7
3 Speech ‘| y h y h ’ Speech 4
h channel b o h y - channel
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Using the Spectralink DECT Repeater With
External Antenna

If coverage is needed in a remote area, synchronization can be established between the main sys-
tem and a repeater by use of an external antenna. The external antenna establishes a radio link
between the main system and a Spectralink DECT Repeater.

= Note:

Only the Spectralink external antenna (part no. 02319705 - including 1 m connection
cable) is approved along with the Spectralink DECT Repeater. The external antenna is
delivered with a 1 m connection cable. The connection cable is also available in 3 m (part
no. 14002704 and 7.5 m (part no. 14002706).

The Spectralink DECT Repeater is automatically configured to the external antenna
when connected.

Below is an example of using a Spectralink DECT Repeater with external antenna.

Remote location Main location
Note! Reduced I . ¥ s
range of WRFP o e T Tk o7 T T TN 2used
,"__,“*\,"’,»"’{:ggg,ﬁ_ Tt el e~
— ~ AN -7 - - =~ / ~
£ oL Link RS | A
Speech , WRFP *~ - Ext Ant N S B 1y
chanrfelg . f\: J A < channel — h YL ¥ 1)
\ g— I~ - L, fr 1
N e R - Ay AN
e Tt e e e e e e mm—mT o> Y
M - ——=-[ " " <Speech_
TEEEES channel
No speech channel
within linking area (blue color)

Distance up to 1000 m / 3280 feet

A repeater is placed at a remote location and a base station is placed at the main location. They are
too far away to allow the repeater to extend the coverage of the base station. Therefore, an external
antenna can be used to establish a connection between the two end points. As the external antenna
is a high gain directional antenna, it must point towards the base station you want to link with.

The radio link way must be stable and free of moving objects. The RSSI level of the main system at
the Spectralink DECT Repeater placed remotely must not be lower than 75.

.= | | Note:
. | Inside the area named "radio link" there is no radio coverage for handsets.
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If a situation occurs where the primary synchronization for some reason breaks down, the Spec-
tralink DECT Repeater will obtain synchronization on the alternative synchronization source.

Alternative Synchronization Ways

The Spectralink DECT Repeater with or without external antenna, 4 channels, can be programmed
to obtain synchronization on two radio units (base station, wireless server 200/400 or repeater).

Note:

The primary synchronization source has priority; the alternative synchronization source is
only in use as long as the primary synchronization source is down.

Technical Specifications - External Antenna

Electrical Properties

« Frequency range: 1880-1930 MHz

« Impedance: 50 Q (DC-path to ground)
« Polarization: RHCP

o Gain:7.5-8.0dB

« 3 dB beamwidth horizontal: > 62°

« 3 dB beamwidth vertical: > 62°

« Frontto back ratio: > 8 dB

o Returnloss: <15dB

o Connector: SMB male

« One meter cable included

Environmental Conditions

o Operating temperature: -20°-55°C (-4°- 131°F)
» Storage temperature: -40°- 85° C (-40°- 185°F)

Physical Characteristics

o Size:100x100x42 mm (4 x4x1.71in.)
o Weight: 120 gr. (4.2 0z.)
o Onlyforindoor usage
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Using the Spectralink IP-DECT Server
200/400 and Spectralink IP-DECT Base
Station With External Antenna

Note:
Only the Spectralink external antenna (part no. 02319705) is approved along with the
Spectralink IP-DECT Server 200/400 and Spectralink IP-DECT Base Station. The
external antenna is delivered with a 1 m connection cable. The connection cable is also
available in 3 m (part no. 14002704 and 7.5 m (part no. 14002706).

The devices are automatically configured to the external antenna when connected.

First example (see illustration below) is an example of using a Spectralink IP-DECT Base Station
with external antenna.

Same different A .
Remote location ~ channel channels  Main location

Note! Reduced \‘ J \ o
range of WRFP P o

// ~N -—— Vi
P Y - ———— T T s —-.
11 channels i, ) - _ ~_. 4

2used >, RFPA <, - Ext Ant
Spgech ¢ g /1)
" 1N 1 Z\ 1 k l’,
chann\e\l I _ = N]\ _-T v N . ,m '
ﬁ : - = - - - \_—\’}.— 4
S —-— e =FRT S -
- =T T —— T e - - ~ T //

Full speech coverage

Distance up to 1000 m / 3280 feet

The 2 base stations are too far apart to maintain full speech coverage between them. An external
antenna can be used on either side to create an overlap which allows for full speech coverage any-
where between the two base stations. Note that the range of RFP A is reduced when connected
with an external antenna. RFP A and the external antenna also operates on the same channel as
opposed to a repeater which always operates on a channel that is different from its host.
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Second example (see illustration below) is an example of using Spectralink IP-DECT Base Stations,
both having external antennas. This scenario allows for coverage over very long distances.

aame ' Different channels Same
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) channel

Distance up to 2000 m / 6560 feet

Full speech coverage
within in this area

Third example (see illustration below) is an example of using external antenna only on a Spectralink
IP-DECT Base Station or Spectralink IP-DECT Server 400 with built-in antenna turned off (requires
Multicell | IP-DECT Server 400 License on the Spectralink IP-DECT Server 400).

Full speech coverage

Distance up to 1000 m / 3280 feet
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Fourth example (see illustration below) is an examle of using a Spectralink IP-DECT Server 400
(single cell solution) with external antenna.

Same
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Full speech coverage

Distance up to 1000 m / 3280 feet

Fifth example (see illustration below) is an example of using a Spectralink IP-DECT Server 200 with
external antenna.
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Full speech coverage

Distance up to 1000 m / 3280 feet
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How to Connect External Antenna to Device

Connect the external antenna cable to the antenna connector on the rear side of the Spectralink IP-

DECT Base Stations and Spectralink IP-DECT Server 200/400 and in the same way on the external
antenna.

Below is an illustration of the antenna connector. Use a screwdriver to remove the plastic carefully.

Below are illustrations of a Spectralink IP-DECT Server 200 and Spectralink IP-DECT Server 400
with external antenna.
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Configuration Steps Overview

Below is an overview of the steps to follow in order to configure the Spectralink IP-DECT Server solu-
tion after having installed all system components and completed all pre-configuration tasks.

After following these steps, you will be able to make calls between handsets:

1. Power up the Spectralink IP-DECT Server and Spectralink DECT Media Resource (if used).

For more information, see "Installing the Spectralink IP-DECT Server 200" on
page 51,"Installing the Spectralink IP-DECT Server 400" on page 56 and "Installing the Spec-
tralink IP-DECT Server 6500 and Spectralink DECT Media Resource" on page 57 .

2. Change the IP address of the Spectralink IP-DECT Server.

For more information, see "To Configure a Static IP Address and Other Network Settings" on
page 95.

3. Power up the Spectralink IP-DECT Base Station.

For more information, see "Installing the Spectralink IP-DECT Base Station" on page 64.

Note:
Not relevant to the Spectralink IP-DECT Server 200.

4. Change the IP address of the Spectralink IP-DECT Base Station.

For more information, see "To Configure a Dynamic IP address" on page 94.

Note:
Not relevant to the Spectralink IP-DECT Server 200.

5. Configure the Spectralink IP-DECT Base Station with the address of the Spectralink IP-
DECT Server.

For more information, see "Assigning Server Address to Spectralink IP-DECT Base Station
and Spectralink DECT Media Resource" on page 128.

Note:
Not relevant to the Spectralink IP-DECT Server 200.

6. SIP registration - configure the settings for the IP-PBX (Configuration > SIP). Remember to
reboot the server.

For more information, see "Configuring SIP and IP-PBX Settings" on page 103.

7. Register/create users and enter values for user name, authentication user and authentication
password (depending on PBX type).

For more information, see "Handset Management" on page 149.
8. Subscribe handset.

For more information, see "Registering Users and Subscribing Spectralink DECT Handsets"
on page 145.
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E Note:
. The above mentioned configuration steps are only the minimum steps for configuring a
system and being able to make calls between two handsets.

Depending on your solution, configuration of media resources, clusters, redundancy
server, handset sharing, phone book and MSF messaging can also be part of further con-
figuration.

For more information, see:

« "Configuring Media Resource Settings" on page 120

« "Configuring Clusters" on page 123

« "Configuring Redundancy" on page 187

» "Configuration of Handset Sharing" on page 210

« "Configuring Corporate Phone Book/Directory " on page 203
» "Messaging Over MSF" on page 179
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This section provides you with information on basic network configuration of the Spectralink IP-
DECT Server 200/400/6500, Spectralink DECT Media Resource solution and the web based
Administration Page.

Note:

Configuration of Spectralink DECT Media Resources and Clusters is not relevant to the
Spectralink IP-DECT Server 200/400.

Configuration of Spectralink IP-DECT Base Stations is not relevant to the Spectralink IP-
DECT Server 200.

The web based Administration Page is used to configure the different components of the Spectralink
IP-DECT Server solution.

Basic network settings can be obtained the following ways:

« FromaDHCP server

Using DHCP the device requests and obtains an available IP address from a DHCP server.
The device also obtains other parameters such as the default gateway, subnet mask, DNS
server, Time server and other IP parameters from the DHCP server.

« Entered manually through web based Administration Page > Configuration > General >
General Configuration page.

Using manual network configuration, the IP-addresses and other networking parameters are
entered manually through the web based Administration Page.
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Recommended Network Configuration

When configuring a Spectralink IP-DECT Server solution, Spectralink recommends doing it the fol-
lowing way:
o Spectralink IP-DECT Server 400/6500 using static IP address

This is to avoid sudden change of the IP address which would temporarily affect all base sta-
tions and thus the entire installation.

o Spectralink IP-DECT Server 200 using static IP address
» Spectralink DECT Media Resources using static IP address

Like with the servers, this is to avoid sudden change of the IP address.
» Spectralink IP-DECT Base Stations using DHCP

This makes it easy to manage many base stations without having to keep track of many IP
addresses.

Note:

When the base stations are set up to DHCP, you need to use UPnP to discover the Wire-
less devices. In Windows Explorer the devices will appear under Network and Other
Devices as “<device name>-<Serial number> “ (e.g. Spectralink IP-DECT Server 6500-
8442621 or MR6500-84532341).

Note:

Spectralink IP-DECT Base Stations and Spectralink DECT Media Resources can be
managed from the web based Administration Page of the Spectralink IP-DECT Server.

If the Spectralink IP-DECT Server solution is configured as recommended above, it is possible to
assign options to the DHCP server making it extremely easy to configure all media resources and
base stations. If the Spectralink IP-DECT Server is configured using DHCP, it is necessary to
assign a reservation for the device on the DHCP server.
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Assigning DHCP Server Options

Note:
Not relevant to the Spectralink IP-DECT Server 200.

This section provides you with information on basic network configuration of the Spectralink IP-
DECT Server 400/6500 solution and the web based Administration Page.

You can provide information about the static IP address of Spectralink IP-DECT Server 400/6500 in
the DHCP server through DHCP options. When defining the IP address of the Spectralink IP-DECT
Server 400/6500 in the DHCP server, all media resources and Spectralink IP-DECT Base Stations
are configured automatically.

The media resources and Spectralink IP-DECT Base Stations will include a Vendor Class Identifier
option (60) with the value KIRK.IP6000 and a request for the Vendor Specific Information option
(43) in the initial DHCP Discover request.

In the DHCP offer message, it will then expect the address of the Spectralink IP-DECT Server loc-
ation in the Vendor Specific Information option (43), sub-option 43 encapsulated as a string type
parameter.

On a Windows Server 2012 DHCP Management Console, the following steps will configure the cor-
rect DHCP option:

—

. Right-click IPv4/IPv6, and click Define Vendor Classes....
. Add aclass new class:

« Display name: IP-DECT

« Description: Spectralink IP-DECT

o ASCII: KIRK.IP6000 (case sensitive)
3. Right-click IPv4/IPv6, and click Set Predefined Options....

4. Add anew optioninthe IP-DECT class:

« Name: IP-DECT Server
o Type: String
o Code: 43
« Description: IP address of the IP-DECT Server
5. Right-click Server Options, and click Configure Options.

6. Under Advanced, add option 43 in the Spectralink IP-DECT vendor class, and set the value
to the IP address of the Spectralink IP-DECT Server.

N
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Using the Powershell, following commands will configure the correct DHCP options for a Spectralink
IP-DECT Server with the IP address 192.168.1.10:

lnetsh dhcp server add class IP-DECT "Spectralink IP-DECT"

|
i
metsh dchp server add optiondef 43 "IP-DECT Server" string 0 vendor-
ir=IP- DECT comment="IP address of the IP-DECT Server"
|
|
|
|
|
|

inetsh dhcp server set optionvalue 43 string vendor=IP-DECT

{"192.168.1.10"

On a ISC DHCP server, the following configuration file fragment will be the correct DHCP options
for a Spectralink IP-DECT Server with the IP address 192.168.1.10:

rr---""-"-"""'F""F""F"""-"F"-"F\""-"F"-""FYF""F"""—--""-FFFFF"F" " F X F YY" [

:option space ipdect code width 1 length width 1;
:option ipdect.server code 43 = text;

loption vendor-ipdect code 43 encapsulate ipdect;
:class "vendor-classes" {

 match option vendor-class-identifier;

}
subclass "vendor-classes" "KIRK.IP600O"™ {
vendor-option-space ipdect;

|
|
|
|
|
|
! option ipdect.server "192.168.1.10";
|

i
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
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|
|
|
|
|
|
|
|
|
|
|
|
|
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|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
L

Discovering the Spectralink IP-DECT Components via
UPnP

The Spectralink IP-DECT Server is setup with DHCP enabled by default. Therefore, you must use
UPnNP to discover the Spectralink IP-DECT Server.

The Spectralink IP-DECT Server will appear under Network and Other Devices (using Windows
Explorer) as "KWS6500 -<Serial number> ", e.g. KWS6500-8442621

Below is an example of using UPnNP to discover Spectralink IP-DECT Server 6500.

KW56000-8415365
KW56500-8442621

KWSE000 10034725164

« Double-click the icon to access the web based Administration Page of the Spectralink IP-
DECT Server 6500.
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Assigning DHCP Server Reservations

If the Spectralink IP-DECT Server/Spectralink DECT Media Resource is configured using DHCP, it
is necessary to assign a reservation for the device on the DHCP server. For more information about
this feature, contact your network administrator.

Accessing the Web Based Administration Page

The Spectralink IP-DECT Server, Spectralink DECT Media Resources and Spectralink IP-DECT
Base Stations have their own web based Administration Page.

You can access the web based Administration Page through a standard web browser by entering
the IP address discovered by UPnP, along with the user name and password.

For more information, see "Discovering the Spectralink IP-DECT Components via UPnP" on the pre-
vious page.

E Note:
. If no IP address is received from the DHCP server, the server automatically falls back to
IP address 192.168.0.1

Password

The Spectralink IP-DECT Server, Spectralink DECT Media Resources and Spectralink IP-DECT
Base Stations are delivered with a default user name and password.

« Default user name of the system is: admin
o Default password of the system is: admin

Note:

« After five successive failed login attempts, the web based Administration Page will
be locked for the next five minutes.

« After being idle for 20 minutes, the user is automatically logged out of the web
based Administration Page.

« Click Logout to logout manually from the web based Administration Page of the
Spectralink IP-DECT Server.

E Note:

. Itis strongly recommended that you change the default password. You will be prompted
to change the password when logging on to the system the first time. For more inform-
ation, see "Configuring Security Settings and Changing System Password" on page 101.
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About the Main Page of the Web Based Administration Page

The main page of the web based Administration Page for the Spectralink IP-DECT Server, Spec-
tralink DECT Media Resource and Spectralink IP-DECT Base Station consists of menus and sub-
menus.

First you click a menu, and then you click one of the submenus to display the relevant page.

Spectralink IP-DECT Server

The web based Administration Page is used to configure the different solution components of the
Spectralink IP-DECT Server. For an overview and description of parameters on the different pages,
see "Parameter Overview" on page 250.

spectralink g IP-DECT Server 6500 |

Status Configuration Users Administration Firmware
Log Wireless Server Packet Capture Network Diagnose

General

General Status
General
IP address 172.29.194.107

NTP Server 172.29.129.47

Time 2017-09-12 09:46:13

Serial 5490046

MAC address  00:13:d1:81:8c:3e

Praduct ID 000E 9BAD DOFD 4690

Production Date 2015-01-20

Hardware

PartNo 14212520

PCS 10A_

Firmware

PartNo 14218500

PCS devel

Build 57872

Quick status

SIP [5]

Base stations pv
14215700-1G, Edition 9.0 91

October 2018, Original document



Spectralink IP-DECT Server 200/400/6500 Installation and Configuration Guide

Spectralink IP-DECT Base Station

The web based Administration Page of the Spectralink IP-DECT Base Station can be used in the fol-
lowing situations:

« Configuration - to specify to which Spectralink IP-DECT Server the Spectralink IP-DECT
Base Station should connect.

o Status Information
o Firmware update

spectralink § IP-DECT Base Station [ / ,E!

Status Configuration " Fimware

gs Packet Capture Network Diag

General Status

General

IP address 17229.194.143
NTP Server  dk.pool.ntp.org

Time 2017-09-13 12:49:-16
Serial 8472082

MAC address  00:13:d1:81:46:12
Product ID 000C F2D8 5E00 2379
Production Date 2014-04-04

Hardware

PartNo 14218700
PCS 10_
Firmware

PartNo 14218500
PCS devel
Build 7192cTa

Spectralink DECT Media Resource

The web based Administration Page of the Spectralink DECT Media Resource can be used in the fol-
lowing situations:

« Configuration - to specify to which Spectralink IP-DECT Server the Spectralink DECT Media
Resource should connect.

« Status Information
o Firmware update

spectralink g IP-DECT Media Resource ']

o ool
Status Configuration Firmware

General Logs Packet Capture Network Diagnose

General Status
General
IP address 172.29.194.69
NTP Server 17229129 47
Time 2017-10-04 12:46:37
Serial 6442713
MAC address  00:13:d1:80:d3:59
Product ID 000A 0833 2B4E 25A4
Production Date 2012-10-18

Hardware
PartNo 14212520
PCS 02__
Firmware
PartNo 14218500
PCS devel
Build cOeD4ff
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Configuring Network Settings

Through the web based Administration Page of the server, you can configure the network for the
Spectralink IP-DECT Server components using a static IP address or a dynamic IP address
(DHCP). For more information, see "Recommended Network Configuration" on page 87.

E Note:
. As the Spectralink IP-DECT Server is a critical part of the SIP infrastructure, it is highly
recommended that you do not use DHCP.

Using a static IP address for the Spectralink IP-DECT Server is the preferred method. If
the device is configured using a static IP address, it is possible to assign options to the
DHCP server making it extremely easy to configure all base stations.

Itis also possible to configure Simple Network Management Protocol (SNMP).

General Configuration
1Pv4

Method * == [DHCP assigned v

1P addr

MNetmask **

IPv6

Method ** [Disabled v|

Address/prefix **

Default gateway **

|
|
Ethernet
VLAN ** [ ]
DNS
Hostname (FQDN) ** |
|
|
|
|

Search domain **

Primary Server **

Secondary Server **

NTP

Server

Time zone [uTC v
Posix timezone string e

UPnP

Enabled ** [}

Broadcast announcements ** []
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Remote syslog
Host

Port *

Facility *

Level *

Scope

SNMP
Enabled **

Community **
Trap host **

Trap community **
System location **

System contact **

[

14

16 Local 0 W

info

all

|

W

W

|public

| Save || Cancel || Reboot now |

*) Required field **) Reguire restart

To Configure a Dynamic IP address

Itis recommended to use a dynamic IP address (DHCP) for base stations.

To configure network settings (dynamic IP address) for the base stations from the web based Admin-

istration Page:

1. Click Configuration, and then click General.

2. Onthe General Configuration page, enter the following data:

Field Setting

General Configuration - Pv4

Method Select DHCP assigned.
Note: Selecting DHCP, all other network settings are provided auto-
matically.
\
3. Click Save.
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To Configure a Static IP Address and Other Network Settings

It is highly recommended to use a static IP address for the Spectralink IP-DECT Server and Spec-
tralink DECT Media Resource.

To configure IP address, DNS and NTP settings for the Spectralink IP-DECT Server and Spec-
tralink DECT Media Resource from the web based Administration Page:

1. Click Configuration, and then click General.

2. Onthe General Configuration page, enter the following data:

Field Setting

General Configuration - IPv4

Method Default value: DHCP assigned (dynamic IP address)

Select Use Static IP Address to configure a static IP
address.

Note: When using a static IP address, it is also neces-
sary to configure other network settings below such as
DNS and NTP settings.

For more information, see also "Recommended Network
Configuration" on page 87.

IP addr Enter the IP address of the Spectralink IP-DECT Server.

Netmask Enter a new network mask. Contact your system admin-
istrator for more information.

Gateway Enter the IP address of the default gateway.

The default gateway serves as an access point to
another network.

Contact your system administrator for more information.

MTU (Maximum Translation Enter the size of the largest packet, that your network pro-
Unit) (Optional) tocol can transmit.
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Field Setting

General Configuration - IPv6

Method (Optional) Default value: Disabled

If not using IPv4, select Static to set the following set-
tings manually: IPv6 address, Subnet Prefix Length,
Default Gateway, Primary DNS Server, and Secondary
DNS Server.

Other possible settings are:

» Stateless Address Autoconfiguration (SLAAC):
An IPv6 address is automatically generated based on
the prefix being advertised on the connected network.

« Statefull (DHCPvV6): IPv6 address, DNS servers and
DNS search list will be obtained from router.

Address/prefix (Optional) Itis possible to enter a prefix (Static IPv6 address with an
optional prefix length).

Address and prefix length must be separated by: /

Default gateway (Optional) Enter IP address of the default gateway. The default gate
way serves as an access point to another network.

General Configuration - Ethernet

VLAN (Optional) It is possible to enter the VLAN Identifier (VID) according
to IEEE 802.1Q specifying the VLAN to which the device
belongs.

Note: If this setting is used, network access from outside
the VLAN is no longer possible.

The Spectralink IP-DECT Server supports 4094 different
VLANS.

Possible values: 1-4094

General Configuration - DNS (Domain Name System)

Hostname (FQDN)(Optional) The hostname (Fully Qualified Domain Name) will be
inserted into the SIP Contact and via headers. The host-
name will also be published via DHCP, and if the network
infrastructure supports it, the device will be reachable via
this hostname.

E.g. Example.spectralink.com

Search Domain (Optional) Domain name used for resolving host names without a

domain.
. J
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Field Setting

Primary Server (Optional) Enter the IP address of the Primary DNS server.

Secondary Server (Optional) Enter the IP address of the Secondary DNS server.

General Configuration - NTP (Network Time Protocol)

Server (Optional) Enter the IP address of the NTP server from which the
system will obtain the current time.

Time zone (Optional) Select the wanted time zone. The time zones include day-
light saving times.

Posix timezone string (Optional) | Customized time zone setting. The string must be in
POSIX time zone format.

General Configuration - UPnP

Enabled (Optional) Enabled by default. If enabled, the device is UPnP dis-
coverable.

UPnNP is an acronym for Universal Plug and Play. If the
IP address of the device is unknown (e.g. forgotten or
DHCP-assigned), UPnP can be used to easily identify
the IP address of the device.

Note: If My Network Places in Windows is setup to
show icons for networked UPnP devices, every Spec-
tralink IP-DECT Server, Media resource and Base sta-
tion will be present in My Network Places.

Broadcast announcements Specifies if UPnNP announcements are broadcasted.

(Optional) If enabled, the device broadcasts announcements auto-

matically.

General Configuration - Remote syslog

Host (Optional) Enter the host or IP address of the remote syslog server.

If specified, messages will be sent to the server.

Port Server port used for remote syslog.
Default value: 514

Facility Remote syslog facilities used for log messages.
Default value: Local 0
Referto RFC5424.
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Field Setting

Level Log level to send via syslog.

Possible values: emergency. critical, error, warning,
notice, info or debug.

Default value: Info

Scope (Optional) Scope of syslog settings.

If set to all, the settings will override any local settings on
e.g. connected base stations.

If set to server only, these settings will only apply to the
server.

If set to server and mr, these settings will only apply to
the server and media resource.

Default value: all

General Configuration - SNMP

Enabled (Optional) If enabled, access to the SNMP is allowed, and the
server will respond to SNMP requests.

Community (Optional) SNMP Community name (public). The server will
respond to requests from a manager in this community.

Trap host (Optional) Address of SNMP trap host to which SNMP traps are
sent.

Trap community (Optional) SNMP trap Community name used for sending traps.

System location (Optional) Information about the physical location of this host.

E.g. telephone closet, 3rd floor

System contact (Optional) The textual identification of the contact person for this
host, together with information about how to contact
them.

- J
3. Click Save.
14215700-1G, Edition 9.0 98

October 2018, Original document



Spectralink IP-DECT Server 200/400/6500 Installation and Configuration Guide

Simple Network Management Protocol (SNMP)

The Spectralink IP-DECT product portfolio support the Simple Network Management Protocol
(SNMP) version 2c for monitoring system health and performance.

A number of general MIBs are supported by Spectralink IP-DECT Servers, Spectralink
DECT Media Resources and Spectralink IP-DECT Base Stations. These provide general inform-
ation e.g. uptime, number of received/transmitted udp datagrams etc.

The following MIBs are implemented on the DECT devices:

. IF
. IP
« IP-FORWARD
« TCP
« EtherLike
o SNMPV2
. IPV6
« UDP
In addition to the general information mentioned above, specific Spectralink DECT information is
available on the Spectralink IP-DECT Server only. This information is defined ina SPECTRALINK-
IPDECT MIB, which includes the following groups of information:
« dectGeneralinfoGroup
Objects which provide general information about the IP-DECT server.
« dectGeneralStatisticsGroup
Objects which provide general statistics about the IP-DECT server.
« dectUserInfoGroup
Objects which provide information about users on the IP-DECT server.
« dectRfpInfoGroup

Objects which provide information about base stations (RFP) configured on the IP-DECT
server.

« dectMediaResourcelnfoGroup
Objects which provide information about media resources configured on the IP-DECT server.
« dectNotificationsGroup
Notifications that are generated by the IP-DECT server.
SNMP along with the associated Management Information Base (MIB), encourage trap-directed
notification. The SPECTRALINK-IPDECT MIB includes a number of traps, also called notifications.
One example of a notification is "Connection to a base station is lost", another example is "Base sta-
tion lost DECT synchronization”. Please refer to the SPECTRALINK-IPDECT MIB document (avail-

able at http://support.spectralink.com/products) for more details on the information available via
SNMP.
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To Configure SNMP Settings

1. Click Configuration, and then click General.

2. Onthe General Configuration page, enter the following data:

Field Setting

General Configuration - SNMP

Enabled If enabled, access to the SNMP is allowed, and the server will respond to
(Optional) SNMP requests.

Community SNMP Community name (public). The server will respond to requests
(Optional) from a manager in this community.

Trap host Address of SNMP trap host to which SNMP traps are sent.

(Optional)

(Optional)

Trap community

SNMP trap Community name used for sending traps.

(Optional)

System location

Information about the physical location of this host.

E.g. telephone closet, 3rd floor

\(Optlonal)

System contact

The textual identification of the contact person for this host, together with
information about how to contact them.

J

3. Click Save.
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Configuring Security Settings and Changing System
Password

Itis recommended to change the password for the devices. To change the password and other
security settings from the web based Administration Page of the different devices (server, base sta-
tions and media resources):

1. Click Configuration, and then click Security.

2. Onthe Security Configuration page, enter the following data:

Field Setting

Security Configuration - Administrator Authentication

Current password Enter the current password.

New username Enter a new username.

New password (Optional) Enter a new password.

New password again Enter the new password again to confirm.
(Optional)

Strict password requirements | If enabling strict password requirements, the device can
(Optional) be configured to enforce certain security rules and naming
conventions. For more information, see "Strict Password
Requirements" on the next page.

Note: Once enabled, this setting can only be disabled by a
factory reset (Configuration > Factory Reset) that will
remove all configuration and user data.

Password expiration (Optional) | Select when you want the password to expire.
Possible values: Never, 30 days or 90 days.
Default value: Never

Note: Once enabled, this setting can only be disabled by a
factory reset (Configuration > Factory Reset) that will
remove all configuration and user data.

Security Configuration - Data protection

Allow unencrypted HTTP HTTPS is forced by default.
(Optional) If enabled, HTTP support is supported instead of HTTPS.

Note: Enabling unencrypted HTTP can cause passwords
and other sensitive data to be transmitted in clear text on
the network.
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Field Setting

Allow remote logging If enabled, remote logging is allowed.

(Optional) Remote logging allows for Spectralink debug tools to

extract debug information from the unit.

Remove user passwords from | If enabled, users passwords are prevented from being
exported data (Optional) included when data are exported from the Spectralink IP-
DECT Server,e.g. when exporting the user list to XML
files or CSV files.

Note: Enabling this will exclude the user database from
full system backups.

Note: Once enabled, this setting can only be disabled by a
factory reset (Configuration > Factory Reset) that will
remove all configuration and user data.

Security Configuration
Administrator Authentication

Current password * | |

New username * |admin |

New password | |

New password again | |

Strict password requirements ]
Password expiration
Data protection

Allow unencrypted HTTP ]

Allow remote logging ]

Remove user passwords from exported data [ ]

*) Required field **) Require restart

3. Click Save.

Strict Password Requirements

When using strict password requirements, the password of the web based Administration Page
must meet the following requirements:

o Minimum length of 8 characters

« Must contain characters from at least two of the following classes: upper case letters, lower
case letters, numbers and special characters

« Must not be simple or dictionary based words
« Must be different from the last three passwords
« Must not contain more than two successive identical characters
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Configuring SIP and IP-PBX Settings

You can configure general SIP settings, authentication information, DTMF signalling, message wait-
ing indication and media for the IP-PBX through the web based Administration Page.

This section describes how to configure general SIP settings and register for SIP.

For more information about IP-PBX specific settings, see the relevant Interoperability Guides.
To Configure SIP Settings

To configure SIP settings from the web based Administration Page:

1. Click Configuration, and then click SIP.
2. Onthe SIP Configuration page, enter the following data:

Field Setting

SIP Configuration - General

Local port Enter the local port number.

The local port is the port on which the Spectralink IP-
DECT Server listens for incoming SIP-signalling.

The default local port number is 5060.

Transport Transport mechanism used for SIP messages.
Possible values: UDP, TCP or TLS.

Note: If TLS is used as SIP Transport Method, it is neces-
sary to import host certificate and CA certificates into the
server. For more information, see "Configuring Cer-
tificates" on page 121.

DNS method Used for looking up the destination of SIP messages.
Possible values: A records or DNS SRV.

Default domain Used for SIP registration. Enter the name of the domain.

Note: If no user specific domain is configured under a
specific user, the handsets registered on the Spectralink
IP-DECT Server will use the default domain as the
domain part of the SIP URI;

e.g. John Doe <sip:1234@example.org>

If only one SIP PBX is used and no domain is available,
enter the IP address of PBX here.

Register each endpoint on sep- | If enabled, separate local ports for each endpoint are
arate port (Optional) used, instead of the global local port.
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Field Setting

Send all messages to current
registrar (Optional)

If enabled, all non-REGISTER requests to the current
registrar will be sent, when more proxies are available.

Registration expire(sec)

The maximum time between re-registrations. The regis-
trar can signal a shorter time-out.

Default value: 3600 sec

Handset power off action Action performed when a handset is turned off.
(Optional) Possible values: Ignore or De-register.
If De-register is selected, the handset will de-register
when turned off.
Default value: Ignore
Max forwards The maximum number of proxies outgoing messages are

allowed to traverse.

Default value: 70

Client transaction timeout
(msec)

Client transaction time-out. This controls timer B and F
as specified in RFC 3261. Increase this to eliminate time
out errors or decrease it to reduce fail over time.

Default value: 16000 msec

SIP type of service (TOS/Diff-
serv)

TOS/Diffserv used for SIP signaling. Entered in decimal.
Default value: 96 (AF - Assured Forwarding)

SIP 802.1p Class-of-Service

This is the 802.1p PCP and must be between0and 7.
The setting requires VLAN tagging.

Default value: 3

GRUU (Optional)

If enabled, Globally Routable User Agent URIs are sup-
ported.

Default value: Enabled

Use SIPS URI (Optional)

Normally, SIP communication on a TLS connection uses
the SIPS: URI scheme.

Disabling this option causes the Wireless Server to use
the SIP: URI scheme with a transport=tls parameter for
TLS connections.

Default value: Disabled
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Field Setting

TLS allow insecure (Optional) By default, UDP and TCP transports are disabled when
TLS transport is the default. If this setting is enabled,
UDP and TCP are allowed as fallback if TLS fails.

Default value: Disabled

TCP ephemeral portin contact | If enabled, the TCP ephemeral port (the local TCP port
address (Optional) of the outgoing connection) to the contact header, used
in outgoing SIP messages, is added.

NAT keepalive (Optional) If enabled, the Spectralink IP-DECT Server sends UDP
packets periodically to ensure that NAT translation con-
tinues. If not enabled, the port may be closed down for
security reasons (as a consequence call will be dropped
or disrupted).

Possible values: Disabled, CRLF (rfc5626) or SIP
OPTIONS (rfc3261).

Default value: CRLF (RFC 5626)

Note: CRLF is only used for TCP transport. SIP
OPTIONS is used for both UDP and TCP transports. If
using UDP transport, then NAT keepalive is disabled
unless you select SIP OPTIONS.

NAT keepalive interval(sec) If NAT keepalive is enabled, specify the interval at which
(Optional) NAT keepalive packets must be sent.

Possible values: 10, 20 or 30 sec

Default value: 30 sec

SIP Configuration - Proxies

Proxies (Optional) Priority: The priority for using this proxy.
Possible Value 1-4.

Weight: The weight for using this proxy if more proxies
have the same priority.

Possible value 1 - 65.000 higher weight gives priority.
Default value: 100
URI: The URI or IP address of the proxy
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Field Setting

SIP Configuration - Authentication

Default user (Optional) Default user name used for SIP authentication.

Note: If no handset specific authentication user name/-
password is configured, handsets registered on theSpec-
tralink IP-DECT/DECT Server will use the default user

name/password.
Default password (Optional) Enter password.
Realm (Optional) The realm presented by the proxy when requesting

authentication. If this field is non-empty, authentication
passwords will be encrypted.

Note: When the realm is changed, all stored SIP pass-
words will be invalid.

SIP Configuration - DTMF signalling

Send as RTP (Optional) If enabled, keypad signaling will be sent as RTP event
codes.

Offered RFC2833 payload type | Default value: 96

Send as SIP INFO (Optional) If enabled, keypad signalling will be sent as SIP INFO
messages.

Tone duration(msec) Enter the time length of the tone in milliseconds.

Default value: 270 msec

SIP Configuration - Message waiting indication

Enable indication (Optional) If enabled, MWI is displayed in the handset.

Enable subscription (Optional) | If enabled, you can subscribe to MWI indications from the
SIP proxy.

Subscription expire(sec) Enter the number of seconds before MWI subscription

will be renewed.

Default value: 3600 sec

SIP Configuration - Media

Packet duration(msec) Packet duration for transmitted RTP Packets.

Possible values: 10, 20 or 40 msec
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Field Setting

Media type of service (TOS/Diff-
serv)

TOS/Diffserv used for RTP (Media) signaling entered in
decimal.

Default value: 184 (EF - Expedited Forwarding)

Media 802.1p Class-of-Service

This is the 802.1p PCP and must be between0and 7.
The setting requires VLAN tagging.

Default value: 5

Port range start Port range start for local RTP ports.
Default value: 58000
Codec priority Define the priorities of codecs.

Possible values: PCMU, PCMA, G.726 or G.729.

SDP answer with preferred
codec (Optional)

Specifies if the media handling should ignore the remote
SDP offer codec priorities.

SDP answer with a single codec
(Optional)

Specifies if the media handling should provide only a
single codecin SDP answers.

Ignore SDP version (Optional)

Ignore the version of the SDP received from remote end-
points.

Enable media encryption
(SRTP) (Only visible if Security
(TLS, SRTP) License is loaded)
(Optional)

If enabled, external SRTP is supported and optional. It
must be negotiated with the remote endpoint.

Note: If external SRTP is enabled, the number of avail-
able voice channels on a Spectralink IP-DECT Server-
/media resource is reduced from 32 to 16 (if a codec card
is used from 24 to 16).

Default value: Enabled

Require media encryption
(SRTP) (Only visible if Security
(TLS, SRTP) License is loaded)
(Optional)

If enabled, the usage of SRTP is required and SRTP
must be negotiated with the remote endpoint. If nego-
tiation of SRTP with the remote endpoint is unsuccessful,
call establishment is aborted.

Default value: Disabled

Include lifetime in SDES offers
(Only visible if Security (TLS,
SRTP) License is loaded)
(Optional)

Handles the RFC 4568 SRTP lifetime key parameter in
SDP offers.

Default value: Disabled
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Field Setting

Include MKI in SDES offers Handles the RFC 4568 SRTP Master Key Index Para-
(Only visible if Security (TLS, meter in SDP offers.

SRTP) License is loaded) Default value: Disabled

(Optional)

Enable ICE (Optional) If enabled, support for Interactive Connectivity Estab-
lishment (ICE) (RFC 5245) is allowed.

Enable TURN (Optional) If enabled, support for Traversal Using Relays around
NAT (TURN) (RFC 5766) is allowed.

TURN server (Optional) Enter TURN server address.

TURN username (Optional) Enter TURN server username.
If left blank, the per-user authentication username will be
used.

TURN password (Optional) Enter TURN pass word.
If left blank, the per-user authentication password will be
used.

SIP Configuration - Call status

Play on-hold tone (Optional) If enabled, on-hold tone is received in remote end when
placed on hold.

Note: This might conflict with Music-on-Hold.

Provide Music-on-Hold If enabled, Music-on-Hold is played for the remote end.

(Optional)

Display status messages If enabled, call status messages are received in the hand-

(Optional) set.

'#' key ends overlap dialing If enabled, pressing the # key dials number in overlap dial-

(Optional) ing.

Call waiting (Optional) If enabled, call waiting is supported.

Allow automatic offhook If enabled, automatic offhook is allowed for intercom fea-

tures.
N J
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SIP Configuration

General

Local port * **
Transport * **
DNS method = **

 wx

Default domain

060

Arecords W

(@] =|[@
b o

3 ]
=)

8

3

Register each endpoint on separate port ** []

Send all messages to current registrar **
Registration expire(sec) *

Handset power off action

Max forwards *

Client transaction timeout(msec) *

SIP type of service (TOS/Diffserv) * **
SIP 802.1p Class-of-Service *

GRUU

Use SIPS URI

TLS allow insecure **

TCP ephemeral port in contact address **

NAT keepalive **
NAT keepalive interval(sec)

Proxies

Proxy 1*
Proxy 2 ==
Proxy 3 **
Proxy 4 ==
Authentication

Default user
Default password

Realm

|
600

i

Ignore W

O
O
O
|CRLF (rfc5626) [TCP only] V|

Priority Weight URI

1[0 ] |
2 Jfoo ]| |
3 J{oo ]| |
4 [0 ] |

DTMF signalling

Send as RTP (rfc2833)
Offered rfc2833 payload type
Send as SIP INFO

Teone duration{msec) *
Message waiting indication
Enable indication

Enable subscription **

Subscription expire(sec) *
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| Media
Packet duration(msec) *
Media type of service (TOS/Diffserv) *
Media 802.1p Class-of-Service *

Port range start * **

1: | AAL2-GT26-32/8000 v

2:|PCMU/B000 v

. 3: | PCMAJBO00 v

Codec priority * 4 (None v
5:|None W

6:|None W

SDP answer with preferred codec
SDP answer with a single codec
Ignore SDP version

Enable ICE

Enable TURN

TURN server

TURN username

TURN password

Call status

Play on-hold tone

Provide Music-on-Hold
Display status messages
'# key ends overlap dialing

Call waiting

OR”ROROR HDDDDD

Allow automatic offhook

Save Cancel

*) Required field **) Reguire restart
© Spectralink Europe ApS All rights reserved.

3. Click Save.
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Configuring Wireless Server Settings

You must configure the Spectralink IP-DECT Server to allow for subscription to be able to subscribe
handsets. The Spectralink IP-DECT Server supports DECT Security Step A as default. Therefore,
subscription is only allowed for 120 sec. after enabling subscription or until a subscription succeeds,
unless the parameter Automatically disable subscription allowed is disabled.

For more information, see also DECT Security.

Note:
The re-keying procedure that is part of the DECT Security Step A is defined in a way that
makes it very sensitive to bit error on the radio link. As a consequence, enabling early
encryption and re-keying increases the requirements of the DECT deployment and can
cause issues with call quality and dropped connections.

On sites, where itis planned to enable DECT Security Step A, it is highly recommended
that a site survey is performed with the early encryption and re-keying option set to
required.

In a deployment with areas with signal quality issues (e.g. muted and/or dropped calls),
enabling early encryption and re-keying can significantly increase the risk of losing an act-
ive call in those areas.

E Note:
. If encryption is enabled, Spectralink DECT Repeaters are not supported.

To Configure Wireless Server Settings

To configure Wireless Server settings from the web based Administration Page:

1. Click Configuration, and then click Wireless Server.

2. Onthe Wireless Server Configuration page, enter the following data:

Wireless Server Configuration - DECT

Subscription allowed (Optional) If enabled, it is possible to subscribe new handsets to
the system.

Note: Subscription will be disallowed after 120
seconds or when a subscription succeeds. If more
time is needed or more handsets must be subscribed,
it is necessary to disable the parameter Auto-
matically disable subscription allowed below.
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Automatically disable subscription | If enabled, subscriptions will automatically be dis-
allowed (Optional) allowed after 120 seconds or when a subscription suc-
ceeds.

If disabled, subscriptions will be allowed until explicitly
disabled.

Default value: Enabled
Note: This feature is part of DECT Security Step A.

Authenticate calls (Optional) If enabled, each individual DECT call will be authen-
ticated.

Encrypt voice/data (Optional) Encryption of voice/data packets transmitted via
DECT.

Possible values: Disabled, Enabled or Required.
Default value: Required

Note: Repeaters do not support encryption. If set to
Required, the call is ended when handover is estab-
lished on the repeater.

Early encryption and re-keying If enabled, this enables encryption immediately after
(Optional) connection establishment and regular re-keying until
connection termination.

Possible values: Disabled, Enabled or Required.
Default value: Disabled

Note: Enabling early encryption may increase con-
nectivity problems in areas with poor coverage.

Note: Only Spectralink Handsets with firmware
PCS18Da or newer support Required.

Note: This feature is part of DECT Security Step A.

System access code (Optional) System wide DECT access code.
The access code is from 0 - 8 decimal digits.

Note: Individual user access code (AC) has pre-
cedence over system access code.

Send date and time (Optional) If enabled, date and time will be sent to the handsets
when a call is terminated.

Default value: Enabled
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System TX power (Optional)

Used for controlling (reducing) the output power of all
connected base stations supporting power control.
Unless set to default, this will override any base station
specific power setting.

Default value: Default (250 mW)

Note: Itis possible to define a TX power value for a
specific base station (Administration > Base Sta-
tion).

DECT Server 200/400)

Wireless Server Configuration - Media resources (Not relevant to the Spectralink IP-

Allow new (Optional)

If enabled, new media resources are allowed to con-
nect to the server.

Add new as active (Optional)

If enabled, new media resources will become active
when added. Otherwise they must be activated manu-
ally under Administration > Media Resource >
Media Resource page.

Require encryption (Optional)

If enabled, the connection between the media
resource and the Spectralink IP-DECT Server is
required to be encrypted.

Note: Enabling this, will only allow media resources
with firmware PCS17Fa or newer to connect.

If not enabled, the connection will be encrypted if the
media resource supports encryption.

DECT Server 200)

Wireless Server Configuration - Base stations (Not relevant to the Spectralink IP-

Allow new (Optional)

If enabled, new base stations are allowed to connect
to the server.

Add new as active (Optional)

If enabled, new base stations will become active when
added. Otherwise, they must be activated manually
under Administration > Base Station > Base Sta-
tion page.
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Require encryption (Optional) If enabled, the connection between the base station
and the Spectralink IP-DECT Server is required to be
encrypted.

Note: Enabling this, will only allow base stations with
firmware PCS17Fa or newer to connect.

If not enabled, the connection will be encrypted if the
base station supports encryption.

RFP port range start Port range start for RFP local RTP ports.
Default value: 57000

Note: Itis possible to change the value in case of con-
flicting ports.

Multicast signaling (Optional) Multicast signaling is optimal when having many base
stations and is required with more than 256 base sta-
tions connected.

If enabled, this willimpose multicast support for the net-
work.

For more information, see "Using Multicast" on
page 131.

Multicast address (Optional) Multicast address used for signaling.
Default value: 239.255.1.11
Please refer to RFC 2365 and RFC 4291 for details.

Multicast TTL (Optional) The TTL is used to limit the propagation of the mul-
ticast packets across routers.

Default value: 1

Note:The TTL is configurable and it is possible to
change the value according to network topology. For
more information, see vendor specific documentation.

Default sync type (Optional) This setting controls the default sync type for new
base stations connecting to the server.

Possible values: Free running, Radio or LAN.

Note: Selecting Free running will configure each
base station as a sync master. For more information,
see also Synchronization and Deployment Guide.

Default value: Radio
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LAN sync transport protocol The protocol transport layer used by PTP for LAN
(Optional) sync.

Possible values: Ethernet, IPv4 or IPv6.

For more information about using LAN syn-
chronization, see "LAN Based Synchronization
(License Required)" on page 136.

LAN sync type of service (TOS/Diff-| TOS/DiffServ values can be configured for PTP pack-
serv) (Optional) ets used for LAN sync. The values are entered in
decimal.

Network priority: Packets with higher TOS/DiffServ
have higher priority on the network.

184 = critical (highest priority)
96 = flash

64 = immediate

32 = priority

0 = routine (lowest priority)

Default value: 184 (Expedited Forwarding)

Wireless Server Configuration - Handsets (Not relevant to the Spectralink IP-DECT
Server 200.

Handset sharing (Optional) Enabled by default when Handset Sharing License is
loaded.

Disable this, if handset sharing is not to be allowed.

For more information about using handset sharing and
configuring handset login, see "Handset Sharing" on
page 207.

Handset login If enabled, user credentials can be entered on the
(Only visible if Lync/STB + Security handset and no user configuration is required on the

(TLS, SRTP) License is loaded) server. Use long key press 9 to login. (System depend-
’ ant).

For more information, see "Configuring Handset
Login" on page 212 and Handset User Guides.
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Wireless Server Configuration - Application interface

Username Enter username required to access the application
interface.

Max. length: 31 characters.

New password (Optional) Enter password required to access the application
interface.

Max. length: 31 characters.

New password again (Optional) Confirm password required to access the application
interface.

Enable MSF (Optional) If enabled, access to the MSF application interface is
supported.

Default value: Disabled

Enable XML-RPC (Optional) If enabled, access to the XML-RPC application inter-
face is supported.

Default value: Disabled

Internal messaging (Optional) If enabled, internal messaging to allow handset-to-
handset messaging without an external application is
suported.

Wireless Server Configuration - Feature codes

Enable (Optional) If enabled, feature codes for controlling features from
the handsets can be used.

Call forward unconditional - enable | Enable call forward unconditional by dialing this code
(Optional) (*21*), followed by the desired extension ($ = exten-
sion) and #.

E.g.: *21*$#

Note: Itis possible to change the code *21* on the
Spectralink IP-DECT Server to fit your standard. For
more information, see the relevant documentation
available at http://support.spectralink.com/.

Call forward unconditional - dis- Disable call forward unconditional by dialing this code
able (Optional) (#21#).
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Wireless Server Configuration -

Languages

Phone Language (Optional)

Language of system messages displayed in handset.

Select the desired language from the list.

Wireless Server Configuration -

MSF

Enable Long-Press Key0 - Phone-
book (Optional)

If enabled, allow DECT Server to use this long key
press for phone book.

Enable Long-Press Key1- Phone-
book (Optional)

If enabled, allow DECT Server to use this long key
press for phone book.

Enable Long-Press Key2 - Phone-
book (Optional)

If enabled, allow DECT Server to use this long key
press for phone book.

Enable Long-Press Key3 - Phone-
book (Optional)

If enabled, allow DECT Server to use this long key
press for phone book.

Enable Long-Press Key4 - Phone-
book (Optional)

If enabled, allow DECT Server to use this long key
press for phone book.

Enable Long-Press Key5 - Phone-
book (Optional)

If enabled, allow DECT Server to use this long key
press for phone book.

Enable Long-Press Key6 -
Undefined (Optional)

If enabled, allow DECT Server to use this long key
press.

Enable Long-Press Key7 -
Undefined (Optional)

If enabled, allow DECT Server to use this long key
press.

Enable Long-Press Key8 -
Undefined (Optional)

If enabled, allow DECT Server to use this long key
press.

Enable Long-Press Key9 - Hand-

If enabled, allow DECT Server to use this long key

set Sharing (Optional) press for handset sharing.
For more information, see "Handset Sharing" on
L page 207 and "User Sign-in/Sign-out" on page 211.
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Wireless Server Configuration

DECT

Subscription allowed

Automatically disable subscription allowed

Authenticate calls
Encrypt voice/data
Early encryption and re-keying **
System access code
Send date and time
System TX power
Media resources
Allow new

Add new as active
Require encryption
Base stations

Allow new

Add new as active
Require encryption
RFP port range start * **
Multicast signaling **
Multicast address **
Multicast TTL **
Default sync type
Handsets

Handset sharing
Application interface
Username *

New password

New password again
Enable MSF

Enable XML-RPC

Internal messaging
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Feature codes
Enable O

Call forward unconditional - enable

2175

Call forward unconditional - disable |#21#

Language

Phone Language **
MSF

Enable Long-Press Key( - Phonebook ]
Enable Long-Press Key1 - Phonebook ]
Enable Long-Press Key2 - Phonebook ]
Enable Long-Press Key3 - Phonebook ]
Enable Long-Press Key4 - Phonebook ]
Enable Long-Press Key5 - Phonebook ]
Enable Long-Press Key6 - Undefined ]
Enable Long-Press Key7 - Undefined ]
Enable Long-Press Key8 - Undefined ]
]

Enable Long-Press Key9 - Handset Sharing

Save Cancel

*) Required field **) Reguire restart
© Spectralink Europe ApS All rights reserved.

3. Click Save.

14215700-1G, Edition 9.0
October 2018, Original document



Spectralink IP-DECT Server 200/400/6500 Installation and Configuration Guide

Configuring Media Resource Settings

Note:
Not relevant to the Spectralink IP-DECT Server 200/400.

To use the internal media resource, this must be enabled. To configure media resource settings from
the web based Administration Page:

1. Click Configuration, and then click Media Resource.

2. Onthe Media Resource Configuration page, enter the following data:

Media Resource Configuration - Media resource

Enable internal If enabled, the internal media resource will start up and
connect.

If disabled, CPU power is increased. Additional media
resource will take over then, if installed.

Default value: Enabled
Note:

If configuring a system with Spectralink DECT Media
Resources, it is recommended to disable the internal
media resource of the Spectralink IP-DECT Server 6500
when:

» The system handles more than 20 calls.

« There are more than 500 users (200 users if using Lyn-

L c/Skype for Business). )

Media Resource Configuration

Media resource

Enable internal [~
*) Required field **) Require restart
3. Click Save.
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Configuring Certificates

If using TLS as SIP transport method, it is necessary to import a CA certificate into the Spectralink
IP-DECT Server from the web based Administration Page of the server. If using the trusted server
functionality in a Lync/SfB environment or using TLS SIP transports in a Cisco Unified CM envir-
onment it is also necessary to import a host certificate.

Installing a host certificate also eliminates browser security warnings when accessing the web based
Administration Page.

Handling Host and/or CA Certificates

1. Click Configuration, and then click Certificates.

2. Onthe Certificate chain page, enter the following data:

Certificates - Device certificate chain

Overview of device certificates. These are non-change-
able.

Examples of device certificates are: Device certificate,
SpectraLink Issuing CA / Spectralink Inc. and Spec-
traLink Root CA / Spectralink Inc.

Certificates - Host certificate chain

Certificate file Click Browse to find the relevant host certificate file (*.crt
file).

Key file Click Browse to find the relevant key file (*.pem file).

Password (Optional) Enter a password.

Type Select between the following certificate types; X.509 or
PKCS#12.

Click Import Certificate, if you want to import the cer-
tificate.

Click Remove, if you want to remove a certificate.

Certificates - CA certificates

Click Browse to find the relevant CA certificate file
(*.pemfile). E.g. a custom list of CA certificate files.
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Click Import List, if you want to import the list.

Itis also possible to; remove all CA certificates (Clear
List), restore default list of public CA certificates
(Restore Default List), or export the list of CA cer-
tificates in PEM format (Export List).

Show entries

Subject

Validity

Device certificate chain

SHA1 fingerprint

Issuer

Search:

0013D1818C3E / Spectralink Inc.
SpectraLink Issuing CA / Spectralink Inc.
SpectraLink Root CA / Spectralink Inc.

2014-12-10 - 2029-12-10
2012-07-09 - 2037-07-09
2012-07-09 - 2037-12-31

46:d5:f5:¢0:8¢:24:42:49-f1:bcee75:28:55:7f.d3:b5:9a:11:b2
95:2:¢1:74:22:¢6:17:65:17:d0:7f:f7-:0e:8e:df d6:1a:b8:c2:c4
3:92:09:87:¢9:d6:4c:a6:53.ee:8c.ef bb:3c:al 7fe9.e6:83.a2

SpectraLink Issuing CA /
SpectraLink Root CA /
SpectraLink Root CA /

Showing 1 to 3 of 3 entries

Remove | Certificate file:

Show entries

Common Name

Browse.. | Key file:

Host certificate chain

First Previous 1 Next Last

Browse. | Password:[  |Type: ©X509 OPKCS#12

CA Certificates

&ItNot Part Of Certificate&gt;
&lt;Not Part Of Certificate&gt,
&lt;Not Part Of Certificate&gt,
&lt;Not Part Of Certificate&gt,
&ItNot Part Of Certificate&gt;
&ItNot Part Of Certificate&gt:
&lt;Not Part Of Certificate&gt,

3. Reboot the server.

Search [
* Organization SHAT fingerprint
SECOM Trust Systems CO\LTD. fe:b8:c4:32:dc:9:76:9a:ce ae:3d:d8:90:8f 1d:28:86:65:64:7d
The Go Daddy Group), Inc. 27:96:bace6:3f.18:01:02:77:26:1b:a0:d7:77:70:02:8f.20.ee:e4

Tarkiye Bilimsel ve Teknolojik Arastirma Kurumu - TUBITAK

certSIGN
Japanese Government

Trustis Limited

Govemnment Root Certification Authority

1b:4b:39:61:26:27:6b:64:91:a2:68.6d:d7:02:43:21:2d:11:1d:96

fa:b7.e6:36:97:26:62:fb:2d:b0:2a:16:bf.03:fd.€8.7c:4b:21.9b
7f:8a:b0:cf.d0:51:87:6a:66:f3:36:0f 47:c8:8d -8c:d3:35:fc74
3b:c0:38:0b:33:¢3:16:a6:0c:86:15:22:93:d9:df f5:4b:81:¢0:04

4:8b:11:bfde:ab'be:94:54:20:71:€6:41:de:6b be:88:2b:40:b%

For more information about use of TLS, import of certificates and callhandlers, see the relevant Inter-
operability Guides and Callhandler documentation.
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Configuring Clusters

Note:
Not relevant to the Spectralink IP-DECT Server 200/400.

By default, the system will allocate a media channel on the media resource with the lowest load at
the time a call is initiated. This can, however, lead to network traffic patterns that are not optimal in
situations where base stations and media resource are located at different locations and/or in dif-

ferent networks.

To avoid this issue, it is possible to create clusters (i.e. a cluster for each location) and assign the
base stations and media resources to them. When allocating a media channel, the system will then
prioritize any media resources assigned to the same cluster as the base station handling the call,
avoiding unnecessary RTP traffic over e.g. a WAN connection.

Though assigned to a cluster, the base stations are not forced to use that particular media resource
only, it just takes priority over the other media resources in the system setup. If no media channels
can be allocated on media resources in the local cluster, media resource from other clusters will be
attempted.

Defining a Cluster for the Media Resource and Base Stations
Using clusters, you must as minimum define two cluster entities.

1. Click Administration, and then click Clusters.
2. Onthe Clusters page, click New.

3. Onthe Cluster page, enter the following data:

Cluster - General

Name Enter a name for the cluster.
E.g. Site A, Site B, Site C.

Cluster 0

General

Name * | |

| Save || Delete || Cancel |

=) Required field

4. Click Save.

You can now assign the base stations and media resources to use the relevant clusters.
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Assigning Media Resources to Clusters

To make use of the created cluster entities, these must be assigned to the physical media resources
and base stations. The devices can be both local and remote.

1. Click Administration, and then click Media Resource.
2. Onthe Media Resources page, click on the relevant media resource.

3. Onthe Media Resource page, under General in the Cluster field, select the desired cluster:

Media Resource - General

IP address (Read only) Current IP address of the media resource.

Description (Optional) Enter a description.
Itis recommended to use a description of the physical loc-
ation.

Cluster Default value: Default

Itis possible to cluster devices that are located at the
same location.

To assign a cluster to the media resource, select the rel-
evant cluster from the list.

For information about defining clusters, see "Configuring
Clusters" on the previous page.

Disabled (Optional) If enabled, the media resource will be disabled.

Note: If Add new as active is enabled (Configuration
> Wireless Server > Media resources), then this will
be unset by default when adding a new media resource. )

Media Resource 0
General
IP address:
Description: |Serial: 0008490046 |

Cluster *

Disabled O

| Save || Delete || Cancel || Reboot media resource

*) Required field **) Require reboot of media resource

4. Click Save.
5. Click Reboot media resource.
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Assigning Base Stations to Clusters

To make use of the created cluster entities, these must be assigned to the physical media resources
and base stations. The devices can be both local and remote.

1. Click Administration, and then click Base Station.
2. Onthe Base Stations page, click on the relevant base station.

3. Onthe Base Station page, under General in the Cluster field, select the desired cluster:

Base Station - General

IP address (Read only) Current IP address of the base station.

Description (Optional) Enter a description.
Itis recommended to use a description of the physical loc-
ation.

RPN Radio Part Number of the base station.

Cluster Default value: Default

Itis possible to cluster devices that are located at the
same location.

To assign a cluster to the base station, select the relevant
cluster from the list.

For information about defining clusters, see "Configuring
Clusters" on page 123.

Disabled (Optional) If enabled, the base station will be disabled.

Note: If Add new as active is enabled (Configuration
> Wireless Server > Base stations), then this will be
unset by default when adding a new base station.

TX power (Optional) Used for controlling the output power for this specific
base station.

Select another value from the list, if you need to change
the output power.

Default value: Default (250 mW)

Note: If a system TX power other than default is set for
the whole system (Configuration > Wireless Server>
DECT), that setting will override this setting.
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External antenna mode Determines which antenna(s) are used when an external
(Optional) antenna is connected.

Possible values: Use Internal & external antenna,
Use internal antenna only or Use external antenna
only.

Default value: Use Internal & external antenna

Note: This setting is ignored when no external antenna is
connected.

Note: When using external antenna, the range is
reduced by up to 50 %.

Base Station - Synchronization

Type This setting controls the synchronization type used for
the specific base station/DECT radio.

Possible values: Free running, Radio, LAN or Radi-
o/LAN Gateway.

Select Free running, if you want to configure this base
station as sync master. Otherwise select either Radio,
LAN or Radio/LAN Gateway, depending on the syn-
chronization method.

Default value: Radio

Note: System wide settings for synchronization are loc-
ated under Configuration > Wireless Server > Base
stations.

For more information, see Synchronization and Deploy-
ment Guide.

Auto radio sync (deployment If enabled, the base station will be auto synchronized
only) (Optional) while deploying the system.

Note: This must only be used while deploying the sys-
tem.

Primary radio sync (RPN) RPN identifying the base station used for primary radio
(Optional) synchronization.

Secondary radio sync (RPN) RPN identifying the base station used for secondary
(Optional) radio synchronization.
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Base Station - RSSI map (Only visible if more than one base station on the system)

RPN/RSSI dB/Offset Possible to see the RSSI values of the base stations the
selected base station is synchronizing on (Primary syn-
c/Secondary (Alternative) sync).

For more information about RSSI values, see Syn-
chronization and Deployment Guide.

Base station 0 configuration

General
IP address 172.29.194.56
Description [Serial: 0008472982 |
RPN * == [ |
Cluster * ***
Disabled =** O
TX power
External antenna mode |Use internal & external antenna Vv
Synchronization
Type * ***
Auto radio sync (deployment only) *** []
Primary radio sync (RPN) *** |l] |
Secondary radio sync (RPN) =** |l] |
RSSI map
RPN RSSIdB Offset
1 110 0
2 110 0
| Save || Delete || Cancel Reboot base station
*) Required field *) Changing will sutomaticslly reboot base station
4. Click Save.

5. Click Reboot base station.
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Assigning Server Address to Spectralink IP-DECT Base
Station and Spectralink DECT Media Resource

After installation, it is necessary to assign a server address to the Spectralink IP-DECT Base Station
and Spectralink DECT Media Resource through the web based Administration Page using either
dynamic IP address (DHCP) or static IP address.

Note:
Not relevant to the Spectralink IP-DECT Server 200.

E Note:
. The Spectralink IP-DECT Base Station is pre-configured to use DHCP.

Itis recommended that you configure the base station using DHCP. When using DHCP
components should be discovered by UPnP. For more information, see "Discovering the
Spectralink IP-DECT Components via UPnP" on page 89.

Manually IP-DECT Server Address Configuration for Base Stations

To configure the server address manually through the web based Administration Page of the base
station:

1. Open abrowser and enter the IP address of the base station.
2. Click Configuration, and then click Base Station.

3. Onthe Base station Configuration page, enter the following data:

Setting

Base station Configuration - Wireless Server Host

Server Enter the address of the Spectralink IP-DECT Server
that the base station must connect to.

Base station Configuration
Wireless Server Host

Server* [172.29.194.107 |

| Save || Cancel || Reboot now |

*) Required field =) Require restart

4. Click Save.
5. Click Reboot now to enable the configuration changes.
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Manually IP-DECT Server Address Configuration for Media Resources

Note:
Not relevant to the Spectralink IP-DECT Server 400.

To configure the IP-DECT server address manually through the web based Administration Page of
the media resource:

1. Open abrowser, and enter the IP address of the media resource.
2. Click Configuration, and then click Media Resource.

3. Onthe Media Resource Configuration page, enter the following data:

Setting

Media Resource - Wireless Server Host

Server Enter the address of the Spectralink IP-DECT Server
that the media resource must connect to.

Media Resource Configuration
Media resource
Server™ [172.29.194.107 |

Save Cancel

*) Required field **) Require restart

4. Click Save.
5. Click Reboot to enable the configuration changes.
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Note:

Not relevant to the Spectralink IP-DECT Server 200.
Itis necessary to connect base stations to the system and configure synchronization ways for the
Spectralink IP-DECT Base Stations.

In a multi-cell DECT system, the base station radios must be synchronized to each other to achieve
the optimum handover experience, when handsets are moving around among the base stations.

The synchronization ways of the base station can be determined using one of the following methods:

« Radio based synchronization

Base stations that synchronize with each other via radio must be within radio coverage of each
other.

o LAN based synchronization (license required)

For more information about ordering and downloading a license, see "Ordering Licenses" on
page 45 and "Loading Licenses" on page 45.

Note:

Synchronization via LAN and radio can be combined in the same DECT installation.
Even when a base station is configured to synchronize via LAN, the base station trans-
mits the signal required for synchronization via radio. Therefore, base stations syn-
chronizing via radio can retrieve their synchronization signal from a base station
synchronizing via LAN.

If configured as Radio/LAN Gateway, an IP-DECT Base Station will use an over- the-air
synchronization as the source of synchronization and act as a LAN sync master. With this
type itis possible to add a LAN synchronized segment of IP-DECT Base Stations to an
existing synchronization chain of base stations.

To get an overview or in case of troubleshooting, it is possible to:

« check the synchronization state of the of the base station. For more information, see "Check-
ing Sync State of Spectralink IP-DECT Base Station" on page 144.

« check for loops in the synchronization chain. For more information, see "Checking for Loops"
on page 144.
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Using Multicast

Spectralink IP-DECT Base Stations will use IP multicast signaling in two different configurations;
LAN based synchronization and if using more than 256 Spectralink IP-DECT Base Stations.

LAN Based Synchronization

« LAN Synchronisation uses the PTP protocol.
o The PTP multicast is non-routable and TTL is static = 1.
« The multicast IP address is fixed and uses 224.0.1.129
« Itis not possible to configure any of these parameters
When a Spectralink IP-DECT Base Station is connected to a switch port, it willannounce itself by

IGMPv3 (Internet Group Management Protocol). The Spectralink IP-DECT Base Station will then
send a Membership report/Join group.

Installation of more than 256 Spectralink IP-DECT Base Stations

When more than 256 Spectralink IP-DECT Base Stations is connected to a Spectralink IP-DECT
6500 Server, itis required to enable Multicast signaling.

« Multicast for more than 256 Spectralink IP-DECT Base Stations is routable and configurable.

« TTLis default setto 1 but can be changed according to network topology.
« The multicast IP address is configurable, default value is 239.255.1.11

Note:

The multicast implementation for more 256 base Spectralink IP-DECT Base Stations is
designed for the scalability of large networks. Though multicast is required when using
more than 256 Spectralink IP-DECT Base Stations it is also possible to use it on fewer
Spectralink IP-DECT Base Stations.

When a Spectralink IP-DECT Base Station is connected to a switch port, it will announce itself by
IGMPv3 (Internet Group Management Protocol). The Spectralink IP-DECT Base Station will then
send a Membership report/Join group.

Note:

When using IGMP snooping for managing the multicast traffic in the network infra-
structure, it may be required to have an IGMP querier running on the network for proper
multicast operation. Please consult the network equipment documentation for more
information.

Every 60 second, the Spectralink IP-DECT Server will send a keep alive signal IP-DECT Server ->
239.255.1.11:56001

If the system is redundant, the keep alive will be sent from the backup Spectralink IP-DECT Server
as well.
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The following image is from a Spectralink IP-DECT Base Station which is being connected to a
switch (the traces is done by port mirroring the switch port):

172.29.194.101 172.28.202.42

IP-DECT Base Station 224.0.0.22 \P-DECT Server Backup 239.255.1.11

wp 235,255.1.1

up 239.255.1.1

embership Report [ Join group 239.255.1.1

e 43709 — 55001 Len=6

56001
P 43709 — 56001 Len=6

56001

53338 - 56001 Len=

/2.29.202.40

172
IP-DECT Server Master k

56001
e 43709 — 56001 Len=5

56001

53338 - 56001 Len=!

53338

56001
e 43709 — 55001 Len=6

56001
43703 — 56001 Len=6

56001

56001

53338 — 56001 Len=

53338 - 55001 Len=

53338

53338

Comment

TGMPy3; Membership Report / Join group 235,255,
TGMPy3; Membership Report [ Join group 235,255
TGMPy3; Membership Report / Joir

TGMPy3: Membership Report |

IGMPy3; Membership Report / Join group 239,255...
TGMPy3; Membership Report / Join group 235,255,
TGMPy3; Membership Report [ Join group 235,255
TGMPy3: Membership Report [ Join group 239,255,
UDP: 43708 — 56001 Lan=6

UDP: 53338 — 56001 Len=6

UDR: 43708 — 56001 Len=6

UDP: 53338 — 56001 Len=6

UDP: 43708 — 56001 Len=6

UDP: 53338 — 56001 Len=6

UDP: 43708 — 56001 Lan=6

UDP: 53338 — 56001 Len=6

The above image shows a situation with no incoming calls to handsets, but only the keep-alive sig-

nalling between server and base station.

When an incoming call is received in the Spectralink IP-DECT Server, the server will send a mul-
ticast packet. The multicast packet will contain the PP-ID of the handset. Each Spectralink IP-DECT
Base Station will receive this multicast packet, and then send the page through the radio. If the hand-
set is available on a given base, the handset will acknowledge the page. The Spectralink IP-DECT
Base Station will then send a unicast message back to the Spectralink IP-DECT Server. Hereafter,

the call setup will be transmitted between server and base station as unicast traffic.

Connecting Base Station to System

Base stations can be connected to the system the following ways:

« Manually from the web based Administration Page of the base station.

For more information, see "Manually IP-DECT Server Address Configuration for Base Sta-

tions" on page 128.

« Automatically when using DHCP and UpNP (recommended).

For more information, see "Discovering the Spectralink IP-DECT Components via UPnP" on

page 89.
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Radio Based Synchronization

You define the sync. ways of the Spectralink IP-DECT Base Station through the web based Admin-
istration Page of the Spectralink IP-DECT Server.

1. Click Administration, then click Base Station, and then click on the relevant base station.

2. Onthe Base station configuration page, enter the following data:

Base Station - General

IP address (Read only) Current IP address of the base station.

Description (Optional) Enter a description.
Itis recommended to use a description of the physical loc-
ation.

RPN Radio Part Number of the base station.

Cluster Default value: Default

Itis possible to cluster devices that are located at the
same location.

To assign a cluster to the base station, select the relevant
cluster from the list.

For information about defining clusters, see "Configuring
Clusters" on page 123.

Disabled (Optional) If enabled, the base station will be disabled.

Note: If Add new as active is enabled (Configuration
> Wireless Server > Base stations), then this will be
unset by default when adding a new base station.

TX power (Optional) Used for controlling the output power for this specific
base station.

Select another value from the list, if you need to change
the output power.

Default value: Default (250 mW)

Note: If a system TX power other than default is set for
the whole system (Configuration > Wireless Server>
DECT), that setting will override this setting.
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External antenna mode Determines which antenna(s) are used when an external
(Optional) antenna is connected.

Possible values: Use Internal & external antenna,
Use internal antenna only or Use external antenna
only.

Default value: Use Internal & external antenna

Note: This setting is ignored when no external antenna is
connected.

Note: When using external antenna, the range is
reduced by up to 50 %.

Base Station - Synchronization

Type This setting controls the synchronization type used for
the specific base station/DECT radio.

Possible values: Free running, Radio, LAN or Radi-
o/LAN Gateway.

Select Free running, if you want to configure this base
station as sync master. Otherwise select either Radio,
LAN or Radio/LAN Gateway, depending on the syn-
chronization method.

Default value: Radio

Note: System wide settings for synchronization are loc-
ated under Configuration > Wireless Server > Base
stations.

For more information, see Synchronization and Deploy-
ment Guide.

Auto radio sync (deployment If enabled, the base station will be auto synchronized
only) (Optional) while deploying the system.

Note: This must only be used while deploying the sys-
tem.

Primary radio sync (RPN) RPN identifying the base station used for primary radio
(Optional) synchronization.

Secondary radio sync (RPN) RPN identifying the base station used for secondary
(Optional) radio synchronization.
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Base Station - RSSI map (Only visible if more than one base station on the system)

RPN/RSSI dB/Offset Possible to see the RSSI values of the base stations the
selected base station is synchronizing on (Primary syn-
c/Secondary (Alternative) sync).

For more information about RSSI values, see Syn-
chronization and Deployment Guide.

Base station 0 configuration

General
IP address 172.29.194.56
Description [Serial: 0008472982 |
RPN * == [ |
Cluster * ***
Disabled =** O
TX power
External antenna mode |Use internal & external antenna Vv
Synchronization
Type * ***
Auto radio sync (deployment only) *** []
Primary radio sync (RPN) *** |l] |
Secondary radio sync (RPN) =** |l] |
RSSI map
RPN RSSIdB Offset
1 110 0
2 110 0
| Save || Delete || Cancel Reboot base station
*) Required field *) Changing will sutomaticslly reboot base station
3. Click Save.

4. Click Reboot base station.
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LAN Based Synchronization (License Required)

The LAN based synchronization has several advantages over synchronization via the radio. The con-
figuration is much simpler because no synchronization chains need to be configured and maintained.
Furthermore, the system is self-healing as the system can handle if any base station is failing. Also
using LAN based synchronization, the system can be deployed with fewer base stations, as these
are no longer required to be in the range of each other.

It may, however, not be the ideal solution in all cases. LAN based synchronization requires that the
base stations involved in a handover are on the same network segment and the network deployment
meets a number of strict network quality criteria.

Precision Time Protocol Background

Precision Time Protocol version 2 (PTPVv2) is used to synchronize the DECT radios via the LAN.
PTPv2 is defined in the standard IEEE 1588-2008 and a brief introduction can be found here:
http://en.wikipedia.org/wiki/Precision Time Protocol.

PTPv2 is based on a master-slave architecture, where the active master is automatically selected
among the base stations. Each network segment will have one active master and the remaining
base stations will be slaves. If the current master is failing a new one is automatically selected
without disrupting the current synchronization state.

The PTPv2 datagrams are sent as multicast and transported via UDP on IPv4 or IPv6 or as raw Eth-
ernet packets without IP.

The LAN based synchronization is administrated centrally from the web based Administration Page
of the Spectralink IP-DECT Server. The synchronization itself, however, is handled autonomously
by the base stations, and the server is not involved and hence does not need to be on the same net-
work segment.

Configuration Settings through the Web Based Administration Page

A few configuration settings on the web based Administration Page of the Spectralink IP-DECT
Server are used to control base station synchronization via LAN.
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To define system wide settings:

1. Click Configuration, then click Wireless Server.

2. Onthe Wireless Server configuration page, under Base stations, set the desired syn-
chronization options in Default sync type, LAN sync transport protocol and LAN sync
type of service:

Wireless Server Configuration - DECT

Subscription allowed (Optional) If enabled, it is possible to subscribe new handsets to
the system.

Note: Subscription will be disallowed after 120
seconds or when a subscription succeeds. If more
time is needed or more handsets must be subscribed,
it is necessary to disable the parameter Auto-
matically disable subscription allowed below.

Automatically disable subscription | If enabled, subscriptions will automatically be dis-
allowed (Optional) allowed after 120 seconds or when a subscription suc-
ceeds.

If disabled, subscriptions will be allowed until explicitly
disabled.

Default value: Enabled
Note: This feature is part of DECT Security Step A.

Authenticate calls (Optional) If enabled, each individual DECT call will be authen-
ticated.

Encrypt voice/data (Optional) Encryption of voice/data packets transmitted via
DECT.

Possible values: Disabled, Enabled or Required.
Default value: Required

Note: Repeaters do not support encryption. If set to
Required, the call is ended when handover is estab-
lished on the repeater.
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Early encryption and re-keying If enabled, this enables encryption immediately after
(Optional) connection establishment and regular re-keying until
connection termination.

Possible values: Disabled, Enabled or Required.
Default value: Disabled

Note: Enabling early encryption may increase con-
nectivity problems in areas with poor coverage.

Note: Only Spectralink Handsets with firmware
PCS18Da or newer support Required.

Note: This feature is part of DECT Security Step A.

System access code (Optional) System wide DECT access code.
The access code is from 0 - 8 decimal digits.

Note: Individual user access code (AC) has pre-
cedence over system access code.

Send date and time (Optional) If enabled, date and time will be sent to the handsets
when a call is terminated.

Default value: Enabled

System TX power (Optional) Used for controlling (reducing) the output power of all
connected base stations supporting power control.
Unless set to default, this will override any base station
specific power setting.

Default value: Default (250 mW)

Note: Itis possible to define a TX power value for a
specific base station (Administration > Base Sta-
tion).

Wireless Server Configuration - Media resources (Not relevant to the Spectralink IP-

DECT Server 200/400)

Allow new (Optional) If enabled, new media resources are allowed to con-
nect to the server.

Add new as active (Optional) If enabled, new media resources will become active
when added. Otherwise they must be activated manu-
ally under Administration > Media Resource >
Media Resource page.
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Require encryption (Optional) If enabled, the connection between the media
resource and the Spectralink IP-DECT Server is
required to be encrypted.

Note: Enabling this, will only allow media resources
with firmware PCS17Fa or newer to connect.

If not enabled, the connection will be encrypted if the
media resource supports encryption.

Wireless Server Configuration - Base stations (Not relevant to the Spectralink IP-
DECT Server 200)

Allow new (Optional) If enabled, new base stations are allowed to connect
to the server.

Add new as active (Optional) If enabled, new base stations will become active when
added. Otherwise, they must be activated manually
under Administration > Base Station > Base Sta-
tion page.

Require encryption (Optional) If enabled, the connection between the base station
and the Spectralink IP-DECT Server is required to be
encrypted.

Note: Enabling this, will only allow base stations with
firmware PCS17Fa or newer to connect.

If not enabled, the connection will be encrypted if the
base station supports encryption.

RFP port range start Port range start for RFP local RTP ports.
Default value: 57000

Note: Itis possible to change the value in case of con-
flicting ports.

Multicast signaling (Optional) Multicast signaling is optimal when having many base
stations and is required with more than 256 base sta-
tions connected.

If enabled, this willimpose multicast support for the net-
work.

For more information, see "Using Multicast" on
page 131.
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Multicast address (Optional) Multicast address used for signaling.
Default value: 239.255.1.11
Please refer to RFC 2365 and RFC 4291 for details.

Multicast TTL (Optional) The TTL is used to limit the propagation of the mul-
ticast packets across routers.

Default value: 1

Note:The TTL is configurable and it is possible to
change the value according to network topology. For
more information, see vendor specific documentation.

Default sync type (Optional) This setting controls the default sync type for new
base stations connecting to the server.

Possible values: Free running, Radio or LAN.

Note: Selecting Free running will configure each
base station as a sync master. For more information,
see also Synchronization and Deployment Guide.

Default value: Radio

LAN sync transport protocol The protocol transport layer used by PTP for LAN
(Optional) sync.

Possible values: Ethernet, IPv4 or IPv6.

For more information about using LAN syn-
chronization, see "LAN Based Synchronization
(License Required)" on page 136.

LAN sync type of service (TOS/Diff-| TOS/DiffServ values can be configured for PTP pack-
serv) (Optional) ets used for LAN sync. The values are entered in
decimal.

Network priority: Packets with higher TOS/DiffServ
have higher priority on the network.

184 = critical (highest priority)
96 = flash

64 = immediate

32 = priority

0 = routine (lowest priority)

Default value: 184 (Expedited Forwarding)
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Wireless Server Configuration - Handsets (Not relevant to the Spectralink IP-DECT
Server 200.

Handset sharing (Optional) Enabled by default when Handset Sharing License is
loaded.

Disable this, if handset sharing is not to be allowed.

For more information about using handset sharing and
configuring handset login, see "Handset Sharing" on
page 207.

Handset login If enabled, user credentials can be entered on the
(Only visible if Lync/SfB + Security handset and no user configuration is required on the

(TLS, SRTP) License is loaded) server. Use long key press 9 to login. (System depend-
’ ant).

For more information, see "Configuring Handset
Login" on page 212 and Handset User Guides.

Wireless Server Configuration - Application interface

Username Enter username required to access the application
interface.

Max. length: 31 characters.

New password (Optional) Enter password required to access the application
interface.

Max. length: 31 characters.

New password again (Optional) Confirm password required to access the application
interface.

Enable MSF (Optional) If enabled, access to the MSF application interface is
supported.

Default value: Disabled

Enable XML-RPC (Optional) If enabled, access to the XML-RPC application inter-
face is supported.

Default value: Disabled

Internal messaging (Optional) If enabled, internal messaging to allow handset-to-
handset messaging without an external application is
suported. )
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Wireless Server Configuration - Feature codes

Enable (Optional)

If enabled, feature codes for controlling features from
the handsets can be used.

Call forward unconditional - enable
(Optional)

Enable call forward unconditional by dialing this code
(*21*), followed by the desired extension ($ = exten-
sion) and #.

E.g. *21*$#

Note: Itis possible to change the code *21* on the
Spectralink IP-DECT Server to fit your standard. For
more information, see the relevant documentation
available at http://support.spectralink.com/.

Call forward unconditional - dis-
able (Optional)

Disable call forward unconditional by dialing this code
(#21#).

Wireless Server Configuration -

Languages

Phone Language (Optional)

Language of system messages displayed in handset.

Select the desired language from the list.

Wireless Server Configuration -

MSF

Enable Long-Press Key0 - Phone-
book (Optional)

If enabled, allow DECT Server to use this long key
press for phone book.

Enable Long-Press Key1- Phone-
book (Optional)

If enabled, allow DECT Server to use this long key
press for phone book.

Enable Long-Press Key2 - Phone-
book (Optional)

If enabled, allow DECT Server to use this long key
press for phone book.

Enable Long-Press Key3 - Phone-
book (Optional)

If enabled, allow DECT Server to use this long key
press for phone book.

Enable Long-Press Key4 - Phone-
book (Optional)

If enabled, allow DECT Server to use this long key
press for phone book.

Enable Long-Press Key5 - Phone-
book (Optional)

If enabled, allow DECT Server to use this long key
press for phone book.

Enable Long-Press Key6 -
Undefined (Optional)

If enabled, allow DECT Server to use this long key
press.

Enable Long-Press Key7 -
Undefined (Optional)

If enabled, allow DECT Server to use this long key
press.
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Enable Long-Press Key8 - If enabled, allow DECT Server to use this long key
Undefined (Optional) press.

Enable Long-Press Key9 - Hand- | If enabled, allow DECT Server to use this long key
set Sharing (Optional) press for handset sharing.

For more information, see "Handset Sharing" on
page 207 and "User Sign-in/Sign-out" on page 211.

N

Click Save.
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Checking Sync State of Spectralink IP-DECT Base Sta-
tion

You can get information about the synchronization state of the base station - the uptime and to which
radio unit it synchronizes on through the web based Administration Page of the Spectralink IP-

DECT Server. This is useful when you want to get an overview of the base stations and in case of
problem solving.

1. Click Administration, and then click Base Station.

2. Onthe Base Stations page, check the sync state of the base stations:

Base stations

Show Al ] entries Search

No “ Serial Description RPN Cluster Firmware Status Uptime Sync Sync Source Lost

0 8472982 Serial: 0008472982 0 Defauilt devel 57000 v 0:01:15:52 o Radio: 0 0-0%

1 8496593 Serial: 0008496593 1 Default PCS17Ca v 0:01:09:05 v Radio: 0 0-0%

2 8464784 Serial: 0008464784 2 Default PCS17Ca v 0:01:12:32 v Radio: 0 0-0%

Showing 1 to 3 of 3 entries First Previous 1 Next Last
zation: V synon Xse. [ Jv—

« If marked with Y Free running (Sync Master)
« If marked with »" green: Synchronized (Primary Sync Master)
« If marked with x : Searching (not in sync with any radio unit)

« If marked with ﬂ: Unknown (not connected - base station removed from installation)
3. View RFP and RPN numbers.

= Note:

When you click a base station in the list, you can check the RSSI values of the base sta-
tions it is synchronizing on (Primary sync/Secondary (Alternative) sync). For more inform-
ation about synchronization and RSSI values, see Synchronization and Deployment
Guide.

Checking for Loops

As part of troubleshooting it is possible to check if loops have accidently been created in the syn-
chronization chain.

1. Click Administration, and then click Base Station.
2. Click Loops.

If a synchronization loop is being detected, synchronization chain must be reconsidered.
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Registering Users and Subscribing Spec-
tralink DECT Handsets

You must register a user and subscribe a handset before you can use it.

« When registering users, you enter information about each user's settings (such as; IPEI, user-
name (handset serial number), access code etc.) in the system database.

For more information about the handsets serial number, see "Identifying IPEI on Spectralink
Handset" on page 50.

« When subscribing handset, you subscribe a handset to a registered user with a matching
IPEI.

E Note:
. If the user is not registered in the system database, subscription of the handset is
not possible.

Registering a User
To register users, you use the web based Administration Page of the server.
To Register/Create a New User

1. Click Users, and then click List Users.
2. Click New to create a new user.

3. Onthe User page, enter the following data:

Field Setting

User - DECT device

Model After registration of user and subscription of handset, this
field will contain information about the handset model.

E.g. Spectralink 7742

Software part number After registration of user and subscription of handset, this
field will contain information about the software part-
number.

E.g. 14225100

Firmware After registration of user and subscription of handset, this
field will contain information about the firmware version.
E.g. PCSJA. )
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Field Setting

IPEI (Optional) If a specific handset is being subscribed for this user,
enter the IPEI number of the actual handset (the IPEI
number is readable from the label on the product). If this
is not the case, this field can be left empty and it will auto-
fill when the handsets subscribe.

Note: A SIP REGISTER will not be sent before there is
an IPEI number present.

Note: Programming of IPEIl number into the system data-
base is necessary to enable service to the handset.

Note: If handset sharing is used, the IPEI label will be a
link, that you can click on and link to a device. For more
information, see "Adding Devices to Server" on

page 220.

Access code (Optional) Administrators can define a system wide or individual
access code as extra wireless security during the sub-
scription process.

Note: Some 3rd party phones may need an Access code
to register to the Spectralink IP-DECT Server.

User - User

PIN code (Optional)(Only visible | Enter a code in the PIN code field for added security to
if Handset Sharing License is prevent other users from linking a handset with your user
loaded) profile.

The PIN code associates the user with a handset. For
more information, see "User Sign-in/Sign-out" on
page 211. See also Lync/Skype for Business Inter-
operability Guide.

Standby text (Optional) Enter a standby text.

A standby text is a fixed label shown in the top left part of
the screen on the DECT handset when in idle state.

Note: This feature is only available if Spectralink DECT
handsets are being used. If third party DECT handsets
are being subscribed, this feature is not supported.

Disabled (Optional) If enabled, the user is disabled.
Note: A disabled user cannot make calls from the hand-
set.
. J
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Field Setting

User - SIP

Username/Extension Must contain information used for SIP registration etc.
E.g.the"user"ina SIP URI.

Domain (Optional) Enter the domain part of a SIP URI.
E.g. example.orgin
John Doe<sip:1234@example.org>
Note: If not configured, the default domain entered under
SIP configuration will be used.

Displayname (Optional) Enter the name of the user (e.g. caller ID).

E.g. John Doe in
John Doe<sip:1234@example.org>

Note: If Cisco Unified CM (Advanced Features) License
is loaded, the Cisco Unified CM will not use this, but it
may ease the administration of users within the Spec-
tralink IP-DECT Server.

Authentication user (Optional) Enter the user ID of the end user.
E.g. JohnDoe or 5208.

Note: The user name will override the Default User field
under SIP Configuration.

Priority:
1. Authentication user set for individual users

2. Authentication user set in server SIP settings
3. User name set for individual users

Authentication password Enter the digest credential of the end user.

(Optional) Note: The password will override the Default Password

field under SIP Configuration.

User - Features

Call forward unconditional A Call Forward Unconditional (an extension to forward
(Optional) calls to) can be added/removed via the web based Admin-
istration Page.
N J
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User 5208
DECT device
Model Spectralink 7742
Software part number 14225100
ltem number 02670000
Firmware 16W
HW version 6
Production Id 0024 065F 3C25 7T14C
IPEI (05003 0645049 |
Access code | |
User
Standby text [5208 |
Disabled O
SIP

Username / Extension * |5208

Domain |

Displayname |

Authentication user | 5208
Authentication password lCI
Features

Call forward unconditional | |

| Save || Delete Cancel |

=) Required field

4. Click Save.

Subscribing a Spectralink DECT Handset

Subscription of the Spectralink DECT Handset is performed from the menu in the handset.

E Note:

. You must configure the Spectralink IP-DECT Server to allow for subscription. If the sys-
tem does not allow subscription, it is not possible to subscribe the handset. For more
information, see "Configuring Wireless Server Settings" on page 111.

You subscribe a handset by creating a login (Menu > Settings > Advanced > Login).

For more information, see the relevant Handset User Guides.
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Some handset management is performed using the web based Administration Page of the server.

« Management of the handsets, firmware and users can be performed from web based Admin-
istration Page > Users > List Users.

« Import and export of user data can be performed from web based Administration Page >
Users > Import/Export.

User List
Overview
System ARI 10053546510 [10 2b b3 52 00]
Users Subscribed Registered
Total 4 4 4

Enable || Disable || Delete || Re-register || Un-subscribe || Firmware update
Show entries Search:
] “ Enabled User Displayname IPEI Handset Firmware Subscription Registration Latest activity
O v 5202 05003 0639454 Spectralink 7212 16W v v o
O v 5204 05003 0644050 Spectralink 7532 16W v v )
O v 5206 05003 0645481 Spectralink 7642 16W v v x
O v 5208 05003 0645049 Spectralink 7742 16W v v X
Showing 1 to 4 of 4 entries First Previous 1 Next Last
Import/Export Users

Import user data

CSV format Browse... Load

Encoding ®UTF-8 O 1SO/EC 8859-1 O Windows-1252

Export user data

CSV format Save

XML format Save

Delete users

Delete all users Delete

Note:

Handset programming and firmware maintenance can be done using the Handset and
Repeater Management Tool. The Handset and Repeater Management Tool can be
downloaded from http://support.spectralink.com/products.

For more information, see Handset and Repeater Management Tool User Guide.

Handset firmware can also be updated through provisioning. For more information, see
Provisioning Guide.
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This section provides information about handset management such as:

Viewing handset/user configuration

Searching for handset/user information

Deregistering handsets (remove handset from the list)
Changing user configurations

Updating handset firmware

Unsubscribing handsets (remove login)

Importing handset registration data

User List Information

From the User List page itis possible to get an overview of the following:

System ARI - the system the user is subscribed to.

Enabled - if user/handset is enabled.

User - SIP account user name/extension

Displayname - name presenting the user in outgoing calls.

IPEI - IPEI number of handset

Handset - Handset model

Firmware - firmware version in handset

Subscription - indicates if handset is subscribed to a Spectralink IP-DECT Server.
Registration - indicates if handset is registered to a SIP server.

Latest activity - last time the server has been in contact with the handset.

o 3 Location Registration

e . Outof Range

. ﬂ- Unknown

. x Handset turned off

Nodes (only relevant if using redundancy server) - indicates if handset is subscribed on the
master server or backup server.

Note:
You can sort the information by clicking each header.

You can search for e.g. phone numbers, users, software etc. using the Search field
(upper right side).
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Tasks to Perform from User List

Selecting one or more users from the list you can do the following:

view or change handset/user configurations
« search handset/user information

« enable/disable users

« delete users

« re-register users

« un-subscribe users

« update firmware in the handsets

« deregister a handset

User List
Overview
System ARI 10053546510 [10 2b b3 52 00]
Users Subscribed Registered
Total 4 4 4

Enable || Disable || Delete || Re-register || Un-subscribe || Firmware update

Show Al | entries Search: [
L * Enabled User Displayname IPEI Handset Firmware Subscription Registration Latest activity

(] v 5202 05003 0639454 Spectralink 7212 16W v v Q

[m] v 5204 05003 0644050 Spectralink 7532 16W v v [x]

[m] v 5206 05003 0645481 Spectralink 7642 16W v v X

O v 5208 05003 0645049 Spectralink 7742 16W v v X

Showing 1 to 4 of 4 entries First Previous 1 Next Last

Note:
: You can also create users from the User List. For more information, see "Registering a
User" on page 145.

To View or Change Handset/User Configuration

You can view or change all the user configurations of the wireless system through the web based
Administration Page.

1. Click Users, and then click List Users.
The list will show all entries as default. It is possible to search for information.

2. Click on the relevant user to change user configurations, such as the AC (authentication
code). For more information, see "Registering Users and Subscribing Spectralink DECT
Handsets" on page 145.

3. If changing user configuration settings, click Save.

To Search Handset/User Information

You can search for a registered handset/user in the system through the web based Administration
Page.

1. Click Users, and then click List Users.

2. Inthe Search field, enter relevant search string.

The search results are shown in the list.
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To Disable/Enable User

As default a user is enabled. You can disable a user on the server and prevent this user from making
calls from the handset.

1. Click Users, and then click List Users.
2. Onthe User List page, select the relevant user(s) from the list.

3. Click either Enable or Disable.

To Delete User

1. Click Users, and then click List Users.

2. Onthe User List page, select the relevant user(s) from the list.
3. Click Delete.

4. Click OK to confirm.

To Re-register User

1. Click Users, and then click List Users.
2. Onthe User List page, select the relevant user(s) from the list.
3. Click Re-register.

To Un-subscribe User

You can unsubscribe a handset from the system.

Click Users, and then click List Users.

On the User List page, select the relevant user(s) from the list.
Click Un-subscribe.

Click OK to confirm.

R
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To Update Handset Firmware

1. Click Users, and then click List Users.

2. Onthe User List page, select the relevant user(s) from the list.
3. Click Firmware update.
4

. Onthe Handset firmware update page, enter the following data:

Field Setting

Handset firmware update - Options

Update time Default value: Now. If you want to upload later, select an
appropriate time within the next 24 hours.

Update load Default value: Medium

Select relevant upload capacity. The load corresponds to
the number of maximum simultaneous updates.

You can select between Low, Medium or High.

Low: 1 handset at a time. Medium: 4 handsets per
media resource. High: 16 handsets per media resource.

Example: 2 media resources and High load = 2*16 = 32
simultaneous updates.

Firmware file The firmware file can be either a previously uploaded
default firmware file or a new firmware file chosen. A new
firmware file must be a valid firmware file with the exten-
sion .bin.

Select either Default or Upload.

Handset firmware update
Options

Update time:
Update load

Firmware file ® Default

O Upload

5. Click Start.

Import/Export of Users or Delete Users

From the Import/Export page it is possible to import/export user data or delete all users.

1. Click Users, and then click Import/Export.

2. Onthe lmport/Export Users page, enter the following data:
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Field Setting

Import/Export Users - Import user data

CSV format If you want to import user data, browse for the CSV file to
import, and click Load.

To be able to import the data correctly, the CSV file must
contain certain information and punctuation. For more
information, see "Example of Handset Registration Data
- CSV Format" on the next page.

Encoding Select the correct encoding for the CSV file. You can
choose between UTF-8, ISO/IEC 8859-1 or Windows-
1252.

Note: The encoding depends on the software that was
used to generate the CSV file. If you use Microsoft Win-
dows, you will probably select Windows-1252.

Import/Export Users - Export user data

CSV format If you want to save the user data file in CSV format, click
Save.

The CSV format can be imported back into the server.

XML format If you want to save the user data file in XML format, click
Save.

The XML format is used for provisioning. For more inform-
ation, see Provisioning Guide.

Import/Export Users - Delete users

\Delete all users If you want to delete all users, click Delete. )
Import/Export Users
Import user data
CSV format Browse...
Encoding ®UTF-8 O I1SO/NEC 8859-1 O Windows-1252
Export user data
CSV format
XML format
Delete users
Delete all users
14215700-1G, Edition 9.0 154

October 2018, Original document



Spectralink IP-DECT Server 200/400/6500 Installation and Configuration Guide

Example of Handset Registration Data - CSV Format

You can import handset registration data in CSV format. To be able to import the data correctly, you
must create a file containing the following information and punctuation:

#IPEl,access code,standbytext,username,domain,displayname,authenticate user-
,authenticate password,disabled

mas, e.g..#IPEl,access code,,username,domain,displayname,authenticate user-

E Note:
. If you want to leave out some of the information, e.g. standbytext, you must keep the com-
,authenticate password,disabled.

A B C D E F G H | 1 K
1 |#IPEI,pin :_lode,standby‘text,username,d0main,displayname,authenticate user,authenticate password,disabled
2 |05003 0639454,"","5202","5202","","","5202","5202",0
3 |05003 0644050,"","5204","5204","" """, "5204","5204" ,0
4 |05003 0645481,"","5206","5206","","","5206","5206" 0
5 |05003 0B45049,"","5208","5208","","","5208","5208",0

For more information about importing user data, see "Import/Export of Users or Delete Users" on
page 153.

Note:
Itis not possible to import handset registration data already registered in the system.
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System Management

Through the web based Administration Page of the Spectralink IP-DECT Server it is possible to per-
form the following system management:

make a backup of configuration file

update system firmware (server, base stations, media resources and handsets)

restart the system

read system information and statistics

change administration password

reset the system

block new calls during firmware update

Import/Export configuration file

delete license

configure different system settings - for more information, see "Configuration Steps Overview'
on page 84.

E Note:
. System software can also be updated through provisioning. Besides provisioning of the

server configuration file, you can also provision firmware files for base stations, media
resources and handsets. For more information, see Provisioning Guide.
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Making a Back-Up and Restore of System

Through the web based Administration Page of the Spectralink IP-DECT Server it is possible to
save the following data:

« configuration data of the Spectralink IP-DECT Server

« registration and subscription data of the users and handsets

« systeminformation

When saving the configuration data, you have an overall overview of the Spectralink IP-DECT
Server which is useful in case of problem solving or if you want to do a system restore.

To Make a Back-Up or Restore of Configuration File

1. Click Administration, and then click Backup.

2. Onthe System Backup page, enter the following data:

Field Setting

System Backup - Backup

Full system backup Click Save. A full system backup is performed and

saved.

System Backup - Restore

N

Full system restore Click Browse to browse for the relevant backup file, and

then click Restore.

J

System Backup

Backup
Full system backup
Restore

Full system restore ** Browse. .. Restore

*} Required field **) Require restart

3. Ifyou have made a full system restore, reboot the system.
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Updating Firmware

Note:

Contact your distributor for newest firmware.

Spectralink IP-DECT Server, Spectralink IP-DECT Base Station and Spectralink DECT Media
Resource firmware can be updated the following ways:

« Using the web based Administration Page of the Spectralink IP-DECT Server.
« Provisioning. For more information, see Provisioning Guide.

The Spectralink DECT Handset firmware can be updated the following ways:

o Overthe Air (SUOTA - Software Update Over The Air) through the web based Administration
Page of the Spectralink IP-DECT Server.

« Using the Handset Management Cradle and Handset and Repeater Management Tool.

To update the Spectralink DECT Handset using the Handset and Repeater Management
Tool, acquisition of a Handset Management Cradle and download of Handset and Repeater
Management Tool is required. Physical access to each Spectralink DECT Handset to be
updated is also required.

For more information about the Handset Management Cradle and Handset and Repeater
Management Tool, see Handset User Guides and Handset and Repeater Management Tool
User Guide.

« Provisioning. For more information, see Provisioning Guide.

Note:

Before updating system software, always make a backup of the configuration. For more
information, see "Making a Back-Up and Restore of System" on the previous page.
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To Update Spectralink IP-DECT Server Firmware

1. Click Firmware, and then click Wireless Server.

Update firmware

Firmware file
Browse...

[ Use firmware as default

2. Onthe Update firmware page, click Browse to find the relevant firmware file.

Enable the Use firmware as default check box if you want the server firmware as default for
all base stations and media resources (recommended).

Click Update.
Wait until the system has finished updating.

Firmware update ready - reboot to activate

baszy

Petnmdrm | B

Caution:
Do not cut power.
3. Click Reboot now or Back. Clicking Back, you have the option to make further changes
before the update is started.

4. Optionally, you can block new calls during a firmware update by clicking Administration, and
then clicking Wireless Server.

On the Wireless Server page, under Service Status, click Block.

Wireless Server
Wireless Server Status

Wireless Server Uptime 14d 21h 35m 9s | Reboot now || Reboot when idle |

Service Status

Call establishment Allowed

*) Required field **) Require restart

5. Click Reboot now or Reboot when idle.
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To Update Spectralink IP-DECT Base Station Firmware

Not relevant to the Spectralink IP-DECT Server 200.

New firmware can be uploaded either through provisioning (license required) or manually.

1.

Base stations can use default firmware, if selected when server firmware is uploaded.
For more information, see "To Update Spectralink IP-DECT Server Firmware" on the
previous page.

Click Firmware, and then click Base Station.

2. Onthe Update base station firmware page, enter the following data:

Field Setting

Update base station firmware - Default

PCS

Information about default firmware file version (PCS) - if a firm-
ware file has been uploaded.

Note: Once uploaded, default firmware will remain on the
server until overwritten.

Note: If the Use firmware as default check box on the
Update firmware page is enabled (Firmware > Wireless
Server or Configuration > Provisioning > Firmware), then
the server firmware is uploaded as default for all base stations
and media resources (recommended). For the files to be
updated in the base station, this must be executed either
through manual update or automatic update.

Build

Information about the build number of default firmware file - if a
default firmware file has been uploaded.

14215700-1G, Edition 9.0
October 2018, Original document

160



Spectralink IP-DECT Server 200/400/6500 Installation and Configuration Guide

Field Setting

Update base station firmware - Automatic

Enable (Optional) Default value: Disabled

Enabile this, if you want to make automatic update possible. The
base stations will be automatically updated using the default
firmware. Also new base stations automatically update to new
default firmware when connected.

Note: If the default firmware version changes, the update pro-
cess will start automatically according to the chosen values in
the Force and Start time fields.

Note: Using provisioning for base stations, media resources
and handsets, enabling automatic update is required. This can
be done either through the XML configuration file or the web
based Administration Page. For more information, see Pro-
visioning Guide.

Force (Optional) When Force is enabled, the base stations will be updated at the
selected Start time.

If Force is disabled, the base stations will be updated when
they become idle after the selected Start time.

Start time (Optional) Default value: Immediately

If you want to upload later, select an appropriate time within the
next 24 hours.

Click Save.

Update base station firmware - Manual

Firmware file (Optional) The firmware file can be either a previously uploaded default
firmware file, or a new firmware file chosen. A new firmware file
has to be a valid firmware file with the extension .bin.

Select either Default or Upload.

Start base station No The index number of the first base station to be updated.

You can check base station numbers under Administration >
base stations > IP Base Stations.

\End base station No The index number of the last base station to be updated.
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Update base station firmware

Default
PCS Mot available
Build Not available
Automatic
Enable O
Force restart O
Start time
Manual
Firmware file ) Default
® Upload Browse...

Start base station No *

0 |
1023 |

End base station No *

| Update || Reboot base stations |

=) Required field

3. Click Update. Selected base stations will be updated.

4. Click Reboot base stations if you want to reboot selected base stations.

Note:

If Automatic update is not enabled, Spectralink IP-DECT Base Stations can be
rebooted manually after they have been updated.
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To Update Spectralink DECT Media Resource Firmware

Not relevant to the Spectralink IP-DECT Server 200/400.

Once uploaded, default firmware will remain on the server until overwritten or deleted. New firmware
can be uploaded either through provisioning (license required) or manually.

1.

Media resources can use default firmware, if selected when server firmware is uploaded.
For more information, see "To Update Spectralink IP-DECT Server Firmware" on

Click Firmware, and then click Media Resource.

2. Onthe Update media resource firmware page, enter the following data:

Field Setting

Update media resource firmware - Default

PCS

Information about default firmware file version (PCS) - if a firm-
ware file has been uploaded.

Note: Once uploaded, default firmware will remain on the
server until overwritten.

Note: If the Use firmware as default check box on the
Update firmware page is enabled (Firmware > Wireless
Server or Configuration > Provisioning > Firmware), then
the server firmware is uploaded as default for all base stations
and media resources (recommended). For the files to be
updated in the media resource, this must be executed either
through manual update or automatic update.

Build

Information about the build number of default firmware file - if a
default firmware file has been uploaded.
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Field Setting

Update media resource firmware - Automatic

Enable (Optional) Default value: Disabled

Enabile this, if you want to make automatic update possible. The
media resources will be automatically updated using the default
firmware. Also new media resources automatically update to
new default firmware when connected.

Note: If the default firmware version changes, the update pro-
cess will start automatically according to the chosen values in
the Force and Start time fields.

Note: Using provisioning for base stations, media resources
and handsets, enabling automatic update is required. This can
be done either through the XML configuration file or the web
based Administration Page. For more information, see Pro-
visioning Guide.

Force (Optional) When Force is enabled, the media resources will be updated at
the selected Start time.

If Force is disabled, the media resources will be updated when
they become idle after the selected Start time.

Start time (Optional) Default value: Immediately

If you want to upload later, select an appropriate time within the
next 24 hours.

Click Save.

Update media resource firmware - Manual

Firmware file (Optional) The firmware file can be either a previously uploaded default
firmware file, or a new firmware file chosen. A new firmware file
has to be a valid firmware file with the extension .bin.

Select either Default or Upload.

Start media resource No The index number of the first media resource to be updated.

You can check media resource numbers under Admin-
istration > Media resource.

\End media resource No The index number of the last media resource to be updated.
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Update media resource firmware
Default

PCS Mot available
Build Not available
Automatic
Enable O
Force restart O
Start time
Manual
Firmware file O Default
® Upload Browse...

Start media resource No * |0 |

End media resource No * |31 |

| Update || Reboot media resources |

=) Required field
3. Click Update. Selected media resources will be updated.
4. Click Reboot media resources if you want to reboot selected media resources.

Note:

If Automatic update is not enabled, Spectralink DECT Media Resources can be
rebooted manually after they have been updated.

To Update Spectralink DECT Handset Firmware Over The Air (SUOTA)

.— | | Note:
— Only Spectralink DECT Handset 7202/7212, 7502, 7522/7532, 7622/7642, 7722/7742
and Spectralink DECT Handset Butterfly can be updated over the air (SUOTA).
The Spectralink DECT Handsets has a hardware platform that supports dual flash par-
tition to ensure that the new firmware can be verified before it takes over from current run-
ning firmware.
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1. Click Firmware, and then click Handset.

2. Onthe Handset update settings page, enter the following data:

Field Setting

Handset update settings - Automatic update

Enable (Optional) Enable.

This will make automatic update possible.
Only in charger (Optional) If enabled, only handsets in charger will be updated.
Start time (Optional) Default value: Immediately

If you want to upload later, select an appropriate time
within the next 24 hours.

System load (Optional) Select relevant upload capacity. The load corresponds to
the number of maximum simultaneous updates.

Possible values: Low, Medium or High.
Default value: Medium

Low: 1 handset at a time. Medium: 4 handsets per
media resource. High: 16 handsets per media resource.

Example: 2 media resources and High load = 2*16 = 32
simultaneous updates.

Note: If you schedule an upgrade during day hours, you
would typically choose Low to Medium load to avoid any
impact on Users. Upgrade after hours typically means no
User load, therefore, you can choose High priority.

Handset update settings
Automatic update

Enable O

Only in charger []

Start time
System load

3. Click Save.

E Note:

. If you have already loaded handset firmware to the server, enabled the Enable
check box and set Start time to Immediately, this will trigger firmware upload for
the appropriate handsets as soon as you click Save.
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Only handsets needing update will be updated. The update progress is shown in the handset

display and on screen. If some of the handsets have already been updated, it will appear on
the screen.

If the handset is disconnected during the update, "Abnormal release" appears in the update
progress box. If the handset is not SUOTA capable, a message appears on the screen.

= Note:

If update of a handset fails, the handset will be put back in the queue. A handset can fail

up to 15 times before updating for that specific handset is given up. If a handset is located

on the edge of the DECT coverage area it could fail-retry more often.

If battery level in handset is low, then the handset will refuse the update request.

Restarting System or Block Calls during Firmware
Update

Through the web based Administration Page of the Spectralink IP-DECT Server it is possible to
restart he Spectralink IP-DECT Server or block new calls during firmware update.

To Restart System or Block New Calls

1. Click Administration, and then click Wireless Server.

Wireless Server
Wireless Server Status

Wireless Server Uptime 14d 21h 35m 9s | Reboot now || Reboot when idle |

Service Status

Call establishment Allowed

*) Required field **) Require restart

2. Onthe Wireless Server page, under Wireless Server Status, click Reboot now or
Reboot when idle (when active calls have ended) if you want to restart the system.

3. Onthe Wireless Server page, under Service Status, click Block if you want to block for
new calls during firmware update.

4. Click OK again.

Reading System Information

Through the web based Administration Page of the Spectralink IP-DECT Server it is possible to
read the following system information:

o General status
« Logs Information

« Wireless Server Information
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» Statistics (Wireless Server, Media Resource, Base Station, Active Calls, Abnormal Releases,
Traffic Distribution)

General Status Information

This page provides general system information such as hardware and firmware information.

1. Click Status, and then click General. The General Status page appears.
Example from Spectralink IP-DECT Server 200:

General Status
General
IP address 172.29.194.196
NTP Server 172.29.129.47
Time 2018-02-19 07:56:21
Serial 9479665
MAC address  00:13:d1:90:a5:f1
Product ID 0024 CEDO CBEG 5532
Production Date 2018-02-08

Hardware

PartNo 14218700
PCS 10B_
Firmware

PartNo 14218500
PCS devel

Build 59743

Quick status

SIP X
Provisioning [%]
NTP v

Example from Spectralink IP-DECT Server 6500:

General Status

General

IP address 172.29.194.107

NTP Server 172.29.129.47

Time 2017-09-12 10:02:56

Serial 8490046

MAC address  00:13:d1:81:8c:3e

Product ID 000E 9BA0 DOFD 4650

Production Date 2015-01-20

Hardware

PartNo 14212520

PCS 10A_

Firmware

PartNo 14218500

PCS devel

Build 57872

Quick status

SIp [x]

Base stations v

Media resources v

Provisioning [%]

NTP v
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Logs Information

This page provides log information such as media resource connection, base station connection and
different types of status.

1. Click Status, and then click Logs. The Message Log page appears.

Message Log

Display filter |noti:e V‘ |App|ication V| ‘ Export | | Refresh | | Clear ‘ | Stream ‘ Stop
Show entries
No “ Timestamp Type Message
0 2018-02-19 05:06:12.425 notice KGAP 1.37.0 (59642) started
1 2018-02-19 05:06:15.314 tnotice MediaResource 1.32.0 59642 started
2 2018-02-19 05:06:15.345 tnotice Rfp (59642) started
3 2018-02-19 05:06:15.934 Y notice msfphonebook started
4 2018-02-19 05:06:16.528 Y notice Received RPN=0
5 2018-02-19 05:0616.529 Y notice Received radio sync: primary=0 secondary=0
8 2018-02-19 05:06:16.529 t notice Received RFCarrierEnabledMask: 0x3ff
7 2018-02-19 0506716 529 * notice Received system TX power 0
8 2018-02-19 05:06:16.529 t notice Received external antenna mode: 0
9 2018-02-19 05:06:16.820 notice BMC init: Ver: 0.0 build: 12345 Testmode:0. Sw: PartNo:14127800 Pcs:PCS00___
10 2018-02-19 05:06:18.092 'notice LinkInfo: Sync to master (self)
11 2018-02-19 06:59:10.969 L notice SIP REGISTER request from:5208 to:5208 Timeout error sending to 93.184.216.34
12 2018-02-19 06:59:10.970 Lwarning Blacklisted 93.184.216.34 for 30 seconds
13 2018-02-19 06:59:26 210 Ynotice SIP INVITE request from:5208 to:5204 Timeout error sending to 93.184.216.34
14 2018-02-19 06:59:26 972 Y notice SIP REGISTER request from:5204 to:5204 Timeout error sending to 93.184.216.34
15 2018-02-19 07-00-18.440 t notice SIP REGISTER request from:5208 to:5208 Timeout error sending to 93.184 216.34
16 2018-02-19 07:00:18 440 Lwarning Blacklisted 93.184.216.34 for 30 seconds
17 2018-02-19 07-00-34 442 t notice SIP REGISTER request from:5204 to:5204 Timeout error sending to 93.184 216.34
18 2018-02-19 07-00-50.443 t notice SIP REGISTER request from:5208 to:5208 Timeout error sending to 93.184 216.34
19 2018-02-19 07:00:50.443 Lwarning Blacklisted 93.184.216.34 for 30 seconds
20 2018-02-19 07:.01.06.445 L notice SIP REGISTER request from:5204 to:5204 Timeout error sending to 93.184.216.34

2. Fromthe Display filter list you can select between emergency, critical, error, warning,
notice or info depending on the logs you want to see. Furthermore, select between Applic-
ation or Audit to get the wanted log type.

The different types of status are:

Note:

An Application log is a file of events, logged by the system. An Audit log is a chro-
nological set of records documenting the sequence of activities.

Itis possible to clear the message log buffer for Application logs. The Audit log
cannot be deleted - except when performing a factory reset.

Itis possible to stream an Application log, whereas an Audit log cannot be

streamed.

emergency (errors causing the system to malfunction for all calls)

critical (events that do not occur under normal operation, cause major malfunction)

error (events that do not occur under normal operation, cause minor malfunction)

warning (events that do not occur under normal operation, may cause malfunction)
notice info (events that occur under normal operation)

3. Click Export if you want to save the logs in afile.
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Wireless Server Information

This page provides information about the firmware version and ARI code of the Spectralink IP-
DECT Server.

1. Click Status, and then click Wireless Server. The Wireless Server Status page appears.

Wireless Server Status

General

Firmware version 58478

System ARI 10053546510 [10 2b b3 52 00]

License information

License max users 30

License features Handset sharing, Enhanced Provisioning Interface

Service Status
Wireless Server Uptime 0d 2h 1m 6s

Call establishment Allowed
Subscription Allowed
Statistics

On this page you can get an over all overview of how the system is running.

You can get statistics of the following:

o Wireless Server

« Media Resource

« Base Station

« Active Calls

« Abnormal Releases
« Traffic Distribution

Note:

For more in depth information and to gain access to the Spectralink training material, you
must attend training and become Spectralink Certified Specialist.

Please visit http://partneraccess.spectralink.com/training/classroom-training for more
information and registration.
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Statistics of Wireless Server

This page is useful to get information about traffic on the Spectralink IP-DECT Server such as voice
call traffic and message call traffic and it provides a summary of subscription and handover statistics.
It also provides information about the traffic load (Erlang) of the installation which is useful when
determining the number of media resources needed.

« Click Statistics, and then click Wireless Server. The Trafic Statistics page appears.

Traffic Statistics
General

Current Time 2017-10-30 12:41:52 | Refresh Statistics
Statistics running 5d 2h 59m 36s since 2017-10-25 10:42:16

Voice call traffic statistics

Call direction Active now Active max.  Overall
Incoming 0 20 38601
QOutgoing 0 20 38593
Total 0 40 77194
Message call traffic statistics

Call direction Active now Active max.  Overall
Incoming 0 0 0
QOutgoing 0 0 0
Total 0 0 0
Subscription & location registration summary

Action Success Fail Total
Subscription request 0 0 0
Subscription terminate request 0 0 0
Location request 0 0 0
Handover statistics summary

Action Completed Cancelled Total
Connection handovers 49 0(0.0%) 49
Traffic load

Average time (min) Calls/Hour Erlang

1 0 0.00

5 0 0.00

60 0 0.00

You can delete all statistic traffic information by clicking Reset Statistics.

Statistics of Media Resource
This page is useful to get statistical information about the media resource.

« Click Statistics, and then click Media Resource. The Media Resources page appears.

Media Resources

Show entries Search [ ]

No “ Description Status Active now Active max. Overall Load Load max. RTP loss

0 Serial: 0009467642 v 0 9 19426 0% 18% 0.0% - 0/109826490

1 Serial: 0009467549 v 0 9 18964 0% 18% 0.0% - 0/107184528

2 Serial: 0009459495 v 0 9 19406 0% 18% 0.0% - 0/109653198

3 Serial: 0009459502 v 0 9 19398 0% 18% 0.0% - 0/109707852

Showing 1 to 4 of 4 entries First Previous 1 Next Last
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Statistics of Base Station

This page is useful to get statistical information about the base station.

« Click Statistics, and then click Base Station. The Base Stations page appears.

Base stations

Show entries Search:

No * Description RPN Status Times busy Active now Active max. Overall RTP loss Frame errors

o Serial: 0008472982 0 v 0 0 3 54 0.0% - 0/184071 0.2% - 278/184072
Showing 1to 1 of 1 entries First Previous 1 Next Last

Statistics of Devices

« Click Statistics, and then click Device. The Devices page appears.

Devices
Show entries Search: [
User * Call time Abnormal releases Bearer handover C ion handover Call setup failed Text setup failed Out of coverage Frame errors
50001  23:05 0% - 072150 8% -2/23 0% - 0/1 0% - 0/2149 0% - 0/0 0-0:00 0.1% - 5459/8603152
50002 22:29 0% - 0/2150 10% - 2/20 0% - 0/0 0% - 0/0 0% - 0/0 0-0:00 0.0% - 4097/8277936
50003 2321 0% - 012122 19% - 9/46 0% - 0/2 0% -2/2123 0% - 0/0 0-0:00 0.2% - 18859/8700784
50004  22:45 0% - 12125 20% - 3115 0% - 0/2 0% - 0/0 0% - 0/0 0-0:00 0.1% - 4559/8374688
50005 2305 0% - 1/2098 12% - 3125 0% - 0/1 0% - 0/2097 0% - 0/0 0-0:00 0.1% - 4536/8600912
50006 23:21 0% - 1/2071 9% - 111 0% - 012 0% - 1/2071 0% - 0/0 0-0:00 0.1% - 6728/8696544
50007 22:48 0% - 1/2072 20% - 115 0% - 0/0 0% - 0/0 0% - 0/0 0-0:00 0.0% - 2642/8382752
50008  23:04 0% - 4/2048 22% - 2/9 0% - 0/0 0% - 0/2047 0% - 0/0 0-0:00 0.0% - 3684/8588896
50009 22:28 0% - 0/2047 10% - 1410 0% - 0/1 0% - 0/0 0% - 0/0 0-0:00 0.0% - 2767/8277312
50010 22:29 0% - 1/2099 4% - 121 0% - 0/0 0% - 0/0 0% - 0/0 0-0:00 0.1% - 6220/8279408
50011 2325 0% - 0/2024 0% -0/16 0% - 0/1 0% - 0/2023 0% - 0/0 0-0:00 0.0% - 3180/8709728
50012 22:53 0% - 1/2025 10% - 1410 0% - 0/1 0% - 0/0 0% - 0/0 0-0:00 0.0% - 3520/8404192
50013 23:09 0% - 0/2000 0% -0/14 0% - 0/1 0% - 0/1999 0% - 0/0 0-0:00 0.7% - 59071/8607984
50014 22:34 0% - 0/2000 0% -0/14 14% - 17 0% - 0/0 0% - 0/0 0-0:00 0.1% - 6490/8300896
50015 2324 0% - 0/1977 0% -0/14 0% - 0/0 0% - 0/1976 0% - 0/0 0-0:00 0.0% - 2561/8701888
50016  23:13 0% - 0/1955 0% -0/8 0% - 0/0 0% - 0/1954 0% - 0/0 0-0:00 0.0% - 2581/8610624
50017 22:40 0% - 0/1955 20% - 5/25 0% - 0/0 0% - 0/0 0% - 0/0 0-0:00 0.1% - 6849/8323264
50018 2327 0% - 0/1933 8% - 4/46 0% - 0/4 0% - 0/1932 0% - 0/0 0-0:00 0.2% - 15124/8703632
50019 2257 0% - 0/1934 21% - 7/32 0% - 0/1 0% - 0/0 0% - 0/0 0-0:00 0.1% - 8979/8417040
50020 22:54 0% - 011977 16% - 2112 0% - 0/1 0% - 0/0 0% - 0/0 0-0:00 0.0% - 3353/8402288
50021 23:11 0% - 0/1911 0% - 019 0% - 012 0% - 0/1910 0% - 0/0 0-0:00 0.0% - 1940/8601904
50022  22:40 0% - 0/1912 12% - 2/16 50% - 1/2 0% - 0/0 0% - 0/0 0-0:00 0.1% - 9024/8314400
50023 2327 0% - 1/1890 16% - 3/18 0% - 0/1 0% - 0/1889 0% - 0/0 0-0:00 0.1% - 4580/8693648

« Following columns contain important information about system performance:

« Abnormal releases

« Connection handover cancelled
« Call setup failed

o Frameerrors
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Statistics of Active Calls

« Click Statistics, and then click Active Calls. The Active Calls page appears.

Active Calls
Show entries Search: [
Established * Duration Direction State Codec Secure Local user Remote user Node
2017-11-30 13:36:09 0:40 Outgoing Active(5) AAL2-G726-32/8000 Y 50033 50034 S
2017-11-30 13:36:09 0:40 Incoming Active(5) AAL2-GT726-32/8000 Y 50034 50033 S
2017-11-30 13:36:15 0:34 Outgoing Active(5) AAL2-GT726-32/8000 Y 50031 50032 S
2017-11-30 13:36:16 0:33 Incoming Active(5) AAL2-G726-32/8000 Y 50032 50031 S
2017-11-30 13:36:24 025 Outgoing Active(5) AAL2-GT726-32/8000 Y 50023 50024 s
2017-11-30 13:36:25 0:24 Incoming Active(D) AAL2-GT726-32/8000 Y 50024 50023 S
2017-11-30 13:36:33 0:16 Outgoing Active(5) AAL2-GT726-32/8000 Y 50015 50020 M
2017-11-30 13:36:34 0:15 Incoming Active(5) AAL2-GT726-32/8000 Y 50020 50015 M
2017-11-30 13:36:37 0:13 Outgoing Active(5) AAL2-G726-32/8000 Y 50028 50029 S
2017-11-30 13:36:37 0:12 Incoming Active(5) AAL2-G726-32/8000 Y 50029 50028 S
2017-11-30 13:36:40 0:09 Outgoing Active(5) AAL2-GT726-32/8000 Y 50005 50010 M
2017-11-30 13:36:41 0:08 Incoming Active(5) AAL2-G726-32/8000 Y 50010 50005 M
2017-11-30 13:36:43 0:06 Outgoing Setup(2) None N 50037 50038 S
2017-11-30 13:36:44 0:05 Incoming Setup(4) AAL2-GT726-32/8000 Y 50038 50037 S
2017-11-30 13:36:49 0:00 Outgoing Setup(2) None N 50008 50009 M
2017-11-30 13:36:49 0:00 Incoming Setup(3) None Y 50009 50008 M
Showing 1 to 16 of 16 entries First Previous 1 Next Last

Statistics of Abnormal Releases
This page is useful to get statistical information about abnormal releases.

« Click Statistics, and then click Abnormal Releases. The Abnormal call releases page

appears.
Abnormal call releases
Reason Count
Timer expired (0xe20d) 1
Connection lost (0xe207) 15
Total 16
Show entries Search [ ]
Timestamp * User RfpNo Reason Call State
2017-10-25 14:25:32 50008 5 Connection lost Active
2017-10-25 17:36:40 50026 3 Connection lost Active
2017-10-2519:37:13 50004 0 Connection lost WaitForConnectind
2017-10-26 00:24:15 50012 4 Connection lost WaitForConnectind
2017-10-26 04:56:58 50010 ] Connection lost WaitForConnectind
2017-10-26 07:30:22 50008 4 Timer expired (0xe20d)PX|ék Active
2017-10-26 10:15:44 50028 3 Connection lost Active
2017-10-26 15:38:03 50030 1 Connection lost WaitForReleaseCfm
2017-10-26 17:26:51 50031 6 Connection lost OutgoingSetup
2017-10-26 21:23:17 50008 5 Connection lost OutgoingSetup
2017-10-27 03:05:41 50005 5 Connection lost Active
2017-10-27 04:53:29 50006 5 Connection lost Active
2017-10-27 07:00:43 50023 3 Connection lost Active
2017-10-27 08:08:49 50008 0 Connection lost Active
2017-10-27 09:05:57 50035 1 Connection lost Active
2017-10-27 10:04:45 50007 5 Connection lost WaitForConnectind
Showing 1 to 16 of 16 entries First Previous 1 Next Last
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Statistics of Traffic Distribution
This page is useful to get statistic information about traffic distribution during the last 24 hours.

« Click Statistics, and then click Traffic Distribution. The Traffic Distribution page

appears.
Traffic Distribution

Show entries Search:[ ]
Time * Voice calls Abnormal releases MSF calls Voice calls total Abnormal releases total MSF calls total
00-01 0 0 0 3237 1 0

01-02 0 0 0 3232 0 0

02-03 0 0 0 3230 0 0

03-04 0 0 0 3233 1 0

04-05 0 0 0 3225 2 0

05- 06 0 0 0 3232 0 0

06 - 07 0 0 0 3232 0 0

07 - 08 0 0 0 3227 2 0

08-09 0 0 0 3232 1 0

09-10 0 0 0 3233 1 0

10-11 0 0 0 3240 2 0

1-12 0 0 0 2872 0 0

12-13 0 0 0 3231 0 0

13-14 0 0 0 3229 0 0

14-15 0 0 0 3233 1 0

15-16 0 0 0 3229 1 0

16-17 0 0 0 3230 0 0

17-18 0 0 0 3230 2 0

18-19 0 0 0 3235 [ 0

19-20 0 0 0 3226 1 0

20-21 0 0 0 3236 0 0

21-22 0 0 0 3224 1 0

22-23 0 0 0 3236 0 0

23-24 0 0 0 3230 0 0

Showing 1 to 24 of 24 entries First Previous 1 Next Last

Changing Administration Password
From the web based Administration Page of the Spectralink IP-DECT Server it is possible to change
the administration password.

For more information, see "Configuring Security Settings and Changing System Password" on
page 101.

1. Click Configuration, and then click Security.

2. Onthe Security Configuration page, enter the following data:

Field Setting

Security Configuration - Administrator Authentication
Current password Enter the current password.
New username Enter a new username.
New password (Optional) Enter a new password.
New password again Enter the new password again to confirm.
(Optional)
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Field Setting

Strict password requirements | If enabling strict password requirements, the device can
(Optional) be configured to enforce certain security rules and naming
conventions. For more information, see "Changing Admin-
istration Password" on the previous page.

Note: Once enabled, this setting can only be disabled by a
factory reset (Configuration > Factory Reset) that will
remove all configuration and user data.

Password expiration (Optional) | Select when you want the password to expire.
Possible values: Never, 30 days or 90 days.
Default value: Never

Note: Once enabled, this setting can only be disabled by a
factory reset (Configuration > Factory Reset) that will
remove all configuration and user data.

Security Configuration - Data protection

Allow unencrypted HTTP HTTPS is forced by default.
(Optional) If enabled, HTTP support is supported instead of HTTPS.

Note: Enabling unencrypted HTTP can cause passwords
and other sensitive data to be transmitted in clear text on
the network.

Allow remote logging If enabled, remote logging is allowed.

(Optional) Remote logging allows for Spectralink debug tools to

extract debug information from the unit.

Remove user passwords from | If enabled, users passwords are prevented from being
exported data (Optional) included when data are exported from the Spectralink IP-
DECT Server,e.g. when exporting the user list to XML
files or CSV files.

Note: Enabling this will exclude the user database from
full system backups.

Note: Once enabled, this setting can only be disabled by a
factory reset (Configuration > Factory Reset) that will

L remove all configuration and user data. )

3. Click Save.
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Resetting System to Factory Settings

Through the web based Administration Page of the Spectralink IP-DECT Server it is possible to
reset the Spectralink IP-DECT Server to factory default settings (original configurations and empty
user data base). Firmware version is not affected.

Note:

You can also reset the Spectralink IP-DECT Server and Spectralink DECT Media
Resource to factory settings by pressing the Reset button. For more information, see
"Server and Media Resource Reset Button" on page 59.

To Reset System

1. Click Configuration, and then click Factory Reset.

WARNING: Factory reset will remove all configuration and user data!

2. Click Reset, and then click OK.

All configuration and user data are being erased and the system will reboot.

Note:

If you by mistake delete a license or perform a factory reset of the system (which will
delete all loaded licenses), it is possible to retrieve the license(s) again by entering the
ARI code of the Spectralink IP-DECT Server in the Spectralink License Key Generator
on Spectralink Corporation's support portal: http://support.spectralink.com/keycode.

« Inthe ARI (DECT) / Serial number (Wi-Fi) field, enter the ARI, and click
Submit.

« Copythe license(s) into the web based Administration Page (Administration >
License > Licenses > Load license) and click Load.

If the license does not appear when entering the ARI of the system, contact Tech-
nicalsupport@spectralink.com.
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Exporting/Importing Configuration File

Through the web based Administration Page of the Spectralink IP-DECT Server it is possible to
export and import configuration file.

To Import/Export Configuration File

1. Click Configuration, and then click Import/Export.

2. Onthe Import/Export configuration page, do the following:

Import/Export - Export configuration

Export Click Save, if you want to export the configuration file.
Save the configuration file.

Import/Export - Import configuration

Import Click Browse, if you want to search for a configuration
file to be imported, select the relevant file, and then click
Load.
N Y,
Import/Export configuration
Export configuration
Import configuration

Import Browse...

3. Click Reboot.
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Deleting Licenses

1. Click Administration, and then click License.

2. Onthe Licenses page, under Loaded licenses, click Delete, to delete the relevant license.

Licenses
Load license
License ** | | | Load |
Loaded licenses
Key Users Features
8d66075784bdb5b0abeb2419a1f806bcdc87a07c000000000800000000000000 0 Handset sharing
Active License Summary
Users 30
Features Handset sharing
*) Required field **) Require restart
Note:

If you by mistake delete a license or perform a factory reset of the system (which will
delete all loaded licenses), it is possible to retrieve the license(s) again by entering the
ARI code of the Spectralink IP-DECT Server in the Spectralink License Key Generator
on Spectralink Corporation's support portal: http://support.spectralink.com/keycode.

« Inthe ARI (DECT) / Serial number (Wi-Fi) field, enter the ARI, and click

Submit.

« Copy the license(s) into the web based Administration Page (Administration >
License > Licenses > Load license) and click Load.

If the license does not appear when entering the ARI of the system, contact Tech-
nicalsupport@spectralink.com.

For information about loading a license, see "Loading Licenses" on page 45.
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Messaging Over MSF

With the MSF messages function you can send text messages to any MSF compatible handset con-
nected to the Spectralink IP-DECT Server.

XML-RPC SDK Documentation

To setup the system to use MSF you must obtain the document “XML-RPC SDK” from the following
e-mail address: aims@spectralink.com or go to this site:

http://www.spectralink.com/partners/app-developers/aims-application-form and fill out an applic-
ation form.
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Broadcast Messaging

Broadcast messaging is communication between one sender and a number of recipients. Broadcast
messaging enables you to deliver information to a large number of recipients at the same time —i.e.
all employees can instantly be notified of a fire alarm or be summoned for a company meeting.

Spectralink broadcast messaging is a one-way message that can be sent to a specified group of
handsets, or to all handsets in your system simultaneously.

When using Spectralink broadcast messaging your message can be transmitted as either a text mes-
sage of maximum 19 or 55 characters or as a color icon including a short explanatory text depending
on the application.

E Note:
. Only Spectralink Handsets 7622/7642/7722/7742 support broadcast messaging with
icons.

Depending on the application, the broadcast message can also be an alarm call, an emergency call,
or afire alarm.

Broadcast Messaging Support Matrix

%m DECT Servers Base Stations Handset Models

MSF Il Broadcast Mes- DECT Server IP-RFP/RFP5/RFP6  7202/7212
sages (19 Char-  2500/8000 Broadcaston RFP  7522/7532
acters) IP-DECT Server  requires firmware 7502
200/400/6500 PCS11
7622/7642
77227742
Butterfly
MSF I Broadcast Mes- DECT Server IP-RFP/RFP5/RFP6 7622/7642
sages (55 Char-  2500/8000 BroadcastonRFP4  7722/7742
acters) IP-DECT Server requires firmware
Advanced coloricon 200/400/6500 PCS11.
Support
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Components Supporting Broadcast Messaging

Following Spectralink solution components support broadcast messaging:

Broadcast Messaging Supported on Spectralink Handset

Handset Software Version

Spectralink Handset 7202/7212 Text (MSF II): All versions
Icons: Not supported

Spectralink Handset 7522/7532 Text (MSF II): All versions

Icons: Not supported

Spectralink Handset 7502 Text (MSF II): All versions

Icons: Not supported

Spectralink Handset 7622/7642 Text (MSF II/MSF IIlI): All versions

Icons: Supported

Spectralink Handset 7722/7742 Text (MSF II/MSF IlI): All versions

Icons: Supported

Spectralink Handset Butterfly Text: 12Ta or newer

L Icons: Not supported )

Broadcast Messaging Supported on Spectralink IP-DECT Base Stations

Base Station Software Version

LSpectraIink IP-DECT Base Station All versions J

Broadcast Messaging Supported on Spectralink DECT Repeater

Repeater Software Version
LSpectraIink DECT Repeater 27A or newer J
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Broadcast Messaging Supported on Spectralink IP-DECT Servers

Server Software Version
Spectralink IP-DECT Server 200 Text (MSF II): All versions
Icons: All versions
Spectralink IP-DECT Server 400 Text (MSF II): All versions
Icons: All versions
Spectralink IP-DECT Server 6500 Text (MSF II): All versions
Icons: All versions
\ J

System Broadcast Messaging Capacity

In order not to overload your system, it is recommended to set a maximum number of broadcast mes-
sages to be sent per minute. Spectralink recommends the following settings the for Spectralink IP-
DECT Servers.

Broadcast Messaging Capacity

Server Max. no. of broadcast messages per minute
Spectralink IP-DECT Server 200 20 broadcast messages
Spectralink IP-DECT Server 400 20 broadcast messages

\Spectralink IP-DECT Server 6500 20 broadcast messages )

There is no limit to the number of handsets that can receive broadcast messages simultaneously.
However, it is only recommended to use broadcast messaging to a larger group of recipients.

Sending a broadcast message initiates the search function on all Spectralink IP-DECT Base Sta-
tions/Spectralink IP-DECT Server 200/400, which uses much more system capacity than a direct
message. Thus, itis recommended to use direct messaging, rather than broadcast messaging,
when sending a message to a few handsets.
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Broadcast Messaging Handset Management

Configuring Broadcast Messaging

In order to receive broadcast messages, it is necessary to define and configure the different broad-
cast group numbers in the handsets.

With the Handset and Repeater Management Tool, you can create, update, and delete broadcast
groups in each handset. It is possible to define up to 16 groups per Spectralink DECT Handset.

For more information, see Handset and Repeater Management Tool User Guide.
Third-Party Application

In order to use broadcast messaging on the Spectralink DECT Handsets, a third-party application is
needed. For more information contact one of Spectralink’s AIMS partners.
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Note:
Not relevant to the Spectralink IP-DECT Server 200/400.

This section describes the redundancy feature in the Spectralink IP-DECT Server 6500. You will find
a description of how to design, configure and administer a redundant Spectralink IP-DECT Server
6500 solution including a master and a backup server.

The redundancy feature of the Spectralink IP-DECT Server 6500 solution allows adding a backup
server to the system, offering both better availability and better performance due to load balancing.
By adding a backup server, the most critical failure point of the system is eliminated, allowing the sys-
tem to continue running and provide service to the users, even when a server fails. Any active calls or
sessions handled by the failed component will however be lost.

The redundancy feature is designed to be as non-intrusive as possible. Except for a few simple
redundancy options, configuration and administration of a redundant solution is not different from a
single server solution. All configurations are executed on the master server, and everything is presen-
ted in the same familiar menus. Configuration data and statistics are automatically propagated
between all the Spectralink IP-DECT Server 6500 entities, e.g. base stations, media resources and
server.

Note:

If a third party application is connected to the Spectralink IP-DECT Server 6500, e.g. a
messaging application or a nurse call application, this application must connect to the
master Spectralink IP-DECT Server 6500.

In case of a failure in the master server, the application will not be able to communicate
with the handsets unless the application is designed for redundancy.

This is further described in the XML-RPC SDK document. To obtain this document go to
this site:

http://www.spectralink.com/partners/app-developers/aims-application-form and fill out
an application form.

Firmware Compatibility (Redundancy)

For using a redundant server solution, it is required that the backup Spectralink IP-DECT Server has
the same firmware revision and licensed features as the master Spectralink IP-DECT Server to be
able to connect to the master.

In case a backup server tries to connect with a different firmware version or other licensed features
than the master server, an error message will be logged and the backup server will be rejected.

For latest SW available, please go to http://support.spectralink.com/.

Note:

Provisioning of server firmware it not possible in a redundant setup.

14215700-1G, Edition 9.0 184
October 2018, Original document


http://support.spectralink.com/

Spectralink IP-DECT Server 200/400/6500 Installation and Configuration Guide

Design of Redundant Server Solution

This section describes how to design a redundant server solution.

Designing a redundant Spectralink IP-DECT Server 6500 solution is very similar to designing any
other redundant network service. In a redundant Spectralink IP-DECT Server 6500 solution, the
servers should be connected to separate switches, power groups etc.

Below is an example design of a redundant Spectralink IP-DECT Server 6500 solution including a
master Spectralink IP-DECT Server 6500 and a redundant backup Spectralink IP-DECT Server
(slave server).

Media

Master

Secondary
PBX

Primary
PBX

Switch

Switch

« Use separate switches, power groups and servers in a redundant setup.

« Master server and backup (slave) server must have same firmware version.

« When upgrading firmware on base stations, servers and media resources, only
reboot when all devices have been upgraded.

« Keep-alive packets using TCP on port 50017 are sent between the master server-
and backup server. Network administrators should make sure that this port is
open.
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How This Works

The redundancy feature works as a two-step function, adding the redundancy feature and the load
balancing feature to the system. All users will be split up in two sections: a 50% of the users will be
registered on the master Spectralink IP-DECT Server 6500 and 50% of the users on the backup
server. This is indicated on Users > List Users > User List under Node (right side) by an M for
master server and an S for backup server (see image below):

Enabled Use

i

Displayname IPEI Handset Firmware Subscription Registration Latest activity Node *

©
S

v 12
12
12

9120 05003 0503001 Spectralink 7622 18C v D] x M
911 05003 0588063  Spectralink 75x2,76x2,77x2 18C v v 4 M
9122 05003 0539899  Spectralink 7722 18C v v v S

©

v

O]
]
]
]

©
IN]

v

The users will not always be on the same system. After a reboot of the Spectralink IP-DECT Servers
some of the users may have changed servers, there is no option to connect a specific user to a spe-
cific server, this is done randomly by the system.

Both servers need to have the same licenses installed, because both servers are acting as the same
server with one configuration and the backup server is a load balancing server combined with the
redundancy feature.

When a failure is discovered by the system, users, base stations and media resources are switched
automatically to the “remaining” server. This means that servers, media resources and IP-DECT
base stations MUST run the same firmware version.

Note:

In case you need to firmware upgrade to minimize downtime, update Spectralink IP-
DECT Base Stations, Spectralink DECT Media Resources and Spectralink IP-DECT
Servers BEFORE rebooting any of them. This will ensure that no older firmware will try to
connect to newer firmware. Also make sure that licenses loaded on to the master server
are also loaded on to the backup server, or the system will not work.
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Configuring Redundancy

Note:
Not relevant to the Spectralink IP-DECT Server 400.

This section describes how to configure a redundant server solution:

« Configuration of the redundancy feature requires the acquisition of redundancy licenses.

« Configuration of setting is performed through the web based Administration Page of the Spec-
tralink IP-DECT Server 6500 under Configuration > Redundancy.

Redundancy Licenses Generation

In the following you will find information about ordering redundancy licenses, Authentication Product
Keys and final redundancy license key generation using the License Key Generator.

Authentication Product Keys are used to generate the final license using the License Key Generator
on Spectralink Corporation's support portal: http://support.spectralink.com/keycode.

S DeCt ra l| N k $ | SUPE ort PRODUCT RESOURCES RMAs

Spectralink License Key Generator

LICENSE KEY GENERATOR

Fiekds wath an asterisk are required

In the License Key Generator you bind the received Authentication Product Key to a specific Server
ARI code.

Caution:

When an Authentication Product Key has been tied to an ARI code using the License
Key Generator, the license has been used, a specific license cannot be untied from this
ARI code again.

If a license has been tied to a wrong ARI code, please contact Tech-
nicalsupport@spectralink.com for help. In the worst case, it may be necessary to buy a
new license.
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Note:

If alicense is installed on the master Spectralink IP-DECT Server 6500, a corresponding
license with proper permissions must be installed on the backup Spectralink IP-DECT
Server 6500 to enable the redundancy features.

For example, if a 500 user license is installed on the master, a 500 user license must be
installed on the backup as well.
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How to Generate License for Master IP-DECT Server

1. Order the license. Send your Purchase Order (PO) including the software part number and
the number of licenses needed to Spectralink Order Management via (EMEA and APAC)
emeaom@spectralink.com or (NALA) nalaom@spectralink.com .

Note:
« License required on the master:
Redundancy Master | IP-DECT Server 6000/6500 (part no. 14075250)

2. When your order is processed, Order Management will send you an email including an
Authentication Product Key for your software license. The e-mail contains a txt document
called “License.txt” and looks like this:

Thank you for purchasing this Spectralink software license.

Y To get the license key, go to the website at
: http://support.spectralink. com/keyeode

PartNumber : 14075250

Description : IP-DECT Server £000/6500, Redundancy main
CustomerPQ :

SpectralinkPO

Ruthentication Product Keys:
AR cMOWrUS1fEBRSELcPSxbAQ+EIm] Ug++Xgobl BUKDevpk2 9r7clUnjBalWeodtGochcdwm] X1

3. Find the System ARI Code for your master Spectralink IP-DECT Server 6500 to be used in
the License Key Generator. For more information, see "Identifying AR on Spectralink IP-
DECT Server" on page 50.

Note:

An ARl always start with 100 and then 8 number after, e.g. ARI: 10045035150.

4. Turn your browser to Spectralink Support portal http://support.spectralink.com/, and click the
License Key Generator link to open the License Key Generator.
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Spectra Llﬂk $ | support PRODUCT RESOURCES  RMAs

VA f | i b e Please take a few minutes to complete a
v '.'Ol.\.erl e o 5_.?0[.1 [c :'.||']k DI.J:J.J[:[ { customer satisfaction survey and help us
improve your experience with Spectralink!

Search for product doecuments and downloads Find all product resources

Product Category bECT » Community Fonam ¥ License Key Genorat h
Product Type Ay + All Documants & Download: + Feature Rogeest

The following Spectralink License Key Generator screen appears:

LICENSE KEY GENERATON

Frthth, ml® b1 S¥180H e gl

SR 15

chwrnpe ZEHVLV PepE b L O TIOF JghWEE hililct 162 5TenWiahye DPESE

| eari@arnad_hare com

5. Generate the license for the master Spectralink IP-DECT Server 6500 by doing the following:

« Inthe ARI (DECT) / Serial number (Wi-Fi) field, enter the ARI of your master Spectralink
IP-DECT Server.

« Inthe Authentication Product Key field, enter the specific Authentication Product Key
from the license.txt document received by e-mail (copy the key from the document and
paste it in the field).

« Inthe Your Email Address field, enter your email address.
o Click Submit.

« The webpage will output the license and an email with the new license code will be sent to
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the e-mail you have entered.

MEW LICENSE KEY

PARTHUMBER: 14075250

DESCRIPTION: IP.DECT Server 6000/6500, Redundancy main
KEY:

alcBbc2ead9ed4243aa875Talad Mad 194cBTSTHO00000MZ00000MMMN

Mail with license info, sent to Your@email_here.com

6. Load the new license code using the web based Administration Page of the Spectralink IP-
DECT Server.

« Click Administration, and then click License.

« Copy the provided license key from your email, paste it in the License field, and then click
Load.

« Reboot the server to activate the license.
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How to Generate License for Backup IP-DECT Server

1. Order the licenses. Send your Purchase Order (PO) including the software part number and
the number of licenses needed to Spectralink Order Management via (EMEA and APAC)
emeaom@spectralink.com or (NALA) nalaom@spectralink.com .

Note:
« License required on the backup:
Redundancy Backup | IP-DECT Server 6000/6500 (part no. 14075260)

Note:

The license for the backup Spectralink IP-DECT Server 6500 contains an ARI
change license (also known as ARI swap license), which means that the Spec-
tralink IP-DECT Server 6500 redundant solution only refers to the ARI code of the
master Spectralink IP-DECT Server 6500, and not the ARI code of the backup
Spectralink IP-DECT Server 6500.

For more information, see "Administration Scenarios" on page 201.
2. When your order is processed, Order Management will send you an email including an

Authentication Product Key for your software license. The e-mail contains a txt document
called “License.txt” and looks like this:

Thank you for purchasing this Spectralink software license.

To get the license key, go to the website at
http://support.spectralink. com/keycode

PartHumber : 14075260

Description : IP-DECT Server 6000/6500, Redundancy backup
CustomerP0 :

SpectralinkPO :

Luthentication Product Heys:

617GUTLYt04pVHC/ 0047 JqKZmE0Y T8 zbStBbn9pKk+aQKIn]q7SARNREShIal+odVaB03ITelrBXCat

3. Find the System ARI Code for your backup Spectralink IP-DECT Server 6500 to be used in
the License Key Generator. For more information, see "Identifying AR on Spectralink IP-
DECT Server" on page 50.

4. Turn your browser to Spectralink Support portal http://support.spectralink.com/, and click the
License Key Generator link to open the License Key Generator.

The following Spectralink License Key Generator screen appears:
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Fiekds with an astensk ane negquined

TD0E5035 940

10085335150

B0 H Tl BN s+ MU RIRFY sabugici T BgliusiBine gl CrllY T Bove by

VourREmail_Address_Here.com

5. Generate the license for the backup Spectralink IP-DECT Server 6500 by doing the following:

Inthe ARI (DECT) / Serial number (Wi-Fi) field, enter the ARI of your backup Spec-
tralink IP-DECT Server.

Inthe Redundancy Primary Code (DECT only) field, enter the ARI of your master Spec-
tralink IP-DECT Server.

In the Authentication Product Key field, enter the specific Authentication Product Key
from the license.txt document received by e-mail (copy the key from the document and
paste it in the field).

Inthe Your Email Address field, enter your email address.
Click Submit.

The webpage will output the license and an email with the new license code will be sent to
the e-mail you have entered.

NEW LICEMSE KEY

PARTHUMBER: 14075260

DESCRIPTION: IP.DECT Server 600006500, Redundancy backup

KEY:

dd S 3NN e bd e 950 T bed 3a0 25 348 1T 00000 2 00000008 a (e 2

Mail with license info, sent 1o Youn@Email_Address_Here.oom

6. Load the new license code using the web based Administration Page of the Spectralink IP-
DECT Server.

Click Administration, and then click License.

Copy the provided license key from your email, paste it in the License field, and then click
Load.

Reboot the server to activate the license.

7. Loaded licenses can be seen on the web based Administration Page > Administration >
Licenses > Loaded licenses.
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Loaded boenses

Hey Uy Faaiures

£ Malad rebdbe Bhc JeLldd JOb0S 2500000184 0000000000000 00 Basic serice Delete
BEZCESAD0GT RS 1 (BTl B A SIR R £ 5T TIFH0000D00000L DI000000000000 O Audpmsie Alaim Call Dalede
SdcsdT 15198 e S 00e 1 DI HC falc WOOMO0M 1 OOIS00N00  § Frequency swap Delate
T1EEa00 3000 (420250 30 Hoac IO T 24 BT TS0000000002 00000002510 © Redendancy, ARE 10045005150 _ Delete
PEETHC ERARTRRGEIG 1311900 1084 CBTERTA00D000004 1000000000000 © Ly, Shtunty Delete
(503500 aTS A5 B 30 e | 0BE 3550 ScbaBodO0DM00MI00 BOMO0000000 & LA Symc Dbt

Note:

The Redundancy License had adopted the ARI code of the master Spectralink IP-
DECT Server. This is done in the case of a failure of the master Spectralink IP-
DECT Server, the backup Spectralink IP-DECT Server will have the same ARI
code, and therefore the handsets will still be subscribed to the ARI, as this does not
change.

Note:

A backup Spectralink IP-DECT Server will look different after a Redundancy
License has been installed, as the backup Spectralink IP-DECT Server adopts the
ARI of the master Spectralink IP-DECT Server. The backup Spectralink IP-DECT
Server will now have both a System ARl and a Device ARI.

Wireless Server Status

General
Firmware version 55T
System ARI 10045035150 [10 25 Oe 9a 00]
Dewice ARI 10045035140 [10 25 0e 96 00)
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Configuring a Master Spectralink IP-DECT Server 6500

The master Spectralink IP-DECT Server 6500 must be configured as a normal single server solution
with base stations, media resources and users as “normal” and it must be verified that the desired
functionality is working before enabling the redundancy feature, and the backup Spectralink IP-
DECT Server 6500 is added.

1. Ensure that the Redundancy License is installed, and that the master server is configured cor-
rectly.

License installation requires reboot of system.
2. Click Configuration, and then click Redundancy.

3. Onthe Redundancy Configuration page, enter the following data:

Field Setting

Redundancy Configuration - Node type

Single If selected, this will disable redundancy and configure for
stand alone (normal single server solution).

Select Single, if this device is to be a normal single
server solution.

Master If enabled, this will enable redundancy and configure the
device as master server. The system will be controlled by
this device.

Select Master, if this device is to be the master server.

Slave If enabled, this will enable redundancy and configure the
device as backup (slave) server. The device will be con-
trolled by a master server.

Select Slave, if this device is to be the backup server.

Redundancy Configuration - Peer node

Address If master server, enter the fixed IP address or hostname
for the backup Spectralink IP-DECT Server 6500.

If backup server, enter the fixed IP address or hostname
for the master Spectralink IP-DECT Server 6500.
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Field Setting

Redundancy Configuration - System identification

UUID (Optional) The UUID (unique ID) of the redundant system. This
must be the same for master server and backup server
for replication to be performed. The master server auto-
matically generates the UUID.

Note: When reset on the master server, the UUID is auto-
matically generated, and when reset on the backup
server, it is retrieved from the master server. The UUID
must be reset when a master Spectralink IP-DECT
Server 6500 is changed to a backup Spectralink IP-
DECT Server 6500, or when a backup Spectralink IP-
DECT Server 6500 is moved to another solution.

Reset UUID (Optional) If enabled, the UUID is reset if the UUID of the master
server and backup server is not matching.

Redundancy Configuration - Settings

Failover time(sec) Enter value for failover time.

Failure time is the time in seconds from the Spectralink
IP-DECT Server detects a failure, until it initiates a fail-
over operation and cause the other peer to take over.

Default value: 15 sec

For more information about failure time, see "Failover
time conditions" on page 202.

Redundancy Configuration
MNode type *
Single
Master (=]
Slave
Peer node
Address 172.29.202.42

System idenfication

uuio d07esbdf-Uc0c-4866-Gad2-aZachddbl8dc
Reset UUID =
Settings

Failover timefsec) * |15

Save

*) Required fisld %) Requirs restart

4. Click Save.
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Note:

Enabling or disabling the reduncancy funtion on a given server, will not require a
reboot of the Spectralink IP-DECT Server(s).

But, after clicking Save, all active calls can be dropped on base stations and media
resources when the function is enabled/disabled as all media resources and base
stations reconnect to the new setup.
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Configuring a Backup Spectralink IP-DECT Server 6500

On the backup Spectralink IP-DECT Server 6500 only basic network settings and redundancy set-
tings need to be configured. All other settings are retrieved from the master Spectralink IP-DECT
Server 6500.

1. Ensure that the Redundancy License is installed, and configured with basic network settings.
License installation requires reboot of system.
2. Click Configuration, and then click Redundancy.

3. Onthe Redundancy Configuration page, enter the following data:

Field Setting

Redundancy Configuration - Node type

Single If selected, this will disable redundancy and configure for
stand alone (normal single server solution).

Select Single, if this device is to be a normal single
server solution.

Master If enabled, this will enable redundancy and configure the
device as master server. The system will be controlled by
this device.

Select Master, if this device is to be the master server.

Slave If enabled, this will enable redundancy and configure the
device as backup (slave) server. The device will be con-
trolled by a master server.

Select Slave, if this device is to be the backup server.

Redundancy Configuration - Peer node

Address If master server, enter the fixed I[P address or hostname
for the backup Spectralink IP-DECT Server 6500.

If backup server, enter the fixed IP address or hosthname
for the master Spectralink IP-DECT Server 6500.
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Field Setting

Redundancy Configuration - System identification

UUID (Optional) The UUID (unique ID) of the redundant system. This
must be the same for master server and backup server
for replication to be performed. The master server auto-
matically generates the UUID.

Note: When reset on the master server, the UUID is auto-
matically generated, and when reset on the backup
server, it is retrieved from the master server. The UUID
must be reset when a master Spectralink IP-DECT
Server 6500 is changed to a backup Spectralink IP-
DECT Server 6500, or when a backup Spectralink IP-
DECT Server 6500 is moved to another solution.

Reset UUID (Optional) If enabled, the UUID is reset if the UUID of the master
server and backup server is not matching.

Redundancy Configuration - Settings

Failover time(sec) Enter value for failover time.

Failure time is the time in seconds from the Spectralink
IP-DECT Server detects a failure, until it initiates a fail-
over operation and cause the other peer to take over.

Default value: 15 sec

For more information about failure time, see "Failover
time conditions" on page 202.

Redundancy Configuration

Node 1ype *

Single

Master

Slave Q

Peer node

Address 172.29.202 .40

System idenfication

uuiD d01e5bdf-lc0c-4866-8a82-a2ac6d50184¢

Reset UUID

Settings

Failover tima{sec) * |15

| ") Requiree field =) Require restan

4. Click Save.

All other configuration settings on the backup server will become unavailable on the web
based Administration Page (and only available on the master server).

5. Reboot the system.
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Note:

If the internal corporate phone book feature on the Spectralink IP-DECT Server 6500 is
to be used together with the redundancy feature, the corporate phone book needs to be
configured for LDAP. For more information, see "To Get Phone Book Data through
LDAP Server or CSV File" on page 203.

If the internal corporate phone book is configured to use a CSV file, it will not be com-
patible with the Spectralink IP-DECT Servers when running in failover mode.

Base Station and Media Resource Configuration

The base stations and media resource should be configured just as in a single Spectralink IP-DECT
Server 6500 solution, and the server address should be set to the address of the master Spectralink
IP-DECT Server 6500.

After connecting to the master Spectralink IP-DECT Server 6500, the base stations and media
resource will automatically be configured to connect to the backup Spectralink IP-DECT Server

6500.

In the event that the master Spectralink IP-DECT Server 6500 fails, they will continue to provide ser-
vice to the backup Spectralink IP-DECT Server 6500.

Secondary
PBX

Primary
PBX

Note:

The license for the backup Spectralink IP-DECT Server 6500 contains an ARI change
license (also known as ARI swap license), which means that the Spectralink IP-DECT
Server 6500 redundant solution only refers to the ARI code of the master Spectralink IP-
DECT Server 6500, and not the ARI code of the backup Spectralink IP-DECT Server
6500.
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Administration Scenarios

This section describes a common configuration scenario as well as some common administration
scenarios where either the master or the backup Spectralink IP-DECT Server 6500 fails.

Upgrading an Existing Spectralink IP-DECT Server 6500 Solution into a Redund-
ant Solution

When ordering a Redundancy License to an existing running Spectralink IP-DECT Server 6500 solu-
tion, please remember to inform about the existing Spectralink IP-DECT Server 6500 ARI code and
the NEW backup servers ARI code, to make sure that the master redundancy license code is not
generated to the wrong server. All handsets need to be re-subscribed if this happens because the
backup servers ARI code will be changed to match the master server, and the whole redundant sys-
tem refers to the ARI code of the master after the licenses have activated. And if the two servers
license codes have been generates incorrectly, the re-register of all handsets has to be performed,
and also a complete reconfiguration of the master server.

Temporary Failure on the Master Spectralink IP-DECT Server 6500

In the case where the master Spectralink IP-DECT Server 6500 fails due to loss of power, network
connection etc., the backup Spectralink IP-DECT Server 6500 will continue to provide service after a
short failover time.

When the master Spectralink IP-DECT Server 6500 returns to operation, it will resume its normal
operation in cooperation with the backup Spectralink IP-DECT Server 6500.

However, during the failover situation, it will not be possible to change any configuration settings,
add or remove users or change the subscription state of any handset.

Permanent Failure on the Master Spectralink IP-DECT Server 6500

If the master Spectralink IP-DECT Server 6500 has been damaged, lost or had its data erased, it will
have to be replaced by the backup Spectralink IP-DECT Server 6500 in order to return the system to
normal operation mode. This is done by promoting the backup Spectralink IP-DECT Server 6500 to
‘Master’ and the backup server will then assume the responsibilities of a master server. The repaired
or replaced master server can then be added as a new backup server, following the above pro-
cedure of setting up a backup Spectralink IP-DECT Server 6500.

Note:

Please be aware that if for some reason a repaired or replaced former master Spec-
tralink IP-DECT Server 6500 is reinstated as master, it should be done very carefully.

First, it must be configured as a backup Spectralink IP-DECT Server 6500 in order to get
the current user data and configuration from the acting master Spectralink IP-DECT
Server 6500 (e.g. the original backup server).

Subsequently, when all data are replicated from the acting master to the original master,
the acting master can be demoted to backup server, and the acting backup server (e.g.
the original master) can be re-instated as master Spectralink IP-DECT Server 6500.
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Failover time conditions
The default failover time is 15 seconds; however this may be adjusted in the Failover time setting (for
more information, see "Configuring a Master Spectralink IP-DECT Server 6500" on page 195).

A failure is detected within 15 seconds, and the server will wait the specified failover time before ini-
tiating the failover operation.

The failover operation moves the users handled by the failing peer to the working peer by re-regis-
tering them to the PBX.

When re-registration is completed, the users are able to receive calls again. Outgoing calls can be
performed shortly after the failover.

The speed of re-registration depends on the PBX, and the load on the system.

Failure on the Backup Spectralink IP-DECT Server 6500

A failure of the backup Spectralink IP-DECT Server 6500 will induce a short service outage, and the
master Spectralink IP-DECT Server 6500 will reestablish full operation as a single server solution.

If the backup Spectralink IP-DECT Server 6500 resumes its operation, it will automatically return to
be part of the redundant system. In case the backup Spectralink IP-DECT Server 6500 has to be
replaced, the new backup Spectralink IP-DECT Server 6500 must be added to the solution.
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Configuring Corporate Phone Book/Dir-
ectory

You can set up the corporate phone book/directory in the server. As default, the corporate phone
book is disabled.

The server can be configured in two ways:

« Retrieving phone book data using LDAP server.

Configuration of the LDAP based phone book in the Spectralink IP-DECT Server is carried
out through the web based Administration Page of the server.

« Importing phone book data froma CSV file.

E Note:
. To access the corporate phonebook/directory from a Spectralink DECT Handset, the
long key MSF Function must be enabled.

For information on setting up long key and using the corporate phone book/directory in
the handset, see the relevant Handset User Guide.

To Get Phone Book Data through LDAP Server or CSV
File

Configure the server to retrieve phone book data using LDAP server or by importing phone book
datafroma CSV file.

1. Click Administration, and then click Phonebook.

2. Onthe Phonebook Configuration page, enter the following data:

Field Setting

Phonebook Configuration - Disabled

Disabled As default, phone book configuration is disabled.

You can configure the server to retrieve phone book data
using LDAP server or by import of phone book data from
aCSVile.

Phonebook Configuration - Imported CSV file

Imported CSV file Enable this if you want to import phone book data from
CSVile.
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Field Setting

Import

Browse for the CSV file to import.

Note: The CSYV file must contain correct format. For
more information, see "Example of CSV File Format" on
page 206.

Encoding

Select the correct encoding for the CSV file. You can
choose between UTF-8, ISO/IEC 8859-1 or Windows-
1252.

Note: The encoding depends on the software that was
used to generate the CSV file. If you use Microsoft Win-
dows, you will probably select Windows-1252.

Number fields

Enter the indexes of the columns containing dialable num-
bers.

Phonebook Configuration - LDAP

LDAP

Enable this if you want to configure the server to retrieve
phone book data using LDAP server.

For an example of LDAP configuation, see "Example of
LDAP Configuration" on the next page.

URI

Enter the URI of the LDAP server.
E.g. Idap://fexample.org

Bind user (Optional)

Enter the username used for authentication against
LDAP.

Note: It might be necessary to specify the path for user-
name (DOMAIN\username).

E.g. CN=Manager, DC=example, DC=com.

Bind password (Optional)

Enter the Bind user’s password.

Base (Optional)

Enter the base path where the users are located in the
LDAP structure.

E.g. DC=example, DC=com.

Filter (Optional)

Enter the filter used for the LDAP query. The
(objectClass=person) filter can be used successfully in
most cases.

Attributes

Enter the LDAP attributes you want to query the LDAP
for, separated by a comma.

E.g. displayName,telephoneNumber, mobile.
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Field Setting

Number attributes (Optional) Enter LDAP attributes that will be used to dial.

E.g. telephoneNumber,mobile.

Attributes names (Optional) Enter the attribute names you want to assign to the attrib-
utes specified above, separated by a comma.

E.g. Name,Phone,Mobile.

Replace prefixes (Optional) Enter the phone number prefixes to replace or strip, sep-
arated by acomma.

E.g.: ifthe phone number is +45678912345, and that
user has the extension 12345, then you specify
“+456789” in the Replace prefixes field. Or if the phone
number is “+456789123456” and “06789123456” must
be dialled, then specify “+45=0".

Load interval Enter the interval in seconds for querying the LDAP
server for updates.

Default value: 3600 sec

L Possible values: 60 — 999999 sec )

3. Click Save.
No restart is needed and the changes are accepted immediately.

Example of LDAP Configuration

Phonebook Configuration
Disabled

Imported CSV file

Import Veelg fil | Der er ikke valgt nogen fil
Encoding UTF-8  ISQ/EC 8859-1  Windows-1252

Number fields 2

* LDAP
URI* Idap://phordc02 spectralink.com: 389
Bind user Idapreader

Bind password  |seseseses

Base OU=Users,OU=Horsens, DC=spectralink, DC=com
Filter (objectClass=person)
Attributes * displayName firstName, telephoneMumber, mobile

MNumber attributes |telephoneMNumber, mobile

Attribute names  |Name, GivenName, Phone Mobile

Replace prefixes | +45762811=11,+45762812=12,762811=11,762812=12,+45=0,+=000,45=0,4576281
Load interval * 86400

Save || Cancel

*1 Required field **) Require restart
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Example of CSV File Format

An example of a CSV file format for phone book data could be:
"Label1","Label2","Label3","Label4","Label5"
"Field1","Field2”,"Field3","Field4","Field5"
"Field1","Field2”,"Field3","Field4","Field5"

The labels are column names displayed in the handset. The fields are the actual data for the records.

See the example below:
"Name","Phone","Mobile","Department”,"Title"
"Peter Petersen",1000,20123456,"Sales","Manager"
"Niels Nielsen",1001,20123457,"R&D","Developer"
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Handset Sharing

Note:
Not relevant to the Spectralink IP-DECT Server 200.

The traditional concept of a communication device is to have a device (phone) assigned to a number
(SIP user).

Device User profiles SIP PBX
(IPEI) (User) (Extension)

<> <>

The basic concept of handset sharing is to break the link between the device and the user, and make
it possible for any user to sign-in to any device.

This is typically done for one of two reasons.

« The scenario requires more handsets than users.

One such scenario could be a certain user, which is required to have 24/7 operation, and
where there is no or very little possibility for charging the handset while in use. Imagine a hos-
pital with a nurse on duty. When the shift of the nurse on duty ends it is possible to let the next
nurse use a different handset (fully charged because it was not used by the previous nurse).
This way several nurses can share a line/number without sharing a device. Normally 30
minutes of charging of the handset will be sufficient every 24 hours, thus under normal con-
ditions it is not necessary to have extra devices only for the purpose of charging while not in
use.

Device User profiles SIP PBX

(IPEI) (User) (Extension)

<>

« The scenario requires more users than handsets.

An example of this scenario can be that several users, each with their own number, need to
use a phone on a site but not at the same time. E.g. a site with 10 different users working at the
same site but only 4 users at any given time. The traditional approach would require 10
devices. With handset sharing it is possible to let the 10 users share 4 devices for cost-saving
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reasons.
Device User profiles SIP PBX
(IPEI) (User) (Extension)

To use the handset sharing feature, the following is needed:

« Acquisition of the Handset Sharing License | IP-DECT/DECT Servers 400/6500/2500/8000.
For more information, see "Adding Handset Sharing License " on page 210.
» Firmware compatibility
For more information, see "Handset Sharing - Firmware Compatibility” on the next page.
« Configuration of handset sharing, including:
« Configuration of user sign-in/sign-out
For more information, see "User Sign-in/Sign-out" on page 211.
« Adding Devices to Server
For more information, see "Adding Devices to Server" on page 220.
« Adding Users to Servers
For more information, see "Adding Users to Server" on page 223.
« Handset Sharing and Provisioning

For more information, see "Handset Sharing and Provisioning" on page 224.
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Handset Sharing - Firmware Compatibility

Note:

» The handset sharing feature is available on all Spectralink Handsets. Not all fea-
tures are supported in all models.

Non-Spectralink Handsets do not support handset sharing.
Handsets must run firmware PCS14_ or newer.
The server must run firmware PCS12M _ or newer.

Handset model Handset sharing support Clear Call/Message list
Non-Spectralink handsets Not supported Not supported
Spectralink 7202/7212 Supported Not supported
Spectralink 7502 Supported Not supported
Spectralink 7522/7532 Supported Not supported
Spectralink 7622/7642 Supported Supported
Spectralink 7722/7742 Supported Supported

KSpectralink Butterfly Supported Not supported
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Adding Handset Sharing License
To enable handset sharing it is necessary to add a Handset Sharing License to the Spectralink IP-
DECT Server.

For more information about ordering and loading license into the server, see "Ordering Licenses" on
page 45 and "Loading Licenses" on page 45.

Note:

- | \When a Handset Sharing License | IP-DECT/DECT Servers 400/6500/2500/8000 is
loaded and the Spectralink IP-DECT/DECT Server is rebooted, the web based Admin-
istration Page will display users differently than without a Handset Sharing License.

The Users menu will have a List Users submenu and a List Devices submenu. The
List users’ submenu is for SIP user data and the List devices submenu is for device
data.

Furthermore, the DECT access code which is used for securing DECT subscriptions is
handled differently depending on whether a Handset Sharing License | IP-DECT/DECT
Servers 400/6500/2500/8000 is present or not.

« Without handset sharing the DECT access code is part of the data for a specific
user.

« With handset sharing the DECT access code is not a part of the data for a specific
user, it is a part of the data for a specific device.

If a user specific DECT access code is configured before installing the handset sharing
license, the DECT access code will be used as device DECT access code and as (initial)
user pin code.

Both can, however, be changed independently of each other, if a license is present.

Configuration of Handset Sharing

Configuration of handset sharing consists of the following tasks to be completed:

« Configuration of user sign-in/sign-out

For more information, see "User Sign-in/Sign-out" on the next page.
« Adding Devices to Server

For more information, see "Adding Devices to Server" on page 220.
« Adding Users to Servers

For more information, see "Adding Users to Server" on page 223.
» Handset Sharing and Provisioning

For more information, see "Handset Sharing and Provisioning" on page 224.
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User Sign-in/Sign-out

Using a sign-in procedure, it is possible to sign-in to the device and sign-out from the device from the
handset instead of performing user administration from the web based Administration Page of the
Spectralink IP-DECT Server. The advantage is, that no trusted server is required and no need for
server user database synchronization to the Active Directory.

To utilize this feature, both handset sharing and handset login must be enabled.

Note:

This feature requires handset frmware PCS17H or newer.

Note:

When a sign-in/sign-out is in progress the handset will wait 120 seconds for user input. If
no user input is received, the process will be aborted, and the handset will return to the
state it was in before the sign-in/sign-out was initiated.

If a sign-in/sign-out is initiated while the user is busy, the sign-in will not be allowed.
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Configuring Handset Login

Enable/Disable Handset Login on Spectralink IP-DECT Server

1. Ensure that support of the relevant call handler is enabled (Configuration > relevant Call

handler (e.g. Skype for Business)).

2. Click Configuration, and then click Wireless Server.

3. Onthe Wireless Server Configuration page, under Handsets, enable the handset sharing
features Handset sharing and Handset login:

Wireless Server Configuration - DECT

Subscription allowed (Optional)

If enabled, it is possible to subscribe new handsets to
the system.

Note: Subscription will be disallowed after 120
seconds or when a subscription succeeds. If more
time is needed or more handsets must be subscribed,
it is necessary to disable the parameter Auto-
matically disable subscription allowed below.

Automatically disable subscription
allowed (Optional)

If enabled, subscriptions will automatically be dis-
allowed after 120 seconds or when a subscription suc-
ceeds.

If disabled, subscriptions will be allowed until explicitly
disabled.

Default value: Enabled
Note: This feature is part of DECT Security Step A.

Authenticate calls (Optional)

If enabled, each individual DECT call will be authen-
ticated.

Encrypt voice/data (Optional)

Encryption of voice/data packets transmitted via
DECT.

Possible values: Disabled, Enabled or Required.
Default value: Required

Note: Repeaters do not support encryption. If set to
Required, the call is ended when handover is estab-
lished on the repeater.
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Early encryption and re-keying If enabled, this enables encryption immediately after
(Optional) connection establishment and regular re-keying until
connection termination.

Possible values: Disabled, Enabled or Required.
Default value: Disabled

Note: Enabling early encryption may increase con-
nectivity problems in areas with poor coverage.

Note: Only Spectralink Handsets with firmware
PCS18Da or newer support Required.

Note: This feature is part of DECT Security Step A.

System access code (Optional) System wide DECT access code.
The access code is from 0 - 8 decimal digits.

Note: Individual user access code (AC) has pre-
cedence over system access code.

Send date and time (Optional) If enabled, date and time will be sent to the handsets
when a call is terminated.

Default value: Enabled

System TX power (Optional) Used for controlling (reducing) the output power of all
connected base stations supporting power control.
Unless set to default, this will override any base station
specific power setting.

Default value: Default (250 mW)

Note: Itis possible to define a TX power value for a
specific base station (Administration > Base Sta-
tion).

Wireless Server Configuration - Media resources (Not relevant to the Spectralink IP-

DECT Server 200/400)

Allow new (Optional) If enabled, new media resources are allowed to con-
nect to the server.

Add new as active (Optional) If enabled, new media resources will become active
when added. Otherwise they must be activated manu-
ally under Administration > Media Resource >
Media Resource page.
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Require encryption (Optional) If enabled, the connection between the media
resource and the Spectralink IP-DECT Server is
required to be encrypted.

Note: Enabling this, will only allow media resources
with firmware PCS17Fa or newer to connect.

If not enabled, the connection will be encrypted if the
media resource supports encryption.

Wireless Server Configuration - Base stations (Not relevant to the Spectralink IP-
DECT Server 200)

Allow new (Optional) If enabled, new base stations are allowed to connect
to the server.

Add new as active (Optional) If enabled, new base stations will become active when
added. Otherwise, they must be activated manually
under Administration > Base Station > Base Sta-
tion page.

Require encryption (Optional) If enabled, the connection between the base station
and the Spectralink IP-DECT Server is required to be
encrypted.

Note: Enabling this, will only allow base stations with
firmware PCS17Fa or newer to connect.

If not enabled, the connection will be encrypted if the
base station supports encryption.

RFP port range start Port range start for RFP local RTP ports.
Default value: 57000

Note: Itis possible to change the value in case of con-
flicting ports.

Multicast signaling (Optional) Multicast signaling is optimal when having many base
stations and is required with more than 256 base sta-
tions connected.

If enabled, this willimpose multicast support for the net-
work.

For more information, see "Using Multicast" on
page 131.
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Multicast address (Optional) Multicast address used for signaling.
Default value: 239.255.1.11
Please refer to RFC 2365 and RFC 4291 for details.

Multicast TTL (Optional) The TTL is used to limit the propagation of the mul-
ticast packets across routers.

Default value: 1

Note:The TTL is configurable and it is possible to
change the value according to network topology. For
more information, see vendor specific documentation.

Default sync type (Optional) This setting controls the default sync type for new
base stations connecting to the server.

Possible values: Free running, Radio or LAN.

Note: Selecting Free running will configure each
base station as a sync master. For more information,
see also Synchronization and Deployment Guide.

Default value: Radio

LAN sync transport protocol The protocol transport layer used by PTP for LAN
(Optional) sync.

Possible values: Ethernet, IPv4 or IPv6.

For more information about using LAN syn-
chronization, see "LAN Based Synchronization
(License Required)" on page 136.

LAN sync type of service (TOS/Diff-| TOS/DiffServ values can be configured for PTP pack-
serv) (Optional) ets used for LAN sync. The values are entered in
decimal.

Network priority: Packets with higher TOS/DiffServ
have higher priority on the network.

184 = critical (highest priority)
96 = flash

64 = immediate

32 = priority

0 = routine (lowest priority)

Default value: 184 (Expedited Forwarding)
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Wireless Server Configuration - Handsets (Not relevant to the Spectralink IP-DECT
Server 200.

Handset sharing (Optional) Enabled by default when Handset Sharing License is
loaded.

Disable this, if handset sharing is not to be allowed.

For more information about using handset sharing and
configuring handset login, see "Handset Sharing" on
page 207.

Handset login If enabled, user credentials can be entered on the
(Only visible if Lync/SfB + Security handset and no user configuration is required on the

(TLS, SRTP) License is loaded) server. Use long key press 9 to login. (System depend-
’ ant).

For more information, see "Configuring Handset
Login" on page 212 and Handset User Guides.

Wireless Server Configuration - Application interface

Username Enter username required to access the application
interface.

Max. length: 31 characters.

New password (Optional) Enter password required to access the application
interface.

Max. length: 31 characters.

New password again (Optional) Confirm password required to access the application
interface.

Enable MSF (Optional) If enabled, access to the MSF application interface is
supported.

Default value: Disabled

Enable XML-RPC (Optional) If enabled, access to the XML-RPC application inter-
face is supported.

Default value: Disabled

Internal messaging (Optional) If enabled, internal messaging to allow handset-to-
handset messaging without an external application is
suported. )
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Wireless Server Configuration - Feature codes

Enable (Optional)

If enabled, feature codes for controlling features from
the handsets can be used.

Call forward unconditional - enable
(Optional)

Enable call forward unconditional by dialing this code
(*21*), followed by the desired extension ($ = exten-
sion) and #.

E.g. *21*$#

Note: Itis possible to change the code *21* on the
Spectralink IP-DECT Server to fit your standard. For
more information, see the relevant documentation
available at http://support.spectralink.com/.

Call forward unconditional - dis-
able (Optional)

Disable call forward unconditional by dialing this code
(#21#).

Wireless Server Configuration -

Languages

Phone Language (Optional)

Language of system messages displayed in handset.

Select the desired language from the list.

Wireless Server Configuration -

MSF

Enable Long-Press Key0 - Phone-
book (Optional)

If enabled, allow DECT Server to use this long key
press for phone book.

Enable Long-Press Key1- Phone-
book (Optional)

If enabled, allow DECT Server to use this long key
press for phone book.

Enable Long-Press Key2 - Phone-
book (Optional)

If enabled, allow DECT Server to use this long key
press for phone book.

Enable Long-Press Key3 - Phone-
book (Optional)

If enabled, allow DECT Server to use this long key
press for phone book.

Enable Long-Press Key4 - Phone-
book (Optional)

If enabled, allow DECT Server to use this long key
press for phone book.

Enable Long-Press Key5 - Phone-
book (Optional)

If enabled, allow DECT Server to use this long key
press for phone book.

Enable Long-Press Key6 -
Undefined (Optional)

If enabled, allow DECT Server to use this long key
press.

Enable Long-Press Key7 -
Undefined (Optional)

If enabled, allow DECT Server to use this long key
press.
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Enable Long-Press Key8 - If enabled, allow DECT Server to use this long key
Undefined (Optional) press.

Enable Long-Press Key9 - Hand- | If enabled, allow DECT Server to use this long key
set Sharing (Optional) press for handset sharing.

For more information, see "Handset Sharing" on
page 207 and "User Sign-in/Sign-out" on page 211.

N
4. Click Save.

Enable Handset Login on Spectralink DECT Handset
The Handset Login feature can be invoked in two ways:

« By utilizing MSF function number 9, either from the handset main menu or by long-pressing
the '9' key (not supported by Handset 7502). Long-press must be enabled in the Settings >
Advanced > Long Key menu. For more information, see Handset User Guides.

« Through the shortcut menu using the Sign in/out shortcut. For more information, see Handset
User Guides.

When invoking the Handset Login feature, a menu is presented allowing the user to select signing in
with either extension and PIN (if configured) or with user name and password. Entering the required
credentials will allow the Spectralink IP-DECT Server to connect the user to the Call handler and the
handset will be ready for use.

Signing into a Device from the Handset

When accessing the Sign in menu, you can choose between PIN Sign in or Sign in (PIN Sign inis
only visible if PIN authentication is available and configured on the server of the call handler, e.g.
Skype for Business).

1. When in idle mode, access the Sign in menu by using either Sign in/out shortcut or long-press
key 9.
2. Ifselecting PIN Sign in:

« Enter number and click OK.

« Enter PIN, and click OK.
3. If selecting Sign in:

« Enter user and click OK.

« Enter password, and click OK.
4. The handset is now ready for use.

14215700-1G, Edition 9.0 218
October 2018, Original document



Spectralink IP-DECT Server 200/400/6500 Installation and Configuration Guide

Signing out from a Device from the Handset

1. Whenin idle mode, sign out by using either Sign in/out shortcut or long-press key 9.
2. Select Sign out and click OK.

Note:

If supported by the handset the following lists are cleared in the handset, after a suc-
cessful sign-in/sign-out:

« Incoming/outgoing/missed calls list
« Incoming/outgoing message list

o Tasklist

« Message template list
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Adding Devices to Server

Devices can be added and subscribed without any SIP users associated. Devices are identified by
the IPEI, which is a globally unique number identifying the Spectralink Handset . Handsets can be
added manually to the Spectralink IP-DECT Server by specifying an IPEI or they can be auto-
matically created when subscribed to the Spectralink IP-DECT Server.

Data are split in two categories.

« Device data (handset)

Device specific data include an IPEI (mandatory) and an access code (optional). The access
code is used for subscribing the device to the Spectralink IP-DECT Server.

« User data (username, standby text, display name etc.)

If a user is signed in, it will be visible in the Users > List Users > User List. Editing the user-
name will allow the administrator to “sign-in” a user to the device or alternatively to sign-out” a
user.

With handset sharing enabled, you now see not only the List Users menu item for the Users, but
also a List Devices menu item for the handsets.

User List
Ovenview
System ARI 10053546510 [10 2b b3 52 00]
Users Subscribed Registered
Total 4 4 4
Enable || Disable || Delete || Re-register || Un-subscribe || Firmware update
Show [Al_v] entries Search:
L “ Enabled User Displayname IPEI Handset Firmware Subscription Registration Latest activity
[m] 4 5202 05003 0639454 Spectralink 7212 16W v v Q
O v 5204 05003 0644050 Spectralink 7532 16W v v [x]
O v 5206 05003 0645481 Spectralink 7642 16W v v X
(] v 5208 05003 0645049 Spectralink 7742 16W v v x
Showing 1 to 4 of 4 entries First Previous 1 Next Last
Device List
Overview
System ARI 10053846510 [10 2b b3 52 00]
Devices Subscribed
Total 4 1
Delete || Sign out || Firmware update
Show [Al__V] entries Search,
O “ IPEI User Handset Firmware Subscription Latest activity
O 05003 0639454 5202 Spectralink 7212 16W v Q
a 05003 0644050 5204 Spectralink 7532 16W v [x]
O 05003 0645049 5208 Spectralink 7742 16W v Q
O 05003 0645481 5206 Spectralink 7642 16W v Q
Showing 1 to 4 of 4 entries First Previous 1 Next Last
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When clicking on a User under the List Users menu, you see that the User profile is very similar to
the User profile without Handset Sharing License installed. See image below.

User 5208
DECT device
Model Spectralink 7742
Software part number 14225100
ltem number 02670000
Firmware 16W
HW version 6
Production Id 0024 065F 3C25 T14C
IPEI (05003 0645049 |
User
PIN code | |
Standby text [5208 |
Disabled O
SIP

Username / Extension * |5208

Domain |

Displayname |

Authentication user | 5208
Authentication password lCI
Features

Call forward unconditional | |

| Save || Delete Cancel |

=) Required field

The IPEI field is still there, now with a new IPEI link and optional new PIN code field.

Note:

You may fill the new PIN code field for added security to prevent other users from linking
a handset with your user profile.

When a user is linked to a handset, the IPEI link is active and can be clicked upon, and the IPEI text
field holds the IPEIl number of the linked handset.

— Note:
A User with no linked handset will show an inactive IPEI link and no IPEI number in the
IPEI text field.
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On the Device profile, notice the Username / Extension link. If the handset is linked to a specific
user, the text field will hold the extension number of that user and the Username / Extension link is
active.

Device 05003 0645049

DECT device

Model Spectralink 7742
Software part number 14225100

ltem number 02670000

Firmware 16W

HW version 6

Production Id 0024 065F 3C25 714C
IPEI * (05003 0645049 |

Access code | |

User

Username / Extension |5208 |

Displayname

| Save || Delete

Cancel |

=) Required field

Clicking on Username / Extension the link will take you to the User profile of the linked handset.
And when clicking on the IPEI link from the User profile, that will take you to the Device profile of the
linked handset.

Note:

If the user is not linked to a handset, this Username / Extension link is inactive and there
is no extension number in the associated text field.

For examples of handset sharing, see "Handset Sharing Setup Examples" on page 224.
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Adding Users to Server
Users are identified by their SIP username. User data are split in four categories:

« DECT device

Mainly used for information about associated device (if any). Furthermore, by editing the IPEI
it is possible for the administrator to “sign-in” a user to the device or alternatively to “sign-out” a
user.

o User

User data are data specific to a specific user. The Standby text is displayed in the handset
when the user is signed-in. If no user is currently signed in to a device the device will display
“Signed out”. The user PIN code is used by the user to sign-in to a device.

. SIP
The sip category consists of SIP data specific to the user.
« Features

Features are user specific feature data.

User 5208
DECT device
Model Spectralink 7742
Software part number 14225100
ltem number 02670000
Firmware 16W
HW version 6
Production Id 0024 065F 3C25 T14C
IPEI (05003 0645049 |
User
PIN code | |
Standby text [5208 |
Disabled O
SIP

Username / Extension * |5208

Domain |

Displayname |

Authentication user | 5208

Authentication password lCI

Features

Call forward unconditional | |

| Save || Delete

Cancel |

=) Required field
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Handset Sharing and Provisioning

Handset sharing is used in combination with provisioning. Users can be provisioned via the <MAC>-
users.xml file. Devices cannot be provisioned because the intention is that devices will be auto-
matically created when they are subscribed.

Itis recommended to provision users without an IPEI and let the user/device binding be handled by
signing-in from the handsets.

Furthermore, it is recommended not to create the devices manually via the GUI but let the system
automatically create them when subscribed. For security reasons it is recommended to restrict
device subscription with a system access code.

For more information about provisioning, see Provisioning Guide.

Handset Sharing Setup Examples

User SIP Server
T = R - DECHdnies (Registration)
Maodel Spectralink T620
IR Software part number 14179910
spectralink g IP-DECT Server ;[ .
A 130
Status. ConBguration Users DE [ .
List Users  List Dovices poriExpo IPE 05003 0203062
User Lis User
Overview PIN code |
System ARI 10046556414 [10 26 bT 43 00]
Users Subscribed Registered Standby text | N
Tatal 1 1] (1] Disabled
New SIP
Show Al + | enfries Usemame / Extension * :ED‘IH
Enabled User Displayname Domnain
v 6010 05003 0203062
Showing 1to 1 of 1 entries First| Previous | [ [Mext | Last Digplaynoma |
Authentication user 6010
Authentication password  |se=e

Faatures

Call forward unconditional |

« Any handset can be linked with any User at any given time
« Handset sign-in and sign-out using PIN code

« IPEllinkis active when User is linked to a handset

o PIN code field is used during handset sign-in

Once the Handset Sharing License is loaded onto the Spectralink IP-DECT Server, any handset can
now be linked with any User at any given time, as long as that User is not linked with another hand-
set. This happens during a process, where the User signs in with an arbitrary handset using the
extension number of the User and an optional PIN code associated with the User.
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spectralink IP-DECT Server -
- Device
Device List ﬂi:‘rldm Speciralink T620
- I g pe: rafink 7
System ARI 10046556414 [10 26 b7 43 00) Sk past secskar 14T

Devices Subscribed Firmware 3L
Total 1 0 IPEI 05003 0203062

Mew
Access code

Show [ v entries

User

= - - Username | Extension 6010
05003 0203062  &010
Showing 1 to 1 of 1 entnes First  Previous | |1 Next Last

« ADevice is a subscribed handset

« A User (represented by Username / Extension link) is active when linked to a device
« Link handset to vacant User during subscription

« Link User to handset during User creation

When clicking on an IPEI number under the Device List page, you see a Device profile which in
essence is a unique handset, that has been subscribed to the Spectralink IP-DECT Server. The
Device profile holds information about the handset’s IPEI number and optional access code used,
when the handset is subscribed to the Spectralink IP-DECT Server.

Note:
The access code should not be mistaken for the PIN code.

When subscribing a handset, you can choose to link the handset to an existing vacant User dur-
ing the subscription process.

You can also work the other way around so that when creating a User you can choose to link the
user to an existing handset by typing the IPEI. If the handset is already linked to another user, the
handset will be released from that user and the handset will be linked with the user you are creating.
For more information, see "Registering a User" on page 145.
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Device User SIP Server
DECT device DECT device (Registration)
Madal Spectralink 7620 Model Spectralink TE20
Software pat number 14179910 Softwara part number 12179910
Firmware 13L Firrmwase 13L
IPEI* 05003 0203062 e [FEI 05003 0203062
Access code [ L
i PIN code |
Usermams | Extension hml] SHHEIE:,- Red | Jh
Disabled
SIP
Usemarne | Extension " :6'3'”2‘— =1
Domain
Displaynarng
Auvthentication user :-saw ] ——

Authantication password [rees

Featuras

Call forward unconditional ’—

« Device (handset) and User are linked
o Userisregistered with SIP Server

Above you see how a Device profile is linked to a User profile. Notice how the IPEI number and the
Username / Extension number are associated, indicating a link between the Device and User.
Also notice the User registration with the SIP Server.
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Example of Setting Up Handsets for Handset Sharing

Press and
hold key 9
to sign in Sign out Enter User:
or out Signin L]
Cancel 25749
| ok ] Eat | Lok | Exit

Jane - 2575 13n Signed out 1312

spectralink spectralink &

Shortcut Henu | Shortcwt

1. A Handset Sharing License | IP-DECT/DECT Servers 400/6500/2500/8000 must be loaded
to the Spectralink IP-DECT Server.

2. Setup handset for Send MSF: Menu > Settings > Advanced > Long key > Send MSF.

Note:

Alternatively, if you need to do this for many handsets, use the Handset and
Repeater Management Tool.

To sign in, press and hold key 9 until the sign in screen appears.
Select Sign In, and then enter the User number (typically your Extension number).

Enter the PIN code.
If sign-in is successful the standby text will show in the display.

N o gk ow

Long press key 9 to sign out. The standby text will show signed out upon successful sign out.
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Product Compatibility

If you have any questions about product compatibility, contact your system administrator.

You can use the Spectralink IP-DECT Server with other Spectralink products as identified by the
type approval model ID and/or part number located on the label of the product.

Spectralink Server

Spectralink IP-DECT Server 200 K005 (72345600 / 72345601)
Spectralink IP-DECT Server 400 K005 (02344500/02344501)
Spectralink IP-DECT Server 6500 K006 (02350000)

Power Supply, 8.0V DC (only Server 200 and 84642600

Server 400)

External Antenna (with 1 m connection cable) (only 02319705
Server 200 and Server 400)

Connection cable for External Antenna, 3 m (only 14002704
Server 200 and Server 400)

Connection cable for External Antenna, 7.5m (only 14002706
Server 200 and Server 400)

Spectralink Base Station

Spectralink IP-DECT Base Station 1G8 K005
Spectralink IP-DECT Base Station 1G9 K005
Power Supply, 8.0V DC 84642600
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Spectralink DECT Repeater

Spectralink DECT Repeater 1G8, 2 channels, with K018B (02440000)
connector for external antenna

Spectralink DECT Repeater 1G9, 2 channels, with  KO18B (02441000)
connector for external antenna

Spectralink DECT Repeater 1G8, 2 channels, K018 (02441100)
without connector for external antenna

Spectralink DECT Repeater 1G9, 2 channels, K018 (02441200)
without connector for external antenna

Spectralink DECT Repeater 1G8, 4 channels, with K018 (02441600)
connector for external antenna

Spectralink DECT Repeater 1G9, 4 channels, with K018 (02440200)
connector for external antenna

Spectralink DECT Repeater 1G8, 4 channels, K018C (02334601)
without connector for external antenna

External Antenna (with 1 m connection cable) 02319705
Connection cable for External Antenna, 3 m 14002704
Connection cable for External Antenna, 7.5 m 14002706

Power Supply (9.0V DC, 350mA) 84642602
Repeater Programming Kit 02509210

Spectralink DECT Media Resource

Spectralink DECT Media Resource (only Server K006
6500)

Spectralink Server Licenses for 200

Lync/SfB + Security (TLS, SRTP) | IP-DECT 14075511
Server 200
Security (TLS, SRTP) | IP-DECT Server 200 14075281

Software Assurance 1 Year 12 Users | IP-DECT 14232800
Server 200
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Spectralink Server Licenses for Server 400
12 Channels + 30 Users | IP-DECT Server 400

Lync/SfB +Security (TLS, SRTP) | IP-DECT
Server 400

Multicell | IP-DECT Server 400

12 Channels + 30 Users + Lync/SfB + Security
(TLS, SRTP) + Multicell | IP-DECT Server 400

12 Channels + 30 Users + Lync/SfB + Security
(TLS, SRTP) | IP-DECT Server 400

12 Channels + 30 Users + Multicell | IP-DECT
Server 400

Cisco Unified CM (Advanced Features) | IP-DECT
Server 400

LAN Sync | IP-DECT Server 400

Enhanced Provisioning Interface | IP-DECT
Server 400

Frequency Swap | IP-DECT/DECT Servers
400/6500/2500/8000

Handset Sharing License | IP-DECT/DECT Serv-
ers 400/6500/2500/8000

Automatic Alarm Call | IP-DECT/DECT Servers
300/400/2500/6000/6500/8000

Security (TLS, SRTP) | IP-DECT/DECT Servers
400/6000/6500/2500/8000

Additional repeaters (up to 6 repeaters) | IP-DECT
Server 400

Software Assurance 1 Year 12 Users | IP-DECT
Server 400

Software Assurance 1 Year 30 Users | IP-DECT
Server 400
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14075510

14075520
14075550

14075540

14075560

14075490

14075600
14075701

14075620

14075460

14075450

14075280

14075570

14232802

14232804
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Spectralink Server Licenses for Server 6500

30 Users | IP-DECT Server 6000/6500 14075200
150 Users | IP-DECT Server 6000/6500 14075210
500 Users | IP-DECT Server 6000/6500 14075220
1500 Users | IP-DECT Server 6000/6500 14075230
4096 Users | IP-DECT Server 6000/6500 14075240

Redundancy Master | IP-DECT Server 6000/6500 14075250

Redundancy Backup | IP-DECT Server 14075260
6000/6500

LAN Sync | IP-DECT Server 6500 14075610
Frequency Swap | IP-DECT/DECT Servers 14075620
400/6500/2500/8000

Cisco Unified CM (Advanced Features) | IP-DECT 14075495
Server 6500

Lync/SfB +Security (TLS, SRTP) | IP-DECT 14075270
Server 6000/6500

Enhanced Provisioning Interface | IP-DECT 14075700
Server 6500

Handset Sharing License | IP-DECT/DECT Serv- 14075460
ers 400/6500/2500/8000

Automatic Alarm Call | IP-DECT/DECT Servers 14075450
300/400/2500/6000/6500/8000

Security (TLS, SRTP) | IP-DECT/DECT Servers 14075280
400/6000/6500/2500/8000

Software Assurance 1 Year 30 Users | IP-DECT 14232806
Server 6500

Software Assurance 1 Year 150 Users | IP-DECT 14232808
Server 6500

Software Assurance 1 Year 500 Users | IP-DECT 14232810
Server 6500

Software Assurance 1 Year 1500 Users | IP- 14232812
DECT Server 6500

Software Assurance 1 Year MAX Users | IP- 14232814
DECT Server 6500

14215700-1G, Edition 9.0 231
October 2018, Original document



Spectralink IP-DECT Server 200/400/6500 Installation and Configuration Guide

14215700-1G, Edition 9.0 232
October 2018, Original document



Spectralink IP-DECT Server 200/400/6500 Installation and Configuration Guide

Technical Specification

Below you will find technical specifications of the different Spectralink Server Solution components:

« Spectralink IP-DECT Server 200
Spectralink IP-DECT Server 400
Spectralink IP-DECT Server 6500
Spectralink IP-DECT Base Station
Spectralink DECT Repeater
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Spectralink IP-DECT Server 200

PROTOCOL SUPPORT

« Session Initiated Protocol (SIP)
Broadcast Messaging

Message Service Functions (MSF)
« XML-RPC

SIP VOIP SUPPORT

« Basiccall

o CLIP

« CallHold

o Call Transfer

« Call Waiting

o Music on Hold (MOH)

OPERATION AND MAINTENANCE

« Web GUI for administration and maintenance of the entire infrastructure
« HTTP with digest authentication

« HTTPS

« Syslog

« SNMP

SYSTEM ARCHITECTURE

o The Spectralink IP-DECT Server 200 is both a radio unit and a SIP integration unit to the host
SIP Call Control / UC platform.

o 1xSpectralink IP-DECT Server 200 and up to 3 x Spectralink DECT Repeaters (2 or 4 chan-
nel multi-cell)

12 wireless users/six simultaneous calls

SUPPORTED CODECS

o G.711 A-law and U-law
o G.726 (32 kbps - 4 bit ADPCM)
« G.729
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NETWORK

« 10/100 Mbps Ethernet port

« Manual or dynamic host configuration protocol (DHCP)

« Time and date synchronization using Network Time Protocol (NTP)
» LED status indication

PROVISIONING

« Configuration

« Userdata

o Server firmware
« Handset firmware

RADIO INTERFACE

o RF output 20 to 24 dBm at antenna connection
« Sensitivity: typical -90 dBm measured at antenna connection at BER = 0.001
« Average transmit power: typical 5mW/ch (US) or 10mW/ch. (EU)
« Peak transmit power: typical 125mW (US) or 250mW (EU)
» Typical range:
 Indoor: 20-50 m. (65 - 165 ft.)
« Outdoor: 300 m. (1000 ft.)

o Fullslot DECT radio (12 channels)
« Possible to connect external antenna (Only Spectralink External Antenna can be used)

ELECTRO MAGNETIC COMPATIBILITY (EMC) APPROVALS (REGULATORY
STANDARDS)

« EMC:EN 301489-1

« EMC:EN 301489-6

« FCCRULES, FCC PART15
o ANSIC63.4

SAFETY (REGULATORY STANDARDS)

« UL60950-1

« CAN/CSA-C22.2 No. 60950-1
« AS/NZS 60950-1
« Safety: EN 60950 - 1

DECT RADIO APPROVAL
« EN 301406
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ENVIRONMENTAL CONDITIONS

Operating temperature: 10 - 40° C (50 - 104° F)
Storage temperature: -50 - 70° C (-58 - 158°F)
Relative humidity: between 20% and 80% (non-condensing)

Compliance with the requirements of EU directive 2011/65/EU (ROHS) and 2012/19/EU
(WEEE)

ELECTRICAL REQUIREMENTS

« Power over Ethernet (IEEE 802.3af), mode A & B

« PoE Class 1 device

Typical power consumption: 3W per unit

External power outlet (power supply must be ordered separately)

« External antenna connection (Only Spectralink External Antenna can be used)

PHYSICAL CHARACTERISTICS

e Size:100x100x43 mm (3.94 x3.94 x1.69in.)
« Weight: 120 gr. (4.2 02)

» Black (Pantone Black)

« Wall-mountable, indoor

o Can be mounted upside down

INTEROPERABILITY

« Forinformation about supported Call Control/Unified Communications (UC) (PBX and IP-
PBX) platforms, visit http://support.spectralink.com/.
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Spectralink IP-DECT Server 400

PROTOCOL SUPPORT

« Session Initiated Protocol (SIP)

« Broadcast Messaging

« Message Service Functions (MSF)
« XML-RPC

SIP VOIP SUPPORT

« Basiccall

o CLIP

« CallHold

o Call Transfer

« Call Waiting

o Music on Hold (MOH)

OPERATION AND MAINTENANCE

« Web GUI for administration and maintenance of the entire infrastructure
« HTTP with digest authentication

« HTTPS

« Syslog

« SNMP
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SYSTEM ARCHITECTURE

« The Spectralink IP-DECT Server 400 is both a radio unit and a SIP integration unit to the host
SIP Call Control / UC platform. Additionally, it controls and handles the Spectralink IP-DECT
Base Stations.

« Single-cell configuration:

1 x Spectralink IP-DECT Server 400 and up to 3 x Spectralink DECT Repeaters (2 or 4 chan-
nel multi-cell)

12 wireless users/six simultaneous calls

Optional 30 users/6 simultaneous calls *

Note:

* The Spectralink IP-DECT Server 400 does have 12 channels, but due to the func-
tionality of DECT it is only possible to have 6 concurring channels when operating
as single-cell (using only one radio).

« Multi-cell configuration:

1 x Spectralink IP-DECT Server 400, up to 3 x Spectralink IP-DECT Base Stations and up to
3 x Spectralink DECT Repeaters (2 or 4 channel multi-cell) connected on each Spectralink IP-
DECT Server or Spectralink IP-DECT Base Station **.

12 wireless users/six simultaneous calls

Optional 30 users/12 simultaneous calls

Note:

** The Spectralink IP-DECT Base Station does have 12 channels, butonly 11 can
be used when synchronizing over the air.

SUPPORTED CODECS

« G.711 A-law and U-law
o G.726 (32 kbps - 4 bit ADPCM)
« G.729

NETWORK

« 10/100 Mbps Ethernet port

« Manual or dynamic host configuration protocol (DHCP)

« Time and date synchronization using Network Time Protocol (NTP)
» LED status indication
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PROVISIONING

« Configuration

o Userdata

« Serverfirmware

« Base station firmware (License required)
« Handset firmware (License required)

RADIO INTERFACE

« RF output 20 to 24 dBm at antenna connection

« Sensitivity: typical -90 dBm measured at antenna connection at BER = 0.001
« Average transmit power: typical 5mW/ch (US) or 10mW/ch. (EU)

« Peak transmit power: typical 125mW (US) or 250mW (EU)
« Typical range:
o Indoor: 20-50 m. (65 - 165ft.)

o Outdoor: 300 m. (1000 ft.)
« Fullslot DECT radio (12 channels)

« Possible to connect external antenna (Only Spectralink External Antenna can be used)

ELECTRO MAGNETIC COMPATIBILITY (EMC) APPROVALS (REGULATORY

STANDARDS)

« EMC:EN 301489-1

« EMC:EN301489-6

« FCCRULES, FCC PART15
« ANSIC63.4

SAFETY (REGULATORY STANDARDS)

» UL60950-1

« CAN/CSA-C22.2 No. 60950-1
o AS/NZS 60950-1
» Safety: EN 60950 - 1

DECT RADIO APPROVAL
« EN 301406

ENVIRONMENTAL CONDITIONS

o Operating temperature: 10-40°C (50- 104°F)
« Storage temperature: -50 - 70° C (-58 - 158°F)
« Relative humidity: between 20% and 80% (non-condensing)
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« Compliance with the requirements of EU directive 2011/65/EU (ROHS) and 2012/19/EU
(WEEE)

ELECTRICAL REQUIREMENTS

« Power over Ethernet (IEEE 802.3af), mode A & B

« PoE Class 1 device

« Typical power consumption: 3W per unit

« External power outlet (power supply must be ordered separately)

« External antenna connection (Only Spectralink External Antenna can be used)

PHYSICAL CHARACTERISTICS

o Size:100x100x43 mm (3.94 x3.94 x1.69in.)
o Weight: 120 gr. (4.2 0z)

o Grey-white (NCS 0502-Y)

« Wall-mountable, indoor

o Can be mounted upside down

INTEROPERABILITY

« Forinformation about supported Call Control/Unified Communications (UC) (PBX and IP-
PBX) platforms, visit http://support.spectralink.com/.
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Spectralink IP-DECT Server 6500

PROTOCOL SUPPORT

« Session Initiated Protocol (SIP)
Broadcast Messaging

Message Service Functions (MSF)
« XML-RPC

SIP VOIP SUPPORT

« Basiccall

o CLIP

« CallHold

o Call Transfer

« Call Waiting

o Music on Hold (MOH)

OPERATION AND MAINTENANCE

« Web GUI for administration and maintenance of the entire infrastructure

« Provisioning, maintenance, and supervision of all infrastructure components and Spectralink
7000 handsets in the solution

« HTTP with digest authentication
« HTTPS

« Syslog

« SNMP

SYSTEM ARCHITECTURE

o The Spectralink IP-DECT Server 6500 is a control unit acting as a SIP integration unit to the
host SIP Call Control / UC (IP-PBX) platform, which also controls and handles all other infra-
structure elements

« Max. no. of:

o Spectralink IP-DECT Base Stations: 1024

» Simultaneous calls on each Spectralink IP-DECT Base Station: 12

« Spectralink DECT Repeater on each Spectralink IP-DECT Base Station: 3
o Spectralink DECT Media Resources: 32

« Simultaneous calls with one Spectralink DECT Media Resource (G.711): 32
« Simultaneous calls with 32 Spectralink DECT Media Resources: 1024

« Registered Spectralink 7000 handsets: scalable to 4096 stepwise: 30 users, 150 users, 500
users, 1500 users, 4096 users
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SUPPORTED CODECS

o« G.711 A-law and U-law
o G.726 (32 kbps - 4 bit ADPCM)
« G.729

NETWORK

« 10/100 Mbps Ethernet port
« Manual or dynamic host configuration protocol (DHCP)
» Time and date synchronization using Network Time Protocol (NTP)

PROVISIONING

« Configuration

o Userdata

« Serverfirmware

« Base station firmware (License required)
« Handset firmware (License required)

APPROVALS (REGULATORY STANDARDS)

o EN 55022
o EN55024: A, A2
« FCC RULES, CRF47, PART15, class B digital device

SAFETY (REGULATORY STANDARDS)

« UL 60950-1 CAN/CSA-C22.2 No. 60950-1-03
« UL File No: E170690

« IEC 60950-1

Safety: EN 60950 - 1

o AS/NZS 60950-1

ENVIRONMENTAL CONDITIONS

« Operating temperature: 10-40°C (50 - 104°F)
« Storage temperature: -50-70°C (-58 - 158°F)
« Relative humidity: between 20% and 80% (non-condensing)

« Compliance with the requirements of EU directive 2011/65/EU (ROHS) and 2012/19/EU
(WEEE)

ELECTRICAL REQUIREMENTS
« The supplied power for unit must be 110 to 240 AC nominal, 50/60 Hz
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PHYSICAL CHARACTERISTICS

o Size:440x199x44 mm (17.3x7.8x1.71in.)
o Weight: 2,354 gr. (83.0 0z)

o Grey

« Rack and wall-mountable, indoor

. IP20

INTEROPERABILITY

«» Forinformation about supported Call Control/Unified Communications (UC) (PBX and IP-
PBX) platforms, visit http://support.spectralink.com/.
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Spectralink IP-DECT Base Station

SYSTEM ARCHITECTURE

« The Spectralink IP-DECT Base Station does have 12 channels, but only 11 can be used when
synchronizing over the air.

NETWORK

« 10/100 Mbps Ethernet port

« Manual or dynamic host configuration protocol (DHCP)

» Time and date synchronization from the Spectralink DECT Server
Event logging

« LED status indication

PROVISIONING

« Base station firmware (License required on server)

RADIO INTERFACE

o RF output 20 to 24 dBm at antenna connection
« Sensitivity: typical -90 dBm measured at antenna connection at BER = 0.001
« Average transmit power: typical 5mW/ch (US) or 10mW/ch. (EU)
« Peak transmit power: typical 125mW (US) or 250mW (EU)
Typical range:
« Indoor: 20-50 m. (65 - 165ft.)
« Outdoor: 300 m. (1000 ft.)
Full slot DECT radio (12 channels)
Possible to connect external antenna (Only Spectralink External Antenna can be used)

ELECTRO MAGNETIC COMPATIBILITY (EMC) APPROVALS (REGULATORY
STANDARDS)

« EMC:EN 301489-1

« EMC:EN 301489-6

« FCCRULES, FCC PART15, SubpartD; RSS-213
e IC RulesRSS213 Issue 2
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SAFETY (REGULATORY STANDARDS)

» UL60950-1

« CAN/CSA-C22.2 No. 60950-1
« AS/NZS 60950-1
. Safety: EN 60950 - 1

DECT RADIO APPROVAL
« EN 301406

ELECTRICAL REQUIREMENTS

« Power over Ethernet (IEEE 802.3af)
o PoE Class 1 device
Typical power consumption: 2W per unit

External power supply option available
« External antenna connection (Only Spectralink External Antenna can be used)

ENVIRONMENTAL CONDITIONS

« Operating temperature: 10 - 40° C (50 - 104° F)
« Storage temperature: -50-70° C (-58 - 158°F)
« Relative humidity: between 20% and 80% (non-condensing)

« Compliance with the requirements of EU directive 2011/65/EU (ROHS) and 2012/19/EU
(WEEE)

PHYSICAL CHARACTERISTICS

e Size:100x100x43 mm (3.94x3.94x1.69in.)
Weight: 120 gr. (4.2 0z)

Grey-white (NCS 0502-Y)

Wall-mountable, indoor

o Can be mounted upside down

— Note:

. | The Spectralink IP-DECT Base Station is regulatory-certified for frequency bands used
in North America, Europe, Australia and New Zealand.
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Spectralink DECT Repeater

SYSTEM CAPACITY WITHOUT EXTERNAL ANTENNA

« Max. number of speech channels: two or four

SYSTEM CAPACITY WITH EXTERNAL ANTENNA

« Max. number of speech channels: two or four
« Distance from base station to repeater with external antenna: up to 1,950 m. (6398 ft.)

RADIO INTERFACE

« RF output 20 to 24 dBm at antenna connection
« Sensitivity: typical -90 dBm measured at antenna connection at BER = 0.001
« Average transmit power: typical 5mW/ch (US) or 10mW/ch. (EU)
« Peak transmit power: typical 125mW (US) or 250mW (EU)
« Typical range:
« Indoor: 20 - 50 m. (65 - 165 ft.)
o Outdoor: 300 m. (1000 ft.)
« Fullslot DECT radio (12 channels)
» Possible to connect external antenna (Only Spectralink External Antenna can be used)

DECT RADIO APPROVAL

« EN 301406
o FCC RULES PART 15/SubpartD, RSS-213

ELECTRO MAGNETIC COMPATIBILITY (EMC) APPROVALS (REGULATORY
STANDARDS)

« EMC: EN 301489-1
« EMC:EN301489-6

SAFETY (REGULATORY STANDARDS)

« UL 60950-1 CAN/CSA-C22.2 No. 60950-1-03
« Safety: EN 60950 - 1

ELECTRICAL REQUIREMENTS

« Maximum power consumption: 1.62W (Max. 2W)
« The power supply is 9VDC, 180mA.
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ENVIRONMENTAL CONDITIONS

Operating temperature: 0-55°C (32- 131°F)
Storage temperature: -50 - 70° C (-58 - 158°F)
Relative humidity: between 20% and 80% (non-condensing)

Compliance with the requirements of EU directive 2011/65/EU (ROHS) and 2012/19/EU
(WEEE)

PHYSICAL CHARACTERISTICS

o Size:100x100x43 mm (3.94 x 3.94 x1.69in.)
» Weight: 112.9gr. (4 0z.)

o Grey-white (NCS 0502-Y)

« Wall-mountable, indoor
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Troubleshooting

In case of system errors, the following tasks can be part of the troubleshooting:

» Packet capture
« Network Diagnose

o Reading System Information, Logs, Statistics etc.

« Checking synchronization chain for loops

E Note:
. For more in depth information and to gain access to the Spectralink training material, you
must attend training and become Spectralink Certified Specialist.

Please visit http://partneraccess.spectralink.com/training/classroom-training for more
information and registration.

Packet Capture

Spectralink Support can request a packet capture of the overall system status.

To make a packet capture from the web based Administration Page of the Spectralink IP-DECT
Server:

1. Click Status, and then click Packet Capture.
2. Onthe Packet Capture page, enter the following data:

Field Setting

Packet Capture - Filters

Capture SIP (Optional) If enabled, SIP signalling is captured.
Capture external RTP If enabled, all voice packages from other endpoints are
(Optional) captured.

Capture internal RTP (Optional) | If enabled, voice data between base stations is captured.

Capture MSF (Optional) If enabled, MSF signalling is captured.

Capture everything (Optional) If enabled, any kind of traffic is captured.

Custom filter (Optional) Enter a custom filter in PCAP filter format to capture
traffic.
Decrypt SIP over TLS If enabled, a decrypted version of SIP signalling sent
(Optional) over TLS is captured.
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Field Setting

Log TLS keys (Optional) If enabled, TLS master secrets are logged to a log file for
later decryption of TLS in packet capture.

Packet Capture - Status

Status Shows the status of the capture progress.
\Current capture size Shows current capture size in kbytes. )
Packet Capture
Filters
Capture SIP

|
Capture external RTP O
Capture internal RTP O
Capture MSF O
Capture everything O

Custom filter |

Decrypt SIP over TLS ]

Log TLS keys ]

Status

Status Capture is stopped

Current capture size (kbytes) 0.0 /0

Stop Refresh Save

3. Ifyouwant to start capturing the network packets,click Start, click Stop after trying to repro-
duce the expected failure/behaviour, and then click Save to download and save the packet
capture file.

4. If you wantto stream a packet capture, click Stream. A pcap file is downloaded automatically.

E Note:

. The Spectralink IP-DECT Server has a packet capture size limit of 10 megabytes. When
this limit is reached, the packet capture will restart. When performing a streaming packet
capture there is no size limit.

Network Diagnose

1. Click Status, and then click Network Diagnose.

2. Onthe Network Diagnose page, under Host, enter the relevant IP address or domain name:

Network Diagnose
Host * |

Trace route

3. Click Ping to send a ping request to the host to check if network is connected.
4. If you want to trace the route to the host, click Trace route.
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Parameter Overview

Status - General

General Status - General

IP address IP address of the Spectralink IP-DECT Server.

NTP Server IP address of the NTP Server.

Time Time and date information.

Serial Serial number of the Spectralink IP-DECT Server.
MAC address MAC address of the Spectralink IP-DECT Server.
Product ID Production ID of the Spectralink IP-DECT Server.
Production Date Production Date of the Spectralink IP-DECT Server.

General Status - Hardware

PartNo Partnumber of the Spectralink IP-DECT Server hardware.

PCS Hardware version

General Status - Firmware

PartNo Partnumber of the Spectralink IP-DECT Server firmware
PCS Firmware version
Build Firmware build

General Status - Quick status

SIP OK if all enabled SIP users are registered to the SIP server.

KWS redundancy (Only visible if OK if the connection to redundancy peer is OK.
license loaded)

Base stations OK if no synchronization loops, no auto synchronization and
all enabled base stations are connected and synchronized.

Media resources OKif all enabled media resources are connected and at least
one channel is available.

Provisioning OK if the latest communication with the provisioning server
was successful.
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NTP (Network Time Protocol) OK if the latest communication with the NTP server was suc-
cessful.

Status - Logs

Message Log

Display filter From the Display filter list you can select between emer-
gency, critical, error, warning, notice or info depending
on the logs you want to see. Furthermore, select between
Application or Audit to get the wanted log type.

The different types of status are:

« emergency (errors causing the system to malfunction
for all calls)

« critical (events that do not occur under normal oper-
ation, cause major malfunction)

« error (events that do not occur under normal oper-
ation, cause minor malfunction)

« warning (events that do not occur under normal oper-
ation, may cause malfunction)

« notice info (events that occur under normal operation)

An Application log is afile of events, logged by the system.
An Audit log is a chronological set of records documenting
the sequence of activities.

Itis possible to clear the message log buffer for Application
logs. The Audit log cannot be deleted - except when per-
forming a factory reset.

Itis possible to stream an Application log, whereas an
Audit log cannot be streamed.
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Status - Wireless Server

Wireless Server Status - General

Firmware version Wireless Server firmware version. E.g. 59015

System ARI E.g. 1005354651

Wireless Server Status - License information

License max users E.g. 30

License features E.g. Handset sharing, Enhanced Provisioning Interface,
Redundancy, Security, LAN Sync

Wireless Server Status - Service Status

Wireless Server Uptime Wireless Server uptime since last restart.

Call establishment Call establishment status. E.g. Allowed. Defined under
Administration > Wireless Server.

Subscription Subscription status. E.g. Allowed. Defined under Con-
L figuration > Wireless Server. )
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Status - Packet Capture

Field Setting

Packet Capture - Filters

Capture SIP (Optional) If enabled, SIP signalling is captured.
Capture external RTP If enabled, all voice packages from other endpoints are cap-
(Optional) tured.

Capture internal RTP (Optional) | If enabled, voice data between base stations is captured.

Capture MSF (Optional) If enabled, MSF signalling is captured.

Capture everything (Optional) If enabled, any kind of traffic is captured.

Custom filter (Optional) Enter a custom filter in PCAP filter format to capture traffic.
Decrypt SIP over TLS If enabled, a decrypted version of SIP signalling sent over TLS
(Optional) is captured.

Log TLS keys (Optional) If enabled, TLS master secrets are logged to a log file for later

decryption of TLS in packet capture.

Packet Capture - Status

Status Shows the status of the capture progress.

\Current capture size Shows current capture size in kbytes.

Status - Network Diagnose

Network Diagnose

Host Enter the relevant IP address or domain name.

Click Ping to send a ping request to the host to check if net-
work is connected.

Click Trace route if you want to trace the route to the host.
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Configuration - General

Field Setting

General Configuration - IPv4

Method Default value: DHCP assigned (dynamic IP address)
Select Use Static IP Address to configure a static IP address.

Note: When using a static IP address, it is also necessary to
configure other network settings below such as DNS and NTP
settings.

For more information, see also "Recommended Network Con-
figuration" on page 87.

IP addr Enter the IP address of the Spectralink IP-DECT Server.

Netmask Enter a new network mask. Contact your system administrator
for more information.

Gateway Enter the IP address of the default gateway.

The default gateway serves as an access point to another net-
work.

Contact your system administrator for more information.

MTU (Maximum Translation Enter the size of the largest packet, that your network protocol
Unit) (Optional) can transmit.

General Configuration - IPv6

Method (Optional) Default value: Disabled

If not using IPv4, select Static to set the following settings
manually: IPv6 address, Subnet Prefix Length, Default Gate-
way, Primary DNS Server, and Secondary DNS Server.

Other possible settings are:

« Stateless Address Autoconfiguration (SLAAC): An
IPv6 address is automatically generated based on the
prefix being advertised on the connected network.

» Statefull (DHCPvV6): IPv6 address, DNS servers and
DNS search list will be obtained from router.

Address/prefix (Optional) It is possible to enter a prefix (Static IPv6 address with an
optional prefix length).

Address and prefix length must be separated by: /

Default gateway (Optional) Enter IP address of the default gateway. The default gate way
serves as an access point to another network.
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Field Setting

General Configuration - Ethernet

VLAN (Optional)

Itis possible to enter the VLAN Identifier (VID) according to
IEEE 802.1Q specifying the VLAN to which the device belongs.

Note: If this setting is used, network access from outside the
VLAN is no longer possible.

The Spectralink IP-DECT Server supports 4094 different
VLANSs.

Possible values: 1-4094

General Configuration - DNS (

Domain Name System)

Hostname (FQDN )(Optional)

The hostname (Fully Qualified Domain Name) will be inserted
into the SIP Contact and via headers. The hostname will also
be published via DHCP, and if the network infrastructure sup-
ports it, the device will be reachable via this hostname.

E.g. Example.spectralink.com

Search Domain (Optional)

Domain name used for resolving host names without a domain.

Primary Server (Optional)

Enter the IP address of the Primary DNS server.

Secondary Server (Optional)

Enter the IP address of the Secondary DNS server.

General Configuration - NTP (Network Time Protocol)

Server (Optional)

Enter the IP address of the NTP server from which the system
will obtain the current time.

Time zone (Optional)

Select the wanted time zone. The time zones include daylight
saving times.

Posix timezone string (Optional)

Customized time zone setting. The string must be in POSIX
time zone format.

General Configuration - UPnP

Enabled (Optional)

Enabled by default. If enabled, the device is UPnP dis-
coverable.

UPNP is an acronym for Universal Plug and Play. If the IP
address of the device is unknown (e.g. forgotten or DHCP-
assigned), UPnP can be used to easily identify the IP address
of the device.

Note: If My Network Places in Windows is setup to show
icons for networked UPnP devices, every Spectralink IP-DECT
Server, Media resource and Base station will be presentin My
Network Places.

14215700-1G, Edition 9.0
October 2018, Original document

255




Spectralink IP-DECT Server 200/400/6500 Installation and Configuration Guide

Field Setting

Broadcast announcements Specifies if UPnP announcements are broadcasted.

(Optional) If enabled, the device broadcasts announcements auto-

matically.

General Configuration - Remote syslog

Host (Optional) Enter the host or IP address of the remote syslog server.

If specified, messages will be sent to the server.

Port Server port used for remote syslog.
Default value: 514

Facility Remote syslog facilities used for log messages.
Default value: Local 0
Referto RFC5424.

Level Log level to send via syslog.

Possible values: emergency. critical, error, warning, notice,
info or debug.

Default value: Info

Scope (Optional) Scope of syslog settings.

If set to all, the settings will override any local settings on e.g.
connected base stations.

If set to server only, these settings will only apply to the server.

If set to server and mr, these settings will only apply to the
server and media resource.

Default value: all

General Configuration - SNMP

Enabled (Optional) If enabled, access to the SNMP is allowed, and the server will
respond to SNMP requests.

Community (Optional) SNMP Community name (public). The server will respond to
requests from a manager in this community.

Trap host (Optional) Address of SNMP trap host to which SNMP traps are sent.
Trap community (Optional) SNMP trap Community name used for sending traps.
System location (Optional) Information about the physical location of this host.

E.g. telephone closet, 3rd floor

System contact (Optional) The textual identification of the contact person for this host,

L together with information about how to contact them. )
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Configuration - Wireless Server

Wireless Server Configuration - DECT

Subscription allowed (Optional) If enabled, it is possible to subscribe new handsets to the
system.

Note: Subscription will be disallowed after 120 seconds or
when a subscription succeeds. If more time is needed or
more handsets must be subscribed, it is necessary to dis-
able the parameter Automatically disable sub-
scription allowed below.

Automatically disable subscription If enabled, subscriptions will automatically be disallowed
allowed (Optional) after 120 seconds or when a subscription succeeds.

If disabled, subscriptions will be allowed until explicitly dis-
abled.

Default value: Enabled
Note: This feature is part of DECT Security Step A.

Authenticate calls (Optional) If enabled, each individual DECT call will be authen-
ticated.
Encrypt voice/data (Optional) Encryption of voice/data packets transmitted via DECT.

Possible values: Disabled, Enabled or Required.
Default value: Required

Note: Repeaters do not support encryption. If set to
Required, the call is ended when handover is established
on the repeater.

Early encryption and re-keying If enabled, this enables encryption immediately after con-
(Optional) nection establishment and regular re-keying until con-
nection termination.

Possible values: Disabled, Enabled or Required.
Default value: Disabled

Note: Enabling early encryption may increase connectivity
problems in areas with poor coverage.

Note: Only Spectralink Handsets with firmware
PCS18Da or newer support Required.

Note: This feature is part of DECT Security Step A.
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System access code (Optional) System wide DECT access code.
The access code is from 0 - 8 decimal digits.

Note: Individual user access code (AC) has precedence
over system access code.

Send date and time (Optional) If enabled, date and time will be sent to the handsets when
a call is terminated.

Default value: Enabled

System TX power (Optional) Used for controlling (reducing) the output power of all con-
nected base stations supporting power control. Unless set
to default, this will override any base station specific power
setting.

Default value: Default (250 mW)

Note: Itis possible to define a TX power value for a spe-
cific base station (Administration > Base Station).

Wireless Server Configuration - Media resources (Not relevant to the Spectralink IP-DECT
Server 200/400)

Allow new (Optional) If enabled, new media resources are allowed to connect to
the server.
Add new as active (Optional) If enabled, new media resources will become active when

added. Otherwise they must be activated manually under
Administration > Media Resource > Media Resource

page.

Require encryption (Optional) If enabled, the connection between the media resource
and the Spectralink IP-DECT Server is required to be
encrypted.

Note: Enabling this, will only allow media resources with
firmware PCS17Fa or newer to connect.

If not enabled, the connection will be encrypted if the
media resource supports encryption.

Wireless Server Configuration - Base stations (Not relevant to the Spectralink IP-DECT
Server 200)

Allow new (Optional) If enabled, new base stations are allowed to connect to
the server.
Add new as active (Optional) If enabled, new base stations will become active when

added. Otherwise, they must be activated manually under
Administration > Base Station > Base Station page.
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Require encryption (Optional) If enabled, the connection between the base station and
the Spectralink IP-DECT Server is required to be encryp-
ted.

Note: Enabling this, will only allow base stations with firm-
ware PCS17Fa or newer to connect.

If not enabled, the connection will be encrypted if the base
station supports encryption.

RFP port range start Port range start for RFP local RTP ports.
Default value: 57000

Note: Itis possible to change the value in case of con-
flicting ports.

Multicast signaling (Optional) Multicast signaling is optimal when having many base sta-
tions and is required with more than 256 base stations con-
nected.

If enabled, this willimpose multicast support for the net-
work.

For more information, see "Using Multicast" on page 131.

Multicast address (Optional) Multicast address used for signaling.
Default value: 239.255.1.11
Please refer to RFC 2365 and RFC 4291 for details.

Multicast TTL (Optional) The TTL is used to limit the propagation of the multicast
packets across routers.

Default value: 1

Note:The TTL is configurable and it is possible to change
the value according to network topology. For more inform-
ation, see vendor specific documentation.

Default sync type (Optional) This setting controls the default sync type for new base sta-
tions connecting to the server.

Possible values: Free running, Radio or LAN.

Note: Selecting Free running will configure each base
station as a sync master. For more information, see also
Synchronization and Deployment Guide.

Default value: Radio
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LAN sync transport protocol The protocol transport layer used by PTP for LAN sync.

(Optional) Possible values: Ethernet, IPv4 or IPv6.

For more information about using LAN synchronization,
see "LAN Based Synchronization (License Required)" on
page 136.

LAN sync type of service (TOS/Diff- | TOS/DiffServ values can be configured for PTP packets
serv) (Optional) used for LAN sync. The values are entered in decimal.

Network priority: Packets with higher TOS/DiffServ have
higher priority on the network.

184 = critical (highest priority)
96 = flash

64 = immediate

32 = priority

0 = routine (lowest priority)

Default value: 184 (Expedited Forwarding)

Wireless Server Configuration - Handsets (Not relevant to the Spectralink IP-DECT Server
200.

Handset sharing (Optional) Enabled by default when Handset Sharing License is
loaded.

Disable this, if handset sharing is not to be allowed.

For more information about using handset sharing and
configuring handset login, see "Handset Sharing" on

page 207.
Handset login If enabled, user credentials can be entered on the handset
(Only visible if Lync/STB + Security and no user configuration is required on the server. Use
(TLS, SRTP) License is loaded) long key press 9 to login. (System dependant).

For more information, see "Configuring Handset Login" on
page 212 and Handset User Guides.

Wireless Server Configuration - Application interface

Username Enter username required to access the application inter-
face.

Max. length: 31 characters.
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New password (Optional) Enter password required to access the application inter-
face.

Max. length: 31 characters.

New password again (Optional) Confirm password required to access the application inter-
face.

Enable MSF (Optional) If enabled, access to the MSF application interface is sup-
ported.

Default value: Disabled

Enable XML-RPC (Optional) If enabled, access to the XML-RPC application interface is
supported.

Default value: Disabled

Internal messaging (Optional) If enabled, internal messaging to allow handset-to-hand-
set messaging without an external application is suported.

Wireless Server Configuration - Feature codes

Enable (Optional) If enabled, feature codes for controlling features from the
handsets can be used.

Call forward unconditional - enable Enable call forward unconditional by dialing this code
(Optional) (*21*), followed by the desired extension ($ = extension)
and #.

E.g.: *21*$#

Note: It is possible to change the code *21* on the Spec-
tralink IP-DECT Server to fit your standard. For more
information, see the relevant documentation available at
http://support.spectralink.com/.

Call forward unconditional - disable Disable call forward unconditional by dialing this code
(Optional) (#21%#).

Wireless Server Configuration - Languages

Phone Language (Optional) Language of system messages displayed in handset.

Select the desired language from the list.

Wireless Server Configuration - MSF

Enable Long-Press Key0 - Phone- If enabled, allow DECT Server to use this long key press

book (Optional) for phone book.

Enable Long-Press Key1- Phone- If enabled, allow DECT Server to use this long key press
\book (Optional) for phone book. )
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Enable Long-Press Key2 - Phone- If enabled, allow DECT Server to use this long key press
book (Optional) for phone book.
Enable Long-Press Key3 - Phone- If enabled, allow DECT Server to use this long key press
book (Optional) for phone book.
Enable Long-Press Key4 - Phone- If enabled, allow DECT Server to use this long key press
book (Optional) for phone book.
Enable Long-Press Key5 - Phone- If enabled, allow DECT Server to use this long key press
book (Optional) for phone book.

Enable Long-Press Key6 -Undefined | If enabled, allow DECT Server to use this long key press.
(Optional)

Enable Long-Press Key7 - Undefined | If enabled, allow DECT Server to use this long key press.
(Optional)

Enable Long-Press Key8 - Undefined | If enabled, allow DECT Server to use this long key press.
(Optional)

Enable Long-Press Key9 - Handset | If enabled, allow DECT Server to use this long key press
Sharing (Optional) for handset sharing.

For more information, see "Handset Sharing" on page 207

L and "User Sign-in/Sign-out" on page 211. )

Configuration - Media Resource

Media Resource Configuration - Media resource

Enable internal If enabled, the internal media resource will start up and con-
nect.

If disabled, CPU power is increased. Additional media
resource will take over then, if installed.

Default value: Enabled
Note:

If configuring a system with Spectralink DECT Media
Resources, it is recommended to disable the internal media
resource of the Spectralink IP-DECT Server 6500 when:

« The system handles more than 20 calls.

« There are more than 500 users (200 users if using Lyn-

L c/Skype for Business). )
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Configuration - Security

Field Setting

Security Configuration - Administrator Authentication

Current password Enter the current password.

New username Enter a new username.

New password (Optional) Enter a new password.

New password again Enter the new password again to confirm.

(Optional)

Strict password requirements | If enabling strict password requirements, the device can be con-

(Optional) figured to enforce certain security rules and naming con-
ventions. For more information, see "Parameter Overview" on
page 250.

Note: Once enabled, this setting can only be disabled by a fact-
ory reset (Configuration > Factory Reset) that will remove all
configuration and user data.

Password expiration (Optional) | Select when you want the password to expire.
Possible values: Never, 30 days or 90 days.
Default value: Never

Note: Once enabled, this setting can only be disabled by a fact-
ory reset (Configuration > Factory Reset) that will remove all
configuration and user data.

Security Configuration - Data protection

Allow unencrypted HTTP HTTPS is forced by default.
(Optional) If enabled, HTTP support is supported instead of HTTPS.

Note: Enabling unencrypted HTTP can cause passwords and
other sensitive data to be transmitted in clear text on the net-

work.
Allow remote logging If enabled, remote logging is allowed.
(Optional) Remote logging allows for Spectralink debug tools to extract
debug information from the unit.
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Remove user passwords from | If enabled, users passwords are prevented from being included
exported data (Optional) when data are exported from the Spectralink IP-DECT Server-
,e.g. when exporting the user list to XML files or CSV files.

Note: Enabling this will exclude the user database from full sys-
tem backups.

Note: Once enabled, this setting can only be disabled by a fact-
ory reset (Configuration > Factory Reset) that will remove all
configuration and user data.

-

J

Configuration - Certificates

Certificates - Device certificate chain

Overview of device certificates. These are non-changeable.

Examples of device certificates are: Device certificate, Spec-
traLink Issuing CA / Spectralink Inc. and SpectraLink Root
CA /Spectralink Inc.

Certificates - Host certificate chain

Certificate file Click Browse to find the relevant host certificate file (*.crt
file).

Key file Click Browse to find the relevant key file (*.pem file).

Password (Optional) Enter a password.

Type Select between the following certificate types; X.509 or
PKCS#12.

Click Import Certificate, if you want to import the certificate.

Click Remove, if you want to remove a certificate.

Certificates - CA certificates

Click Browse to find the relevant CA certificate file (*.pem
file). E.g. a custom list of CA certificate files.

Click Import List, if you want to import the list.

It is also possible to; remove all CA certificates (Clear List),
restore default list of public CA certificates (Restore Default
List), or export the list of CA certificates in PEM format
(Export List).

-
\
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Configuration - SIP

Field Setting

SIP Configuration - General

Local port Enter the local port number.
The local port is the port on which the Spectralink IP-DECT
Server listens for incoming S1P-signalling.
The default local port number is 5060.

Transport Transport mechanism used for SIP messages.
Possible values: UDP, TCP or TLS.
Note: If TLS is used as SIP Transport Method, it is necessary
to import host certificate and CA certificates into the server.
For more information, see "Configuring Certificates" on
page 121.

DNS method Used for looking up the destination of SIP messages.

Possible values: A records or DNS SRV.

Default domain

Used for SIP registration. Enter the name of the domain.

Note: If no user specific domain is configured under a spe-
cific user, the handsets registered on the Spectralink IP-
DECT Server will use the default domain as the domain part
of the SIP URI;

e.g. John Doe <sip:1234@example.org>

If only one SIP PBX is used and no domain is available, enter
the IP address of PBX here.

Register each endpoint on sep-
arate port (Optional)

If enabled, separate local ports for each endpoint are used,
instead of the global local port.

Send all messages to current regis-
trar (Optional)

If enabled, all non-REGISTER requests to the current regis-
trar will be sent, when more proxies are available.

Registration expire(sec)

The maximum time between re-registrations. The registrar
can signal a shorter time-out.

Default value: 3600 sec

Handset power off action
(Optional)

Action performed when a handset is turned off.
Possible values: Ignore or De-register.

If De-register is selected, the handset will de-register when
turned off.

Default value: Ignore
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Max forwards The maximum number of proxies outgoing messages are
allowed to traverse.

Default value: 70

Client transaction timeout(msec) | Client transaction time-out. This controls timer B and F as
specified in RFC 3261. Increase this to eliminate time out
errors or decrease it to reduce fail over time.

Default value: 16000 msec

SIP type of service (TOS/Diffserv) | TOS/Diffserv used for SIP signaling. Entered in decimal.
Default value: 96 (AF - Assured Forwarding)

SIP 802.1p Class-of-Service This is the 802.1p PCP and must be between0and 7. The
setting requires VLAN tagging.

Default value: 3

GRUU (Optional) If enabled, Globally Routable User Agent URIs are sup-
ported.

Default value: Enabled

Use SIPS URI (Optional) Normally, SIP communication on a TLS connection uses the
SIPS: URI scheme.

Disabling this option causes the Wireless Server to use the
SIP: URI scheme with a transport=tls parameter for TLS con-
nections.

Default value: Disabled

TLS allow insecure (Optional) By default, UDP and TCP transports are disabled when TLS
transport is the default. If this setting is enabled, UDP and
TCP are allowed as fallback if TLS fails.

Default value: Disabled

TCP ephemeral port in contact If enabled, the TCP ephemeral port (the local TCP port of the
address (Optional) outgoing connection) to the contact header, used in outgoing
SIP messages, is added.
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NAT keepalive (Optional) If enabled, the Spectralink IP-DECT Server sends UDP pack-
ets periodically to ensure that NAT translation continues. If
not enabled, the port may be closed down for security reas-
ons (as a consequence call will be dropped or disrupted).

Possible values: Disabled, CRLF (rfc5626) or SIP
OPTIONS (rfc3261).

Default value: CRLF (RFC 5626)

Note: CRLF is only used for TCP transport. SIP OPTIONS
is used for both UDP and TCP transports. If using UDP trans-
port, then NAT keepalive is disabled unless you select SIP

OPTIONS.
NAT keepalive interval(sec) If NAT keepalive is enabled, specify the interval at which
(Optional) NAT keepalive packets must be sent.

Possible values: 10, 20 or 30 sec

Default value: 30 sec

SIP Configuration - Proxies

Proxies (Optional) Priority: The priority for using this proxy.
Possible Value 1-4.

Weight: The weight for using this proxy if more proxies have
the same priority.

Possible value 1 - 65.000 higher weight gives priority.
Default value: 100
URI: The URI or IP address of the proxy

SIP Configuration - Authentication

Default user (Optional) Default user name used for SIP authentication.

Note: If no handset specific authentication user name/-
password is configured, handsets registered on theSpec-
tralink IP-DECT/DECT Server will use the default user

name/password.
Default password (Optional) Enter password.
Realm (Optional) The realm presented by the proxy when requesting authen-

tication. If this field is non-empty, authentication passwords
will be encrypted.

Note: When the realm is changed, all stored SIP passwords
will be invalid.
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SIP Configuration - DTMF signalling

Send as RTP (Optional) If enabled, keypad signaling will be sent as RTP event codes.

Offered RFC2833 payload type Default value: 96

Send as SIP INFO (Optional) If enabled, keypad signalling will be sent as SIP INFO mes-
sages.
Tone duration(msec) Enter the time length of the tone in milliseconds.

Default value: 270 msec

SIP Configuration - Message waiting indication

Enable indication (Optional) If enabled, MWI is displayed in the handset.

Enable subscription (Optional) If enabled, you can subscribe to MWI indications from the
SIP proxy.

Subscription expire(sec) Enter the number of seconds before MWI subscription will be
renewed.

Default value: 3600 sec

SIP Configuration - Media

Packet duration(msec) Packet duration for transmitted RTP Packets.

Possible values: 10, 20 or 40 msec

Media type of service (TOS/Diff- TOS/Diffserv used for RTP (Media) signaling entered in
serv) decimal.

Default value: 184 (EF - Expedited Forwarding)

Media 802.1p Class-of-Service This is the 802.1p PCP and must be between0and 7. The
setting requires VLAN tagging.

Default value: 5

Port range start Port range start for local RTP ports.
Default value: 58000

Codec priority Define the priorities of codecs.
Possible values: PCMU, PCMA, G.726 or G.729.

SDP answer with preferred codec | Specifies if the media handling should ignore the remote

(Optional) SDP offer codec priorities.
SDP answer with a single codec Specifies if the media handling should provide only a single
(Optional) codecin SDP answers.
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Ignore SDP version (Optional)

Ignore the version of the SDP received from remote end-
points.

Enable media encryption (SRTP)
(Only visible if Security (TLS,
SRTP) License is loaded)
(Optional)

If enabled, external SRTP is supported and optional. It must
be negotiated with the remote endpoint.

Note: If external SRTP is enabled, the number of available
voice channels on a Spectralink IP-DECT Server/media
resource is reduced from 32 to 16 (if a codec card is used
from 24 to 16).

Default value: Enabled

Require media encryption (SRTP)
(Only visible if Security (TLS,
SRTP) License is loaded)
(Optional)

If enabled, the usage of SRTP is required and SRTP must be
negotiated with the remote endpoint. If negotiation of SRTP
with the remote endpoint is unsuccessful, call establishment
is aborted.

Default value: Disabled

Include lifetime in SDES offers
(Only visible if Security (TLS,
SRTP) License is loaded)
(Optional)

Handles the RFC 4568 SRTP lifetime key parameter in SDP
offers.

Default value: Disabled

Include MKl in SDES offers (Only
visible if Security (TLS, SRTP)
License is loaded) (Optional)

Handles the RFC 4568 SRTP Master Key Index Parameter
in SDP offers.

Default value: Disabled

Enable ICE (Optional)

If enabled, support for Interactive Connectivity Establishment
(ICE) (RFC 5245) is allowed.

Enable TURN (Optional)

If enabled, support for Traversal Using Relays around NAT
(TURN) (RFC 5766) is allowed.

TURN server (Optional)

Enter TURN server address.

TURN username (Optional)

Enter TURN server username.

If left blank, the per-user authentication username will be
used.

TURN password (Optional)

Enter TURN pass word.

If left blank, the per-user authentication password will be
used.

SIP Configuration - Call status

Play on-hold tone (Optional)

If enabled, on-hold tone is received in remote end when
placed on hold.

Note: This might conflict with Music-on-Hold.
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Provide Music-on-Hold (Optional) | If enabled, Music-on-Hold is played for the remote end.
Display status messages If enabled, call status messages are received in the handset.
(Optional)
'#' key ends overlap dialing If enabled, pressing the # key dials number in overlap dialing.
(Optional)
Call waiting (Optional) If enabled, call waiting is supported.
Allow automatic offhook If enabled, automatic offhook is allowed for intercom fea-
tures.
\ J
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Configuration - Redundancy

Field Setting

Redundancy Configuration - Node type

Single If selected, this will disable redundancy and configure for stand
alone (normal single server solution).

Select Single, if this device is to be a normal single server solu-
tion.

Master If enabled, this will enable redundancy and configure the device
as master server. The system will be controlled by this device.

Select Master, if this device is to be the master server.

Slave If enabled, this will enable redundancy and configure the device
as backup (slave) server. The device will be controlled by a mas-
ter server.

Select Slave, if this device is to be the backup server.

Redundancy Configuration - Peer node

Address If master server, enter the fixed IP address or hostname for the
backup Spectralink IP-DECT Server 6500.

If backup server, enter the fixed IP address or hostname for the
master Spectralink IP-DECT Server 6500.

Redundancy Configuration - System identification

UUID (Optional) The UUID (unique ID) of the redundant system. This must be
the same for master server and backup server for replication to
be performed. The master server automatically generates the
UuID.

Note: When reset on the master server, the UUID is auto-
matically generated, and when reset on the backup server, itis
retrieved from the master server. The UUID must be reset
when a master Spectralink IP-DECT Server 6500 is changed
to a backup Spectralink IP-DECT Server 6500, or when a
backup Spectralink IP-DECT Server 6500 is moved to another
solution.

Reset UUID (Optional) If enabled, the UUID is reset if the UUID of the master server
and backup server is not matching.

14215700-1G, Edition 9.0 271
October 2018, Original document



Spectralink IP-DECT Server 200/400/6500 Installation and Configuration Guide
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Redundancy Configuration - Settings

Failover time(sec)

-

Enter value for failover time.

Failure time is the time in seconds from the Spectralink IP-
DECT Server detects a failure, until it initiates a failover oper-
ation and cause the other peer to take over.

Default value: 15 sec

For more information about failure time, see "Failover time con-
ditions" on page 202.

J

Configuration - Provisioning

Field Setting

Provisioning Configuration - Server

Method

The Spectralink IP-DECT/DECT Server must know the pro-
tocol and address of server containing the firmware and con-
figuration.

The Spectralink IP-DECT/DECT Server can use the fol-
lowing methods to obtain the provisioning server URL.:

« Disabled (The Spectralink IP-DECT/DECT Server
will not use provisioning)

« Static (The administrator must manually specify the
URL of the provisioning server)

. DHCP (Option 66)

Select the relevant method for obtaining the URL of the pro-
visioning server.

Default value: DHCP

-
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URL If using Static for obtaining the URL of the provisioning
server, enter an URL.

Accepted format of URL is: [<protocol>://[<user-
name>:<password>@]]<host>[:<port>][/<path>]

Examples:

. 10.0.0.10

« tftp://provisioning.test.com

o ftp://192.168.0.1

« ftp://user:password@provisioning.example.com
« http://server.example.com/boot.

« https://server.example.com:10443/boot

For more information about protocols and , see "Protocol" on
page 1.

Provisioning Configuration - Checking

Interval(minutes) The interval between polling the provisioning server. If the
value is set to 0, then periodic polling is disabled.

Enter a value if you want to use polling for checking updates
automatically.

Time(hh:mm) Enter a value to poll the provisioning server at a specific time
each day.

Leave it empty if not using polling.

NOTIFY check_sync Possible values: Disabled, Update or Reboot.

If disabled is selected, polling (defining specific time/interval
for automatic check for new updates) is used.

If Update is selected, then SIP Notify Check-Syncis used for
automatic notification of new updates. Using this method is
the optimum way to handle updates.

Default value: Disabled

For more information about polling, SIP Notification Check-
Sync method and "check-sync" events, see "Automatic
Check for New Firmware and Configuration" on page 1.

Provisioning Configuration - Configuration

Import Enable.

If enabled, this will make automatic update possible if a
default firmware file is available.
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Provisioning Configuration - Users

Import Enable.

If enabled, this will make automatic update possible.

Provisioning Configuration - Firmware

Wirelesss Server (Only relevantto | Enter name of firmware image file. Must match file name on
Spectralink IP-DECT Server 200) | provisioning server.

Leave empty for no firmware download.

Wireless Server (Only relevantto | Enter name of firmware image file. Must match file name on
Spectralink IP-DECT Server provisioning server.

400/6500) Leave empty for no firmware download.

Enable the Use firmware as default check box if you want
the server firmware as default for all base stations and media
resources (recommended).

Handset - Butterfly Enter name of firmware image file (-Over-the-Air.bin). Must
match file name on provisioning server.

Leave empty for no firmware download.

Handset - 75x2, 76x2 and 77x2 Enter name of firmware image file (-Over-the-Air.bin). Must
series match file name on provisioning server.

Leave empty for no firmware download.

Handset - 72x2 series Enter name of firmware image file (-Over-the-Air.bin). Must
match file name on provisioning server.

Leave empty for no firmware download.

Handset - OEM Enter name of firmware image file. Must match file name on
provisioning server.

Leave empty for no firmware download.
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Configuration - Import/Export

Import/Export - Export configuration

Export

Click Save, if you want to export the configuration file. Save
the configuration file.

Import/Export - Import configuration

Import

&

Click Browse, if you want to search for a configuration file to
be imported, select the relevant file, and then click Load.
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Users - List Users - User

Field Setting

User - DECT device

Model After registration of user and subscription of handset, this field
will contain information about the handset model.

E.g. Spectralink 7742

Software part number After registration of user and subscription of handset, this field
will contain information about the software partnumber.

E.g. 14225100

Firmware After registration of user and subscription of handset, this field
will contain information about the firmware version.
E.g. PCSJUA.

IPEI (Optional) If a specific handset is being subscribed for this user, enter the

IPEI number of the actual handset (the IPEI number is readable
from the label on the product). If this is not the case, this field
can be left empty and it will auto-fill when the handsets sub-
scribe.

Note: A SIP REGISTER will not be sent before there is an IPEI
number present.

Note: Programming of IPEI number into the system database
is necessary to enable service to the handset.

Note: If handset sharing is used, the IPEI label will be a link,
that you can click on and link to a device. For more information,
see "Adding Devices to Server" on page 220.

Access code (Optional) Administrators can define a system wide or individual access
code as extra wireless security during the subscription process.

Note: Some 3rd party phones may need an Access code to
register to the Spectralink IP-DECT Server.

User - User

PIN code (Optional)(Only visible | Enter a code in the PIN code field for added security to prevent
if Handset Sharing License is other users from linking a handset with your user profile.

loaded) The PIN code associates the user with a handset. For more

information, see "User Sign-in/Sign-out" on page 211. See also

L Lync/Skype for Business Interoperability Guide. )
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Standby text (Optional)

Enter a standby text.

A standby text is a fixed label shown in the top left part of the
screen on the DECT handset when in idle state.

Note: This feature is only available if Spectralink DECT hand-
sets are being used. If third party DECT handsets are being sub-
scribed, this feature is not supported.

Disabled (Optional)

If enabled, the user is disabled.

Note: A disabled user cannot make calls from the handset.

User - SIP

Username/Extension

Must contain information used for SIP registration etc. E.g. the
"user"ina SIP URI.

Domain (Optional)

Enter the domain partof a SIP URI.
E.g. example.orgin
John Doe<sip:1234@example.org>

Note: If not configured, the default domain entered under SIP
configuration will be used.

Displayname (Optional)

Enter the name of the user (e.g. caller ID).
E.g. John Doe in
John Doe<sip:1234@example.org>

Note: If Cisco Unified CM (Advanced Features) License is
loaded, the Cisco Unified CM will not use this, but it may ease
the administration of users within the Spectralink IP-DECT
Server.

Authentication user (Optional)

Enter the user ID of the end user.
E.g. JohnDoe or 5208.

Note: The user name will override the Default User field under
SIP Configuration.

Priority:
1. Authentication user set for individual users

2. Authentication user set in server SIP settings
3. User name set for individual users

Authentication password
(Optional)

Enter the digest credential of the end user.

Note: The password will override the Default Password field
under SIP Configuration.
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Setting
User - Features
Call forward unconditional A Call Forward Unconditional (an extension to forward calls to)
(Optional) can be added/removed via the web based Administration Page.
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Users - List Devices - Device

Field Setting

Device - DECT device

Model After registration of user and subscription of handset, this field
will contain information about the handset model.

E.g. Spectralink 7742

Software part number After registration of user and subscription of handset, this field
will contain information about the software partnumber.

E.g. 14225100

Item number E.g. 02630000

Firmware After registration of user and subscription of handset, this field
will contain information about the firmware version.
E.g. PCSJUA.

HW version E.g.6

Production Id E.g. 0024 065F 3C25714C

IPEI (Optional) If a specific handset is being subscribed for this extension, enter

the IPEI number of the actual handset. (The IPEI number is
readable from the label on the product). If this is not the case
this field can be left empty and it will auto-fill when the handsets
subscribe.

Note: A SIP REGISTER will not be sent before there is an IPEI
number present.

Note: Programming of IPEIl number into the system database
is necessary to enable service to the handset.

Access code (Optional) Administrators can define a system wide or individual access
code as extra wireless security during the subscription process.

Note: Some 3rd party phones may need an Access code to
register to the Spectralink IP-DECT Server .
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Device - User

Username / Extension

If the handset is linked to a specific user, the text field will hold
the extension number of that user and the Username / Exten-
sion link is active.

Note: Clicking on the link will take you to the User profile of the
linked handset.

If the user is not linked to a handset, the link is inactive and there
is no extension number in the text field.

Displayname (Optional) After creation of user, this field will contain information about
user name (e.g. caller ID).
E.g. John Doe in John
L Doe<sip:1234@example.org>

Users - List User - Handset firmware update

Field Setting

Handset firmware update - Options

Update load

Select relevant upload capacity. The load corresponds to the
number of maximum simultaneous updates.

Possible values: Low, Medium or High.

Default value: Medium

Start time

Default value: Now

If you want to upload later, select an appropriate time within
the next 24 hours.

Firmware file

The firmware file can be either a previously uploaded default
firmware file, or a new firmware file chosen. A new firmware
file must be a valid firmware file with the extension .bin.

Select either Default or Upload.
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Users - Import/Export

Field Setting

Import/Export Users - Import user data

CSV format If you want to import user data, browse for the CSV file to
import, and click Load.

To be able to import the data correctly, the CSV file must con-
tain certain information and punctuation. For more information,
see "Example of Handset Registration Data - CSV Format" on
page 155.

Encoding Select the correct encoding for the CSV file. You can choose
between UTF-8, ISO/IEC 8859-1 or Windows-1252.

Note: The encoding depends on the software that was used to
generate the CSV file. If you use Microsoft Windows, you will
probably select Windows-1252.

Import/Export Users - Export user data

CSV format If you want to save the user data file in CSV format, click Save.

The CSV format can be imported back into the server.

XML format If you want to save the user data file in XML format, click Save.

The XML format is used for provisioning. For more information,
see Provisioning Guide.

Import/Export Users - Delete users

\Delete all users If you want to delete all users, click Delete.

Administration - Wireless Server

Field Setting

Wireless Server - Wireless Server Status

Wireless Server Uptime

Click Reboot now or Reboot when idle (when active calls
have ended), if you want to restart the system.

Wireless Server - Service Status

Call establishment Default set to allowed.

Click Block, if you want to block for new calls during firm-
ware update.
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Administration - License

Licenses - Load license

License Copy the provided license key from your email, paste it in the
License field, and then click Load to load the license.

For more information about ordering licenses, see "Ordering
Licenses" on page 45.

Licenses - Loaded licenses

Key Overview of loaded licenses.

Click Delete, if you want to delete a license.

Licenses - Active License Summary

Users Shows details about user license.
E.g. 30
Features Shows details about enabled license required features.
L E.g. Handset Sharing, Enhanced Provisioning Interface. )
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Administration - Media Resource - Media Resource

Media Resource - General

IP address (Read only) Current IP address of the media resource.

Description (Optional) Enter a description.
Itis recommended to use a description of the physical loc-
ation.

Cluster Default value: Default

Itis possible to cluster devices that are located at the same
location.

To assign a cluster to the media resource, select the relevant
cluster from the list.

For information about defining clusters, see "Configuring
Clusters" on page 123.

Disabled (Optional) If enabled, the media resource will be disabled.

Note: If Add new as active is enabled (Configuration >
Wireless Server > Media resources), then this will be
unset by default when adding a new media resource.
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Administration - Base Station - Base Station

Base Station - General

IP address (Read only) Current IP address of the base station.

Description (Optional) Enter a description.
Itis recommended to use a description of the physical loc-
ation.

RPN Radio Part Number of the base station.

Cluster Default value: Default

Itis possible to cluster devices that are located at the same
location.

To assign a cluster to the base station, select the relevant
cluster from the list.

For information about defining clusters, see "Configuring
Clusters" on page 123.

Disabled (Optional) If enabled, the base station will be disabled.

Note: If Add new as active is enabled (Configuration >
Wireless Server > Base stations), then this will be unset
by default when adding a new base station.

TX power (Optional) Used for controlling the output power for this specific base
station.

Select another value from the list, if you need to change the
output power.

Default value: Default (250 mW)

Note: If a system TX power other than default is set for the
whole system (Configuration > Wireless Server> DECT),
that setting will override this setting.
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External antenna mode (Optional) | Determines which antenna(s) are used when an external
antenna is connected.

Possible values: Use Internal & external antenna, Use
internal antenna only or Use external antenna only.

Default value: Use Internal & external antenna

Note: This setting is ignored when no external antenna is con-

nected.
Note: When using external antenna, the range is reduced by
up to 50 %.

Base Station - Synchronization

Type This setting controls the synchronization type used for the

specific base station/DECT radio.

Possible values: Free running, Radio, LAN or Radio/LAN
Gateway.

Select Free running, if you want to configure this base sta-
tion as sync master. Otherwise select either Radio, LAN or
Radio/LAN Gateway, depending on the synchronization
method.

Default value: Radio

Note: System wide settings for synchronization are located
under Configuration > Wireless Server > Base stations.

For more information, see Synchronization and Deployment

Guide.
Auto radio sync (deployment only) | If enabled, the base station will be auto synchronized while
(Optional) deploying the system.

Note: This must only be used while deploying the system.
Primary radio sync (RPN) RPN identifying the base station used for primary radio syn-
(Optional) chronization.
Secondary radio sync (RPN) RPN identifying the base station used for secondary radio
(Optional) synchronization.

Base Station - RSSI map (Only visible if more than one base station on the system)

RPN/RSSI dB/Offset Possible to see the RSSI values of the base stations the
selected base station is synchronizing on (Primary syn-
c/Secondary (Alternative) sync).

For more information about RSSI values, see Syn-
chronization and Deployment Guide.
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Administration - Clusters - Cluster

Cluster - General

Name Enter a name for the cluster.
E.g. Site A, Site B, Site C.
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Administration - Phonebook

Field Setting

Phonebook Configuration - Disabled

Disabled

As default, phone book configuration is disabled.

You can configure the server to retrieve phone book data using
LDAP server or by import of phone book data from a CSV file.

Phonebook Configuration - Imported CSV file

Imported CSV file

Enabile this if you want to import phone book data from CSV
file.

Import

Browse for the CSV file to import.

Note: The CSV file must contain correct format. For more
information, see "Parameter Overview" on page 250.

Encoding

Select the correct encoding for the CSV file. You can choose
between UTF-8, ISO/IEC 8859-1 or Windows-1252.

Note: The encoding depends on the software that was used to
generate the CSV file. If you use Microsoft Windows, you will
probably select Windows-1252.

Number fields

Enter the indexes of the columns containing dialable numbers.

Phonebook Configuration - LDAP

LDAP

Enabile this if you want to configure the server to retrieve phone
book data using LDAP server.

For an example of LDAP configuation, see "Parameter Over-
view" on page 250.

URI

Enter the URI of the LDAP server.
E.g. Idap://example.org

Bind user (Optional)

Enter the username used for authentication against LDAP.

Note: It might be necessary to specify the path for username
(DOMAIN\username).

E.g. CN=Manager, DC=example, DC=com.

Bind password (Optional)

Enter the Bind user’s password.

Base (Optional)

Enter the base path where the users are located in the LDAP
structure.

E.g. DC=example, DC=com.
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Field Setting

Filter (Optional)

Enter the filter used for the LDAP query. The (objectClass-
s=person) filter can be used successfully in most cases.

Attributes

Enter the LDAP attributes you want to query the LDAP for, sep-
arated by acomma.

E.g. displayName,telephoneNumber, mobile.

Number attributes (Optional)

Enter LDAP attributes that will be used to dial.

E.g. telephoneNumber,mobile.

Attributes names (Optional)

Enter the attribute names you want to assign to the attributes
specified above, separated by a comma.

E.g. Name,Phone,Mobile.

Replace prefixes (Optional)

Enter the phone number prefixes to replace or strip, separated
by a comma.

E.g.: if the phone number is +45678912345, and that user has
the extension 12345, then you specify “+456789” in the
Replace prefixes field. Or if the phone number is
“+456789123456” and “06789123456” must be dialled, then
specify “+45=0".

Load interval

Enter the interval in seconds for querying the LDAP server for
updates.

Default value: 3600 sec
Possible values: 60 — 999999 sec

Administration - Backup

Field Setting

System Backup - Backup

Full system backup

Click Save. A full system backup is performed and saved.

System Backup - Restore

Full system restore

-

Click Browse to browse for the relevant backup file, and then
click Restore.
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Firmware - Wireless Server

Field Setting

Update firmware - Firmware file

-

Click Browse to browse for the relevant firmware file.

Enable the Use firmware as default check box if you want the
server firmware as default for all base stations and media
resources (recommended).

Click Update to update the firmware file.

-

Firmware - Media Resource

Setting

Field

Update media resource firmware - Default

PCS

Information about default firmware file version (PCS) - if a firm-
ware file has been uploaded.

Note: Once uploaded, default firmware will remain on the
server until overwritten.

Note: If the Use firmware as default check box on the
Update firmware page is enabled (Firmware > Wireless
Server or Configuration > Provisioning > Firmware), then
the server firmware is uploaded as default for all base stations
and media resources (recommended). For the files to be
updated in the media resource, this must be executed either
through manual update or automatic update.

Build

Information about the build number of default firmware file - if a
default firmware file has been uploaded.

-
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Field Setting

Update media resource firmware - Automatic

Enable (Optional) Default value: Disabled

Enabile this, if you want to make automatic update possible. The
media resources will be automatically updated using the default
firmware. Also new media resources automatically update to
new default firmware when connected.

Note: If the default firmware version changes, the update pro-
cess will start automatically according to the chosen values in
the Force and Start time fields.

Note: Using provisioning for base stations, media resources
and handsets, enabling automatic update is required. This can
be done either through the XML configuration file or the web
based Administration Page. For more information, see Pro-
visioning Guide.

Force (Optional) When Force is enabled, the media resources will be updated at
the selected Start time.

If Force is disabled, the media resources will be updated when
they become idle after the selected Start time.

Start time (Optional) Default value: Immediately

If you want to upload later, select an appropriate time within the
next 24 hours.

Click Save.

Update media resource firmware - Manual

Firmware file (Optional) The firmware file can be either a previously uploaded default
firmware file, or a new firmware file chosen. A new firmware file
has to be a valid firmware file with the extension .bin.

Select either Default or Upload.

Start media resource No The index number of the first media resource to be updated.

You can check media resource numbers under Admin-
istration > Media resource.

\End media resource No The index number of the last media resource to be updated.

14215700-1G, Edition 9.0 290
October 2018, Original document



Spectralink IP-DECT Server 200/400/6500 Installation and Configuration Guide

Firmware - Base Station

Field Setting

Update base station firmware

- Default

PCS

Information about default firmware file version (PCS) - if a firm-
ware file has been uploaded.

Note: Once uploaded, default firmware will remain on the
server until overwritten.

Note: If the Use firmware as default check box on the
Update firmware page is enabled (Firmware > Wireless
Server or Configuration > Provisioning > Firmware), then
the server firmware is uploaded as default for all base stations
and media resources (recommended). For the files to be
updated in the base station, this must be executed either
through manual update or automatic update.

Build

Information about the build number of default firmware file - if a
default firmware file has been uploaded.

Update base station firmware

- Automatic

Enable (Optional)

Default value: Disabled

Enabile this, if you want to make automatic update possible. The
base stations will be automatically updated using the default
firmware. Also new base stations automatically update to new
default firmware when connected.

Note: If the default firmware version changes, the update pro-
cess will start automatically according to the chosen values in
the Force and Start time fields.

Note: Using provisioning for base stations, media resources
and handsets, enabling automatic update is required. This can
be done either through the XML configuration file or the web
based Administration Page. For more information, see Pro-
visioning Guide.

Force (Optional)

When Force is enabled, the base stations will be updated at the
selected Start time.

If Force is disabled, the base stations will be updated when
they become idle after the selected Start time.

Start time (Optional)

Default value: Immediately

If you want to upload later, select an appropriate time within the
next 24 hours.
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Field Setting

Click Save.

Update base station firmware - Manual

Firmware file (Optional) The firmware file can be either a previously uploaded default
firmware file, or a new firmware file chosen. A new firmware file
has to be a valid firmware file with the extension .bin.

Select either Default or Upload.

Start base station No The index number of the first base station to be updated.

You can check base station numbers under Administration >
base stations > |IP Base Stations.

\End base station No The index number of the last base station to be updated.

Firmware - Handset

Field Setting

Handset update settings - Automatic update

Enable (Optional) Enable.

This will make automatic update possible.
Only in charger (Optional) If enabled, only handsets in charger will be updated.
Start time (Optional) Default value: Immediately

If you want to upload later, select an appropriate time within
the next 24 hours.

System load (Optional) Select relevant upload capacity. The load corresponds to the
number of maximum simultaneous updates.

Possible values: Low, Medium or High.
Default value: Medium

Low: 1 handset at a time. Medium: 4 handsets per media
resource. High: 16 handsets per media resource.

Example: 2 media resources and High load = 2*16 = 32 sim-
ultaneous updates.

Note: If you schedule an upgrade during day hours, you
would typically choose Low to Medium load to avoid any
impact on Users. Upgrade after hours typically means no
User load, therefore, you can choose High priority.

-
\-
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Using a Spectralink IP-DECT Server, an auto-answer feature, intercom, is available, making it pos-
sible to use intercom and loudspeaker calls if numbers for intercom groups are defined on the SIP
PBX.

Activation of Intercom using Headers

If an INVITE with an Alert-Info header, a Call-Info header or an Answer-Mode header is received,
it is possible to make a Spectralink DECT Handset automatically answer the call, mute the micro-
phone and turn on speakerphone.

Note:

The reason for handling several headers for activating the Push-to-Talk feature is that dif-
ferent SIP PBXs have different default implementations.

The following list of headers will activate intercom (auto-answer) when sent from the SIP PBX to the
Spectralink IP-DECT Server:

« Alert-Info: Auto Answer

« Alert-Info: info=alert-autoanswer

« Alert-Info: Ring Answer

« Alert-Info: info=RingAnswer

o Alert-Info: Intercom

« Alert-Info: info=intercom

o Call-Info: =\;answer-after=0

« Call-Info: ;answer-after=0

« Answer-Mode: Auto (This is according to RFC 5373)

Note:

The Alert-Info header can also be used to control external/internal ring pattern. This fea-
ture is not affected by the addition of the loudspeaker call feature.

The following Alert-Info headers can be used to enable internal ringing (external ringing
is default).

« Alert-Info: <internal>

« Alert-Info: <alert-internal>
« Alert-Info: internal

o Alert-Info: alert-internal
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