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CYBER SECURITY IN
THE MARITIME AND
OFFSHORE SECTOR

Human factor
With the majority of attacks being targeted
at people rather than IT infrastructure, the

‘human factor’is widely considered to be
the biggest risk in cyber security at sea.

— Keep unauthorised software
away from ship system.

— Personal laptops, tablets, USB
memory sticks or phones must
not be connected to onboard
operational systems.

— Never insert an unknown USB
stick in your computer.

you didn't ask for.

|: Never open e-mail attachments

Know what to do with
suspicious e-mails.

Keep usernames and passwords
to yourself.

Choose complex passwords with
nume6er5, $ymbo!s and CAPital letters.

Always lock your workstation.

Know where to get IT and
OT assistance.

i

Think before you share

information on social media
or personal e-mail about your
company, job, ship or the crew.



